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Marlene Straub (Hrsg.)

Überwachung im öffentlichen Raum

9/11, 20 Jahre später:
eine verfassungsrechtliche Spurensuche





Vorwort

Der öffentliche Raum ist öffentlich, weil und soweit jede*r

zu ihm Zugang hat und sich in ihm bewegen kann, ohne

für sein Dort-Sein Rechenschaft ablegen zu müssen. Seit

den Terroranschlägen vom 11. September 2001 ist der öf-

fentliche Raum allerdings als solcher zunehmend prekär ge-

worden. Er erscheint als gefährdet und gefährlich zugleich,

als Anschlagsziel und als Terroristenversteck, und damit als

Problem für die Sicherheitsapparate, die ihm mit ihren Mit-

teln und Methoden zu Leibe rücken und immer engmaschi-

ger versuchen, Zugänge zu kontrollieren und regulieren,

Bewegungsprofile zu erstellen, Anonymität zu erschweren

oder verbieten und so den öffentlichen Raum seiner Öffent-

lichkeit zu berauben.

Dieser Entwicklung stehen Gegenentwicklungen gegen-

über, etwa die Forderung nach einem Recht auf Anonymität

im öffentlichen Raum, die den Bestand des allgemeinen Per-

sönlichkeitsrechts und der informationellen Selbstbestim-

mung ergänzen und weiterentwickeln, aber ihrerseits mit

immer invasiveren technischen Mitteln zu tun bekommen.

In diesem Reibungsraum, zwischen Entwicklung und Gegen-

entwicklung, bewegen sich die Beiträge dieses dritten Ban-

des unserer siebenteiligen Spurensuche zu 9/11 zwei Jahr-

zehnte später, basierend auf einer Reihe von Blog-Symposi-

en auf dem Verfassungsblog mit Förderung der Bundeszen-

trale für politische Bildung und möglich gemacht durch das



vom Bundesministerium für Bildung und Forschung finan-

zierte Projekt Offener Zugang zum Öffentlichen Recht.

Den digitalen Ursprung dieses Buches und seiner Beiträ-

ge wollen und können wir nicht leugnen: Er wird sichtbar

in den QR-Codes, die diesen Band wie alle dieser Reihe

durchziehe. Mit dem Code auf der rechten Seite gelangen

Leser:innen direkt zum Blog-Symposium, und über die ein-

zelnen QR-Codes, die den Beiträgen vorangestellt sind, zu

den einzelnen Texten – eine Idee, die wir uns bei den Kol-

leg*innen vom Theorieblog abgeguckt haben. Über diesen

kleinen Umweg lassen sich die Quellen nachvollziehen, die

in der Printversion an den ursprünglich verlinkten Stellen

grau gehalten sind.

Marlene Straub



 

 

https://verfassungsblog.de/category/debates/9-11-zwei-jahrzehnte-spaeter/os3-9-11/




Inhalt

The European PNR Framework and the Changing Landscape of EU-
Security
Elisa Orrù 11

Cities of God: Smart Cities and Surveillance
Sofia Ranchordas 23

”Don’t Snoop on Me”: How 9/11 Ultimately Sparked a Movement for
Privacy and Data Protection in Brazil
João Victor Archegas and Christian Perrone 39

The “Ketchup Effect”: The Development of Public Surveillance in Swe-
den Following 9/11
Markus Naarttijärvi 51

How Public Space Surveillance is Eroding Political Protests in Australia
Monika Zalnieriute 65

A Hollow Promise: 20 Years Of Constitutional Erosion In the Name Of
Counter-Terrorism
Albert Fox Cahn and Evan Enzer 79

Im Auge der Polizei: Polizeiliche Gesichtserkennung im öffentlichen
Raum
Stephan Schindler 91





Elisa Orrù

The European PNR Framework and the Changing
Landscape of EU-Security

 

 

https://verfassungsblog.de/os3-pnr/




Elisa Orrù

1. Travel information for security risk profiling

S ince May 2018, travellers booking or embarking on a

flight to, from or within the European Union are clas-

sified into risk categories in order to assess the likelihood

of their involvement in criminal or terrorist activity. The

legal basis for the assessment is provided by the Directive

(EU) 2016/681 on the use of passenger name record data,

in short: the PNR-Directive, and is carried out in Mem-

ber States by national Passenger Information Units (PIUs),

usually run by Law Enforcement Agencies (LEAs, in Ger-

many the Bundeskriminalamt, BKA). A crucial aspect of the

PNR directive is that the data processed in order to assess

the individual risk of each traveller do not rely on crimi-

nalistic information, nor originate from LEAs’ criminalistic

databases. Instead, the raw data processed to generate the

risk assessment consist of travel-related information pro-

vided by travellers to travel agencies and air carriers while

booking a flight ticket or as part of the check-in procedures.

These data include name, address and contact information

such as telephone and email, itinerary, payment details like

form of payment and billing address, the travel agency who

performed the booking, seat number, baggage information,

other accompanying persons and a free-text field for addi-

tional and general information. The risk assessment is not

targeted to selected travellers (who, for instance, have a

criminal record), but is performed for all travellers. Indeed,
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the very ambition of the PNR framework is to identify po-

tential suspects previously unknown to the authorities.

The PNR Directive has thus introduced important

changes into existing EU approaches to security that

could expand in the years to come. This shift in security

conceptions and practices has the potential to redefine

core societal values such as privacy, fairness and human

autonomy.

2. The collection and processing of flight passenger data in the
aftermath of 9/11

The introduction of the PNR Directive is part of the trans-

formations of security practices that have taken place since

9/11. In 2004, on the initiative of the USA and as part

of their counter-terrorism measures, the EU concluded an

agreement with the USA on the transfer of PNR data. After

this was declared null and void by the ECJ due to its incor-

rect legal basis, two new agreements were concluded. The

last of them, dating back to 2011, is still in force. It regulates

the transfer of data of passengers travelling from the EU to

the US authorities, but not vice versa, so that authorities in

EU countries who want access to the data must submit a re-

quest to the relevant US authority.1 The non-reciprocity of

the data transfer has been one prominent argument for the

introduction of an EU-own PNR regime.

14
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Already in 2007, thus, the EU Commission adopted a

proposal for the introduction of a EU PNR framework

(COM(2007) 654 final, 06.11.2007), which was reworked and

presented anew in 2011 (COM(2011) 32 final, 02.02.2011).

Both proposals were met with criticism from the EU Parlia-

ment and other EU institutional representatives. In 2013,

the Parliament formally rejected the 2011 proposal and the

legislative process was thus at first put on hold (Dok. A7-

0150/2013). The terrorist attacks of January 2015 in Paris,

however, created a political climate more favourable for the

resumption of the negotiations, which in April 2016 led to

the adoption of the PNR-Directive.2 Since then, all EU Mem-

ber States with the only exception of Denmark, and with ad-

dition of the United Kingdom, have implemented the Direc-

tive.

Concerns regarding the potential incompatibility with the

Charter of Fundamental Rights of the EU, however, are not

definitively off the table. In 2017, the ECJ already declared

that a then envisaged PNR agreement with Canada could

not be concluded because of the incompatibility of several

provisions with the EU fundamental rights (Opinion 1/15 of

26.07.2017). The question whether and to what extent the

reasoning of the previous ECJ decision also applies to the

EU-PNR framework has not yet been fully clarified, nor has

the question about potential fundamental rights infringe-

ments originating specifically from the PNR-Directive. Sev-
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eral requests for a preliminary ruling on the compatibility

of the PNR directive with fundamental rights, and espe-

cially the rights to respect for private and family life and to

data protection, have been submitted to the ECJ (C-817/19,

C-148/20 to C-150/20, C-215/20, C-222/20 and C486-20),

whose decision is still pending.

3. The novelty of the PNR directive and its ethical implications

In the EU, the link between mobility control and the preven-

tion and prosecution of crime is at least as old as the Schen-

gen treaties. Indeed, the oldest EU criminal database, the

SIS, was created in the aftermath of the Schengen Agree-

ments as a “compensatory measure” to the perceived loss of

security in connection with the relaxation and abolishment

of border checks within the Schengen area. Since then, EU

databases and information exchange among Member States

have increased steadily.3

The PNR Directive nevertheless determines a shift within

the EU security landscape. First of all, the PNR frame-

work goes beyond establishing a connection between mo-

bility and criminality control and makes mobility-related

data the very source of indicators for criminal or terror-

ist behaviour or intent. This loose link between the risk

criteria and criminal or terroristic activity is a second as-

pect distinguishing the PNR approach from previous secu-

rity initiatives at the EU level. By contrast to the SIS and
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other existing databases for information exchange between

EU-LEAs, the information considered relevant for security

purposes does not directly pertain to criminally relevant or

prohibited behaviour, but is extracted from ordinary travel-

related data. Third, the PNR framework also distinguishes

itself from known national risk-based approaches used in EU

states for assessing the likelihood that certain individuals

are involved in criminal or terrorist activity (see for instance

the BKA’s RADAR-iTE risk-assessment tool). Compared to

such instruments, the PNR is unique because it applies in-

discriminately to all passengers booking a flight ticket or en-

tering a flight journey to/from the EU and between EU Mem-

ber States.4

Although the indicators used for risk assessment pur-

poses are not by default publicly known, some insight on

the functioning of the PNR framework can be derived from

the documentation submitted to the ECJ in the context of

one of the mentioned requests for a preliminary ruling, as

well as from the documentation attached to first biennial Re-

view Report on the PNR Directive published by the European

Commission in July 2020.5 The former reports that flight

destinations in Turkey are used as indicators for the identi-

fication of so-called “foreign fighters” (p. 16). The Commis-

sion’s report mentions additional criteria potentially lead-

ing to a higher risk classification, such as mismatches be-

tween the length of stay and luggage, as well as the choice
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of unusual travel routes.6 Additional pre-determined cri-

teria include payment by cash and last-minute bookings.7

These actions, consisting in fully legal behaviour, are con-

sidered to be relevant indicators because they overlap with

behavioural patterns derived from historical data or with

criminalistic hypotheses about the conduct of criminal sub-

jects or terrorists.

From an ethical point of view, the use of such information

for risk profiling raises a number of questions. To begin,

the PNR framework poses profound challenges to the core

value of privacy. As the philosopher Helen Nissenbaum has

pointed out, this very core consists in the integrity of the so-

cial contexts in which personal information are exchanged.8

We exchange information in very disparate contexts, each

of them having its own rules about the way information cir-

culates and about the contents that are appropriate for it.

The protection of privacy depends on the reliability and in-

tegrity of the norms regulating the information exchange in

each context. The PNR framework, by systematically and in-

discriminately drawing on information pertaining to travel-

ling and exploiting them in the context of security, infringes

upon existing societal contextual norms protecting privacy.

Moreover, the mentioned examples for risk indicators

show that risk profiling implies a high likelihood of leading

to biased results and discrimination. Although the collec-

tion and processing of “sensitive” data is prohibited by the

18
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PNR-Directive, other information can serve as proxies for

ethnicity, religious and cultural background and can there-

fore lead to indirect discrimination. A clear example of such

risks is provided by the mentioned criteria of flight destina-

tions as risk indicators. It is indeed apparent that consider-

ing destinations in Turkey as a risk indicator implies draw-

ing increased attention to German citizens with familiar or

cultural connections to Turkey as compared to German citi-

zens with no such connections.

Finally, the rationale of the PNR directive affects the way

we conceive human autonomy. Within the PNR framework,

subjects are classified and evaluated on the basis of profiles

as relational identities. Their risk classification depends in-

deed on the overlapping of some selected behavioural items

with behavioural patterns attributed to specific classes of

people (“criminals” and “terrorists”). The PNR framework

systematically draws attention to individuals not by virtue

of their own illegal or “dangerous” actions, but as a result

of their being attributed to a given class of people. There

is a sort of determinism lying behind this conception that

human beings pose a security risk because they share non-

security-related characteristics with prototypical profiles of

“criminals” or “terrorists”.

19
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4. The PNR Directive: a ”Trojan horse” for risk-based approaches
to EU-security?

Current developments in the EU security policy indicate

that the approach introduced by the PNR directive could be

expanded and extended to other areas in future. Hence,

the PNR Directive could turn out to be a sort of “Trojan

Horse” introducing a risk-based approach to EU security pol-

icy. For instance, in 2018 the Regulation (EU) 2018/1240 es-

tablished a European Travel Information and Authorisation

System (ETIAS), currently under development by the Euro-

pean Agency for large IT-systems in the Area of Freedom,

Security and Justice (eu-LISA) and which should be opera-

tive from 2022 on. The ETIAS system adopts a risk-based

approach similar to the one implemented by the PNR direc-

tive. Once the ETIAS system will be in place, citizens of

third countries who are currently exempted from a visa ap-

plication will be required to submit an application for travel

authorisation. The data provided as part of the application

process will then be processed in order to assess the indi-

vidual security risk of each applicant (Art. 4) which should

support the decision whether to grant the travel authorisa-

tion or not (Nr. 24). Moreover, since the introduction of the

PNR Directive, options regarding the extension of the PNR

regime to maritime and road traffic have been discussed

(COM(2020) 305 final, 24.07.2020, p. 10). Although these

options have been temporarily discarded, also in consider-
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ation of the pending decision by the ECJ, it is not excluded

that they will regain consideration in future.

The future developments will be critical in (re)shaping the

way we consider the relationship between the individual and

public powers as well as our conceptions of core values such

as privacy, fairness and autonomy. Will conceptions of pri-

vacy be redefined so that the systematic use of mundane

information for security purpose will become a current and

broadly accepted practice? How much potential for discrim-

ination will be tolerated in the name of security? And will

the conception of human beings as able to self-direct their

behaviour become a relic of the past?

21
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S et in a lawless, poverty-ridden favela, City of God is one

of the most iconic movies of Brazilian cinema. This film

is neither about smart cities nor surveillance enabled by dig-

ital technology. Also, it is only a faint reference to St Augus-

tine’s seminal work with the same title. Indeed, the movie

City of God takes place in the 1970s and 1980s and does not

delve into digital transformations. Rather, it is a narrative

of an urban space which embodies the experiences of its in-

habitants: violence, inequality, cruelty, and poverty. The

city is inherently defined by the power imbalances between

private actors and between public and private actors. These

imbalances become the city and the city becomes these im-

balances.

Watching City of God as an adult reminded me of the dif-

ferent journalistic accounts of violence in Brazilian favelas

that I, as a curious child, surreptitiously watched or heard

through doors left ajar. In particular, it reminded me of the

well-known massacre of Candelaria (1993) where multiple

children were murdered by members of the Brazilian mili-

tary police force. As a child, I remember feeling terrorised

by the idea that police officers could have killed homeless

children sleeping at the doorsteps of a church for what then

seemed to be unclear reasons. Much remains unknown

about that massacre but many have argued in the mean-

while that it was a targeted killing related to drug dealing

which involved a number of highly ranked police officers.
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Many others felt little compassion with the victims and saw

it as a “necessary social cleansing”. And yet others, regarded

it as a desolate example of the abandonment of poor black

Brazilians. Not surprisingly, only three out of seven accused

perpetrators were convicted but released in the meanwhile.

Even nowadays, the statistics are cruel to the life expectancy

of poor Black Brazilian teenagers.1 They live fast, they die

young. This often happens at the mercy of police bullets.

As a scholar, the thought of these violent images invited

me to reflect upon what would have happened if the re-

ality portrayed in these accounts of urban inequality had

been meticulously recorded by multiple interconnected sen-

sors (e.g., cameras, microphones) and then analysed using

big data, AI, machine learning, and biometrics. Would we

have found out who all the perpetrators were? And why

they killed children as young as six? Or would surveil-

lance images have been used by the police to better tar-

get the victims? In 2019, the student protests in Hong

Kong against the use of biometrics gave a partial answer

to these questions: smart-city surveillance is not always

used “for the good”. Instead, the faces of regime opponents

or, in other contexts, underrepresented minorities, are of-

ten self-incriminating elements. Much has been written on

smart-city surveillance, biometrics, and their fundamental

rights violations, so this reflection may appear at first far-

fetched. It is clear that smart cities pose important prob-
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lems to privacy and that technology-infused urban spaces

bring as many benefits as challenges. Nevertheless, the

idea of converting underprivileged areas such as favelas into

smart cities which has been around for a number of years, is

even more problematic and deserves our attention.

This contribution focuses on the attractive force of smart-

city technologies for poor and crime-ridden urban spaces

and its legal concerns. I argue that we should be particularly

critical of the employment of surveillance technologies in

slums because they are by definition vulnerable places from

different perspectives. First, favelas (and similar neighbour-

hoods) are densely populated areas, with deficient housing

where residents have close social interactions. Privacy is

limited when large families share limited spaces built close

to each other. Privacy becomes impossible when cameras

and other sensors are installed in these areas. Second, their

residents tend to be vulnerable populations due to their lim-

ited income, education, ethnicity, and poor digital literacy.

Third, these citizens may not have any bargaining power

with public authorities regarding the procurement of these

technologies due to their socioeconomic status, lack of mu-

tual trust, and in the specific case of many Brazilian favelas,

frequent conflicts between armed militia and the military

police. But as this contribution contends, underprivileged

neighbourhoods as the ones featured in the movie City of

God do not need to remain spaces of violence and power im-
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balances. Also they can become smarter urban areas, if we

take into account their characteristics and citizens’ needs.

Smart cities?

Smart city is an elusive term which can be defined from mul-

tiple perspectives. The “smartness” of a city can be for ex-

ample established by reference to its innovative character,

ability to attract human capital, and promote sustainability.

In the literature, cities tend to be labelled as “smart” when

they promote entrepreneurial, progressive or inclusive poli-

cies and make optimal use of available interconnected infor-

mation to control their operations and manage scarce urban

resources. Traditionally, smart cities were characterised by

the way in which they harnessed digital technology to im-

prove urban centres. In a smart city, different technologies

(e.g., Internet of Things, cloud computing, big data) are inte-

grated to ensure that all relevant movements and anomalies

are detected and prevented on time. Smart cities gather and

integrate real-time information about traffic, crime, water,

energy, waste, and ensure that urban services and citizens’

behaviours are adjusted accordingly.

While some years ago, smart cities were regarded as a fad,

nowadays it is clear that the industry of smart cities is grow-

ing exponentially, including beyond urban centres, giving

rise to smart villages. The smart-city industry is largely

dominated by Big Tech companies such as IBM and Cisco
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and it is estimated to be worth $256 billion by 2026. But

what exactly does this industry trade beyond cameras, mi-

crophones, and other sophisticated sensors? This industry

does not sell mere technology. It sells a narrative of mod-

ern, efficient urban spaces powered by technology where

citizens, public and private actors interact closely to im-

prove city services and spaces. It is a narrative that is told

through seductive buzzwords such as interconnectedness,

smartness, innovation, safety, health, cultural vibrancy, en-

vironmental sustainability, and happiness. Smart cities are

nowadays not only technology-infused spaces but also ar-

eas of co-creation, experimentation, and close interaction

between private actors and public values.

The active involvement of citizens has become a key as-

pect in the development of smart cities. As the governance

of innovation processes has become increasingly focused

on socio-technical futures, digital innovation and science

should be more inclusive and democratic. In smart cities,

citizen participation is fostered through different mecha-

nisms such as citizen councils, hackathons, and FabLabs.

However, the role of citizens as active co-creators of smart-

city services is highly disputed and citizens from underprivi-

leged backgrounds are rarely involved. Recent literature has

criticised socio-technological systems of governance that

monitor citizen power, seek to build trust but are in fact

top-down, and its participatory instruments which are of-
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ten designed for the involvement of tech-savvy citizens.

The smart-city narrative is thus a paradoxical tale of digital

transformations. The smart-city narrative is designed some-

where between Silicon Valley and the local FabLab, not in

the favela. In other words, the smart city is a high-income,

highly educated, middle class White narrative.

Smart favelas

Despite the many paradoxes of smart cities, it has become

clear over the last decade that smart cities are no longer a

prerogative of developed Western countries or a feature of

many Chinese urban centres with ubiquitous surveillance.

Instead, emergent economies such as Brazil and India are

currently investing in the development of smart cities which

can advance their economic growth and promote sustain-

ability. Despite some drawbacks during the lockdown pe-

riod, examples of smart cities in the mentioned countries

include Curitiba and Porto Alegre in Brazil and Pune and

Bhubaneswar in India. In Brazil, the use of smart-city

technology for predictive policing in Rio de Janeiro is well

known. However, what is less known outside the country is

the attempt to apply the smart-city narrative to favelas (fave-

las inteligentes or “smart slums”). According to the Brazilian

Institute of Geography and Statistics, approximately 11.4

million people (6% of the country’s population) live in one

of the 6,329 favelas or slums, distributed across Brazil. This
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sizeable number of people and their interactions have drawn

the attention of urban planners and smart city evangelists.

However, how should we adapt the smart-city narrative to

the reality and needs of favela residents? Sustainable so-

lutions that improve citizens’ access to better waste man-

agement, safer water, and better urban planning are surely

positive developments. Nevertheless, smart cities have also

been long sources of surveillance and privacy concerns. Tra-

ditional cities were spaces of amnesia where citizens could

move around without leaving any traces of their passage.

Smart cities are spaces of memory where every movement

is recorded and processed.

As smart cities enter the favela (and other slums else-

where around the world), we should ask ourselves whether

it is desirable to convert these spaces which concentrate the

poorest segments of the population into spaces of surveil-

lance and anomaly detection? This issue has already been

raised with regards to predictive policing in areas with high-

criminality (for example, in New York City). In addition,

many of the issues signalled in those contexts (e.g., racial

bias, stigmatisation of residents) apply to “smart favelas”

using surveillance technology. However, when compared to

problematic neighbourhoods in the Northern hemisphere,

favelas and other slums in emerging economies and devel-

oping countries are characterised by even more precarious

housing, greater violence, isolation from the rest of the city,
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and limited trust between citizens and public authorities be-

cause of police corruption, police violence, and recurrent

conflicts.

Smart cities as surveilling cities?

Datafication is a central feature of any smart city, regardless

of the perspective we adopt to define and design it. With

the deluge of data come multiple privacy concerns regarding

the protection of personal and confidential data; bodily pri-

vacy; territorial privacy (e.g., personal space, objects, and

property); locational and movement privacy (e.g., tracking

of spatial behaviour); communications privacy (e.g., surveil-

lance of conversations and correspondence); and transac-

tions privacy (e.g., monitoring of queries/searches, pur-

chases, and other exchanges). These concerns arise for ex-

ample because smart cities place sensors in urban furniture,

ranging from waste bins to lampposts, they track phone

identifiers, and smart mobility systems rely on extensive

geolocation systems. Not all the data collected in smart

cities will be qualified as personal data as much of it refers

to crowd management, urban or environmental data (e.g.,

levels of air pollution, traffic density, water level). Also,

part of the collected data will become available in the form

of open data enabling multiple urban improvements. How-

ever, contrary to popular belief, smart cities do not only col-

lect data on the city and its furniture (e.g., lamp polls) but
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also on their citizens. This data collection has a dispropor-

tionately negative effect on low-income underrepresented

citizens who are regarded as being at higher risk of commit-

ting tax or social welfare fraud or a crime.

While technologies employed for, for example, predictive

policing are often overrated as empirical evidence shows

their limited effectiveness, their surveillance effect can have

chilling and stigmatising effects on underprivileged popu-

lations. Citizens who are subject to surveillance may have

lower levels of digital literacy and may not be aware of the

extent to which they are being surveilled. At the same time,

their low income, ethnicity, criminal record (or that of their

family members), and socioeconomic background may make

them a target for additional surveillance.

Smart cities and smart favelas do not need to become

“surveillance cities”. However, smart cities are difficult to

design and regulate so as to fit within traditional public val-

ues. The reasons are fourfold. First, the legal category of

“city” is almost absent from national legal systems and doc-

trinal studies (interestingly, the right to the city is a con-

stitutional right in Brazil) and it is highly underestimated

in EU law. Cities are thus at different legal crossroads and

are meeting points of supranational, national, and local

regulations. Smart cities are even more complex to regu-

late as they are hybrid legal entities where private power

can overrule public values. The “smart city” is in most
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cases a contract or a network of contracts between multi-

ple stakeholders. In other words, a smart city is the result

of public-private partnerships which bring together one or

multiple municipalities. The contracts and policy guiding

smart cities are complex, opaque, and not always aligned

with public values.

Second, the narrative of smart cities is often top-down,

inconsistent with the country’s overall level of development

and its citizens’ needs.

Third, the protection of fundamental rights is regu-

larly overlooked in the context of smart cities on different

grounds. For example, smart cities sell the narrative that

data collection is focused on open data and the optimisation

of services through it. However, allegedly anonymized data

pertaining to cities, its residents, commuters, and tourists

can be re-identified. Also, there is the risk that personal

data collected for specific municipal purposes can be used

to nudge citizens to behave differently.

Fourth, there is no “one-size-fits-all” approach to smart

cities and this applies in particular to underprivileged neigh-

bourhoods which require a customised approach to digital

innovation. In places such as favelas with deficient urban

planning, complex socioeconomic problems, and limited

privacy, smart-city technology has to be tailored to these

neighbourhoods in order to protect the privacy and human
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dignity of citizens. If this does not happen, digital technol-

ogy will contribute to deepening already existing problems

and power imbalances.

“Urban smartness” should not be restricted to cities

which are able to afford Big Tech products and services and

follow their vision of what a smart city should be. For the

urban centres that can afford these technologies, it remains

important to inquire whether purchasing digital technology

with a neoliberal smart-city narrative in mind is the correct

choice. Digital technology can be easily converted into mil-

lions of eyes surveilling the most vulnerable members of our

societies. For some, smart-city surveillance can be used par-

ticularly to watch those who contribute the least to the nar-

rative of smart city and are more prone to be categorised as

“the anomaly”. But this doesn’t need to be the fate of “smart

cities” and this does not mean either that those underprivi-

leged areas should be closed to digital innovation.

On the contrary, smart cities can inspire development

at many levels and for different groups. High tech ac-

companied by surveillance is not the only path. As some

African cities already show, urban improvement can also

be done through “frugal-innovation” models, favouring do-

it-yourself and low-tech solutions, and providing access to

new technologies with low investment costs.
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Conclusion

At first sight, smart-city projects designed for underprivi-

leged areas may seem appealing as they promise to convert

an earthly problematic city (a “A City of Man” in Saint Au-

gustine’s terms) into a “City of God”. However, this con-

version (even if possible) may come at a high price for fun-

damental rights and public values if we allow for a top-

down, Western, and Big Tech narrative to be implemented.

This is a narrative where few speak and those who do are

rarely embedded in the local community. Surveillance tech-

nologies for smart favelas or other underprivileged neigh-

bourhoods are thus designed primarily to detect “anoma-

lies” thus deepening existing power imbalances. Neverthe-

less, in top-down smart cities, the children sleeping at the

doorsteps of the Candelaria church are the anomaly. The

teenagers that die before their time in the movie City of God

are the anomaly. The poor are the anomaly. But it doesn’t

have to be this way.

We return here to where we started: the Brazilian movie

City of God where technology (in the form of a simple cam-

era) and the recording of information are symbiotically con-

nected to the city. For those who have not watched the

movie, the main character is a photographer reporting for

the local newspaper. The information he records through

the lens of his camera is an accurate representation of the

favela because he is socially embedded in it. Without these
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social and human connections, the recording and process-

ing of information about a violent favela could have been

used to deepen existing stigmas and conflicts, thus turning

it into more of “a City of Man” rather than “a City of God”.

Smart cities can be surveillance spaces detached from the

real citizenry and its needs. But they can also be “cities

of God” where digital transformations are co-created with

communities to address power imbalances, where there is

a place for frugal innovation that fits locals’ needs rather

than sophisticated systems designed for establishing risks

and predicting anomalies, and where different groups – re-

gardless of their income, literacy, and skin colour – always

have a say.

Many thanks to Francisco Abreu Duarte, Catalina Goanta, Luisa
Netto, and Moritz Schramm for their insightful comments.
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9/11 shocked the world, Brazil included. The

repercussions of the terrorist attacks were

felt long after that day. The Latin American country was

still healing from its recent authoritarian experience, after

decades under a military regime, and was torn between the

path of public security and mass surveillance, on the one

side, and one of reaffirming human rights, especially pri-

vacy, on the other.

We show how the aftermath of terrorist attacks a conti-

nent away was responsible for, albeit indirectly, precipitat-

ing a movement in favour of privacy and data protection that

led to the approval of Brazil’s Internet Bill of Rights and the

General Data Protection Legislation. Moreover, we under-

score an interesting duality that emerged in the country:

on the one hand, the creation of a robust regime in terms

of data protection and, on the other, a wholehearted accep-

tance of facial recognition technology.

From a criminal to a civil framework for internet governance

In 2007, following a growing movement for internet regu-

lation in Brazil, Senator Eduardo Azeredo introduced his

plan for amending a bill presented by Representative Luiz

Piauhylino in 1999. The new text, known as “Azeredo Bill”,

was forged to regulate cyberspace from a criminal perspec-

tive, creating a series of felonies with sanctions of up to four
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years of imprisonment for citizens who, for example, inten-

tionally circumscribe the internal protection of cell phones

(a practice known as “jailbreaking”).

As noted by Ronaldo Lemos, “with such a broad scope,

the bill would have turned millions of Internet users in

Brazil into criminals” and hampered innovation in the field

of emerging digital technologies by “rendering illegal nu-

merous practices necessary for research and development”.

Fearing for the future of internet regulation, Lemos pub-

lished an op-ed in the Folha de S.Paulo newspaper, suggest-

ing that the “Azeredo Bill” should be replaced by a “Civil

Framework for the Internet”, thus pioneering the concept

of what would later become the Marco Civil da Internet.

The Marco Civil was Brazil’s first attempt at crowdsourc-

ing the drafting process of a bill of law. Its text was the prod-

uct of a remarkable multistakeholder effort that came to

fruition thanks to an online platform created to host a public

consultation on the matter. As Souza et al. recollect, “par-

ticipants could agree or disagree with the proposed wording

and suggest amendments” and, moreover, they could “see

each other’s comments so that a real conversation could be

established among them”.1

The Snowden revelations and President Rousseff’s response

However, the Marco Civil did not pick up steam in Congress

until 2013, when it was handpicked by President Dilma
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Rousseff as part of her government’s response to the Snow-

den revelations. It is well-known that the United States dou-

bled down on mass surveillance following the 9/11 terror-

ist attacks. Under Section 215 of the Patriot Act – which

was backed by then President George W. Bush and passed

by Congress with virtually no debate –, intelligence and law

enforcement agencies were authorised to request personal

communication data from US service providers to identify,

monitor, and dismantle terrorist cells and organisations.

The fears of many activists in the US and abroad were

confirmed when Edward Snowden leaked classified docu-

ments from the National Security Agency (NSA) to former

Guardian journalist Glenn Greenwald: Section 215 was be-

ing widely used by US intelligence forces way beyond its

original intent. But what came as a surprise was the ex-

traordinary scope of its surveillance campaign: it allegedly

reached thousands of people outside US borders, including

world leaders like German Chancellor Angela Merkel and the

Brazilian President Dilma Rousseff. The NSA was able to ex-

tend its reach globally with the help of American companies

that offered their services to telecommunications providers

in other countries, including Brazil.

Denouncing what she perceived as a violation of the coun-

try’s sovereignty, President Rousseff cancelled an official

visit to Washington D.C. that year, raised the issue of digital

surveillance during her opening speech to the UN General
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Assembly in New York, and even convened an international

conference on the matter, called NetMundial. Moreover, do-

mestically, the Marco Civil would serve as a centrepiece of

Brazil’s reaction to the surveillance it had been subjected

to, and President Rousseff’s government pushed Congress

to approve it. But in order to make a substantial move in that

direction, the government suggested a significant change to

the text: adding specific provisions on the collection and

processing of personal data.2

At the time, Brazil did not have a general data protection

law, so the provisions that were added to Marco Civil were

the first of their kind. Moreover, article 7 of the legislation

upholds a number of internet users’ rights, including the

right to privacy and private life, the right to confidentiality

of communications, and the right to non-disclosure of per-

sonal data to third-parties without consent. All in all, in the

words of Dan Arnaudo and Roxana Radu, the Snowden reve-

lations “became a major catalyst in making the Internet Bill

of Rights a priority and cornerstone of Brazilian domestic

policy, which brought it to a vote and passage in 2014”.

Building a national data protection law

Consequently, one can reasonably argue that the events that

unfolded after 9/11 in the US, especially the indiscriminate

use of Section 215 of the Patriot Act by NSA officials and
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the Snowden revelations, created the perfect storm that ul-

timately led Brazil towards the development and adoption

of trailblazing legal provisions on data protection, which

were deeply influential in Latin America at large, as well as

in other parts of the world.3

But Marco Civil was only the first step in terms of build-

ing a truly comprehensive framework for data protection in

the country, for it only incorporated high-level rights and

principles such as the right to “clear […] information on the

collection, use, storage, and processing of personal data”.

Certainly, Marco Civil never meant to become a general

data protection law. Article 3, Section III of the legislation

states that “personal data protection, as provided by law” is

one of the principles that underlie internet governance in

Brazil. That means that a different and specific legislation

was always intended to be drafted after Marco Civil to estab-

lish a general framework for data protection in the country.

That legislation came to fruition in 2018, and is known as

Lei Geral de Proteção de Dados (LGPD) or General Data Pro-

tection Legislation.

LGPD benefitted from the discussions around the General

Data Protection Regulation (GDPR) in the European Union,

as the text of the bill attests; even the topology of the Brazil-

ian legislation resembles its European counterpart.

According to the first article of the LGPD, the legislation

“provides for the processing of personal data, in-

cluding by digital means, by a natural person or
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legal entity of either public or private law, with

the purpose of protecting the fundamental rights

of freedom and privacy and the free development

of the personality of the natural person”.

Aside from enshrining a number of rights for data sub-

jects and obligations for data controllers, the law also cre-

ates the Autoridade Nacional de Proteção de Dados (ANPD)

or National Data Protection Authority, a public institution

entrusted with the responsibility of monitoring the imple-

mentation of the legislation and proposing new guidelines

on specific and highly complex issues, such as data protec-

tion obligations for small and medium enterprises.

But the LGPD falls short when it comes to public surveil-

lance and related challenges that sparked the movement for

data protection and privacy in Brazil back in 2013 after the

NSA scandal. Article 4, Section III of the law excludes from

LGPD’s scope the processing of personal data done exclu-

sively for the purposes of public safety, national defence,

state security, and activities of investigation and prosecu-

tion of criminal offences.

Brazil has come a long way since President Rousseff and

other Brazilian nationals were allegedly implicated in the

NSA’s espionage efforts. Nonetheless, the shadow of mass

surveillance still looms large across the country.
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The rise of public surveillance tech in Brazil

In the last few years, there has been a considerable in-

crease in the use of public surveillance technology through-

out Brazil, especially facial recognition systems built into

street security cameras. One of the most memorable exam-

ples happened during the 2019 Carnaval in the city of Sal-

vador, Bahia. A man wanted for murder was identified by a

facial recognition camera while walking through one of the

many checkpoints built for monitoring the street festivities.

He was dressed as a gypsy woman and carrying a water gun.

After having his identity confirmed by public authorities, he

was approached by a couple of police officers and taken into

custody. Such examples are often used by authorities to jus-

tify the implementation of facial recognition technology in

the country.

Nonetheless, it is well known that new technologies pow-

ered by facial recognition software carry many risks. The

most prominent (and worrying) ones are arguably racial

and gender bias. According to a 2018 analysis by MIT re-

searchers, softwares developed by companies like Microsoft

and IBM have an error rate of 35% when identifying black

women, compared to an error rate of only 1% when iden-

tifying white men. It is important to note that the black

population is already marginalised in the Brazilian society

and, consequently, is disproportionately subjected to puni-

tive measures by law enforcement agents. According to data
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from 2019, 66,7% of those incarcerated in Brazil are black.

Moreover, in 2020 78,9% of the people killed by the police

in the country were black.

This is one of the reasons why civil society organisations

denounced the government of São Paulo for initiating in

2020 a public bidding process, which was later suspended,

for installing an intricate facial recognition network in its

subway system. In the same token, in 2021, civil society or-

ganisations urged the Governor to veto a new state law that

would again authorise the installation of such cameras in

the subway without any safeguards and guarantees.

In other places, however, similar bidding proceedings

were successful. It is the case with Mata de São João, a small

city in the state of Bahia, which implemented a facial recog-

nition system in its public schools to monitor students when

they arrive and leave school. When the children are identi-

fied by the cameras at the school’s gates, a text message is

automatically sent to their parents and to the school staff.

As noted by Rest of World,

“while much of the world is debating the dangers

of biometric surveillance and digital invasions of

privacy, Brazilian officials of all political stripes

are welcoming facial recognition technology with

open arms”.
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Overall, the case of São Paulo is a reminder that the gap left

by LGPD needs to be filled with urgency. In 2020, a commit-

tee of lawyers was formed to draft a bill proposal to regulate

data protection in the fields of public safety and criminal

prosecution. The bill still needs to be formally presented

before Congress, but some innovations are worth mention-

ing. First, according to article 42 of the proposal, the use of

surveillance technology must be preceded by a specific legal

authorisation that shall be informed by a risk assessment.

Second, article 43 bans the use of such technology to iden-

tify citizens on a rolling basis and in real time when there is

no link to an existing criminal investigation. All in all, over

the last decade or so, Brazil turned from being surveilled by

NSA agents to “snooping” on its own citizens through the

use of mass surveillance technology. Nevertheless, there is

a common thread that extends across these different events:

the 9/11 terrorist attacks, albeit only indirectly, sparked a

movement in favour of data protection and privacy within

the national legal order, making it more resilient to the chal-

lenges that the country is facing today.
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A closer look at the use of surveillance measures by pub-

lic authorities in Sweden following 9/11 reveals an in-

teresting duality.1 On the one hand, electronic surveillance

mandates are extensive and still expanding. The threat of

terrorism has served as a continuous shadow-presence in

this context. On the other hand, 9/11 seems to have done

little to immediately influence surveillance of the public

sphere in Sweden. Instead, camera surveillance, in partic-

ular, came to be developed later and in response to a some-

what different set of concerns. Once it began, the develop-

ment can perhaps best be described as displaying a “ketchup

effect”; where you open the bottle and at first nothing comes

out, and then it all comes out at once and you have ef-

fectively ruined your dish (which, depending on your view

of ketchup, may have been doomed from the moment you

picked up the bottle).

The acceleration in the development of public sphere

surveillance in Sweden can be explained through the dis-

tinction between the acceptance of surveillance measures

targeting “the other”, and the possibility to separate this

“other” from “ordinary citizens”, who should be left alone.

This distinction is by no means unique to Sweden, but it

has led to certain specific entanglements affecting public

surveillance, the contexts where it has been deployed and

when.
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The impact of 9/11 and software pirates on the Swedish
surveillance discourse

Since 1977, Sweden has had a specific act limiting the use

of surveillance cameras. Motivated by privacy concerns, the

act reflected a clear political view that widespread monitor-

ing of the public was unacceptable. This view withstood re-

form, until 1998, when the first indication of a shift in this

view became visible. Crime prevention became a priority,

and rather than attempting to limit the use of surveillance

cameras, the act instead introduced efforts to balance the

positive outputs of surveillance with the need for privacy

protections. Swedish surveillance scholar Fredrika Björk-

lund has described that “monitoring changed from an ex-

traordinary measure that lawmakers handled with a certain

amount of reluctance to an ordinary measure integrated in

the social control system”. While the reform can be seen as

a paradigm shift in the Swedish approach to camera surveil-

lance, it preceded 9/11 and has been framed by Björklund as

result of a neo-liberal turn in policy, moving towards a more

generalised suspicion.

One could expect that in the wake of 9/11, this preventive

turn would be intensified, but this is not visible. When the

public inquiry tasked with investigating the overall Swedish

preparedness and counter-terrorism capacity following 9/11

presented its final report, public surveillance measures were

largely absent. The inquiry instead focused on the potential
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need for increased mandates for electronic surveillance – in-

cluding the need to consider preventive covert surveillance

of communications. Similarly, a 2002 public inquiry report

on camera surveillance highlighted its potential value for

crime prevention. Neither mentioned terrorism nor framed

the issue in a larger post-9/11 security context. Other le-

gal reforms and inquiries in the terrorism context in the

years following kept to this theme. However, the political

justification of these reforms followed a common pattern;

the measures targeted presumptive terrorists and criminals,

and “ordinary people” had no cause for concern. Conse-

quently, the first preventive telecommunications surveil-

lance act was enacted in 2007 with rather limited public at-

tention.

This relative disinterest changed in 2008, when the gov-

ernment proposed expanded mandates for the strategic sig-

nals intelligence performed by the Swedish Defence Ra-

dio Establishment (FRA). The scope of this surveillance

would no longer be limited to radio communications, in-

stead including communication crossing the Swedish border

in fiberoptic cables – the first bulk-surveillance of telecom-

munications introduced in Sweden. In a development which

took the government by surprise, surveillance became a

topic of political import, leading to a minor parliamentary

crisis and significant public pressure on the sitting govern-

ment, despite efforts to play down the significance of the
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reform. Of course, the general surveillance of telecommuni-

cations is worthy of political debate and judicial scrutiny, so

the debate could be seen as a healthy and principled demo-

cratic response to a controversial bill. I would, however, like

to advance two (rather more cynical) interrelated explana-

tions which may have contributed to this sudden and rather

uncharacteristic expression of privacy outrage in a country

generally known for its high trust in public authorities.

The first is that the issue coincided with an ongoing gen-

eral debate on measures against illegal file-sharing, which

had become something of a national pastime, and which

would the following year propel the Swedish Pirate Party

into the European Parliament. As such, increased scrutiny

of internet traffic by public authorities likely raised some-

what bigger concerns among the general public than would

otherwise have been the case. This also feeds into the sec-

ond explanation. Namely, that for the first time, the pro-

posed surveillance would actually carry a far-reaching po-

tential of including “ordinary citizens” in the group subject

to surveillance. In other words, what used to be a (largely

absent) discussion about the rights of “others” – terrorist

suspects – became a lively discussion about the rights of

the common Swede. This potential of mass-surveillance

to shift the paradigm of the debate, undermining citizen

trust by turning them into “the other”, has been pointed out

by Marie-Helen Maras.
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Shaking the ketchup bottle of public surveillance

While the proposed signals intelligence act was eventually

pushed through, the associated debate may have gener-

ated some political restraint towards proposing measures of

surveillance impacting the general public. Our short excur-

sion into this debate may therefore perhaps begin to explain

why, in the decade following the debate on the signals in-

telligence act, there were only minor expansions of public

sphere surveillance. Some small scale pilot studies of public

surveillance were initiated, showing rather unclear benefits

in terms of crime prevention. Nevertheless, a reform of the

legal framework on camera surveillance in 2012 placed fur-

ther emphasis on crime prevention interests and eased re-

strictions on surveillance of stores, parking garages and the

subway. These developments can be seen as precursors; the

main government efforts to increase camera surveillance

can instead be said to begin in 2018. By this time, several ter-

rorist attacks had taken place that fuelled the political incen-

tives for further surveillance of public spaces: a failed terror-

ist attack against Christmas shoppers in central Stockholm

in 2010, the devastating terrorist attacks in Oslo and Utøya,

Norway, in 2011, and the terrorist attack using a delivery

truck in central Stockholm in 2017, in addition to other ma-

jor attacks in Europe. Still, when the needle began to move

on the political interest in public surveillance, it was only

partly on account of terrorism.
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Since 2015, the Swedish police had begun to designate

“vulnerable areas”; geographically delimited areas (primar-

ily suburbs of larger cities) characterised by a low socio-

economic status and where criminals have been deemed to

have an impact on the local community. Targeting these

areas for more intense policing increasingly became a po-

litical priority. Even more so, following a general increase

in deadly violence in conflicts between criminal gangs, with

vulnerable areas found to have eight times the amount of

deadly violence in relation to its population size compared

to the country at large. Police-operated camera surveillance

in these vulnerable areas became a key tactic, along with

community policing efforts and a general increase in the

number of police officers on the ground. In a 2020 eval-

uation by the Swedish National Audit Office on the police

initiatives in vulnerable areas, it was found that these ar-

eas contained over half of the 350 surveillance cameras de-

ployed by the Swedish police. The expansion of surveillance

cameras and the distribution of body-worn cameras to po-

lice officers remained as a priority.

This development was made possible through a rapid eas-

ing of the previously rather stringent requirements for de-

ploying surveillance cameras in public areas. A reform in

2018 made it easier for the police authorities and munic-

ipalities to obtain permits for camera surveillance in pub-

lic places for law enforcement or security purposes. The
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police authority and the Security Police would now also be

allowed to use camera surveillance temporarily without a

permit in the event of a risk of serious crime. The use of

camera surveillance on metro trains and stations, as well

as in health care facilities was also facilitated by easing the

conditions for permits. Only a year later, the government

fully removed the need for law enforcement agencies to seek

permits to install new surveillance cameras in public. The

recent exceptions made for metro transit were also signif-

icantly expanded to allow for surveillance of vehicles used

in public transport in general, as well as stations, stops or

areas associated with such transportation. Perhaps counter-

intuitively, this removal of permit requirements was partly

motivated by the increased protections for recorded data of-

fered by the GDPR and the EU law enforcement directive.

The associated requirements of internal proportionality as-

sessments and controls were said to compensate for the re-

moval of ex ante approval from an independent authority.

This ketchup effect of new surveillance opportunities

strained the resources of the police. A research report from

2019 indicated a lack of manpower available to monitor and

analyse surveillance video footage as a factor limiting its ef-

fectiveness. The growing availability of facial recognition

tools is, however, likely to change this.

Following a consultation with the Swedish data protec-

tion authority in 2019, the police has begun implementing
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facial recognition in its forensic analysis of video footage

in ongoing investigations. Since then, legislative changes

have enabled the further use of biometric data in testing en-

vironments – to develop further capabilities and enable the

deployment of facial recognition in border controls. The in-

creased interest in deploying surveillance cameras for law

enforcement purposes has coincided with the emergence of

tools to integrate these into police work in a cost-effective

way. Of course, facial recognition tools change the privacy

equation surrounding surveillance cameras. Privacy as a

value in public is thus simultaneously circumscribed by the

removal or easing of permit requirements, the emergence

of privacy-invasive technologies ostensibly allowing identi-

fication of individuals captured in the surveillance footage,

as well as the associated increased capacity to analyse larger

amounts of footage through automation.

Nevertheless, there are still traces of restraint. The gov-

ernment has (so far) stopped short of proposing live facial

recognition except as a development project in airport bor-

der crossing settings. The facial recognition implemented

in the forensic analysis setting is not (yet) connected to ex-

isting police databases, but appears to be aimed at auto-

mated selection of video sequences where a specific likeness

is visible. The political discourse is, however, clearly driven

by a public security paradigm, fuelled by the rise in gang con-

flicts and tied to previous legal developments against terror-
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ism. Following the killing of a famous Swedish rapper (in

a more affluent suburb of Stockholm) the leader of the op-

position drew parallels between organised crime and terror-

ism. The government apparently agreed, as it has initiated

a new public inquiry into the possible expansion of preven-

tive surveillance measures developed for anti-terrorism pur-

poses to the fight against organised crime.

The legal discussions regarding the expansion of facial

recognition appears limited as well. In its analysis of the

Swedish police authority’s proposed use of facial recogni-

tion comparisons, the Swedish Authority for Privacy Protec-

tion focused on the CJEU’s reasoning in Heinz Huber. The

authority found that the requirement of necessity in the Law

Enforcement Directive, as transposed in Swedish law, essen-

tially asked whether the identification of suspects becomes

more effective by the measure (than with manual controls).

This interpretation places very few limits on the use of new

investigatory measures or technologies. It also appears to

extend the findings in Heinz Huber to a context not neces-

sarily comparable, given that the case related to the previ-

ous data protection directive, and the increased awareness

on the risks of facial recognition which has developed since

then. The privacy authority has, however, been more as-

sertive in relation to the unlawful use of Clearview AI by

the Swedish police. Nevertheless, even there, there was

no real constitutional debate on public surveillance. The
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judicial review of the Council on Legislation (Lagrådet) on

the removal of permit requirements for law enforcement

cameras focused on linguistic and minor legal-technical de-

tails, rather than any constitutional or rights-based con-

cerns. Even the Swedish Authority for Privacy Protection’s

predecessor offered primarily administrative and organisa-

tional comments on the government bill. This limited de-

bate could itself signify a normalisation of public surveil-

lance.

Situating Swedish public surveillance in the discursive patterns
of privacy and security

In “The Cultural Lives of Security and Rights”, Ian Loader

points to the entanglement of security demands with “the

production and reproduction of a ‘we’ whose territory, or

values, or capacity for self-determination is felt to be un-

der threat – either from without or from ‘enemies within’ ”.

The current debate on deadly gang shootings in Sweden has,

in many ways, released the Swedish debate on surveillance

of the public sphere from a certain gordian knot of politi-

cal sensitivity. Instead of legal reforms needing to account

for the less palatable proposition of surveilling “the ordi-

nary Swede”, the government can adopt a more convenient

rhetoric where surveillance measures will primarily target

“the other”. The definition of this “enemy” also serves to

distinguish this enemy from the public “we”. Even more so,
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as surveillance measures can be framed as targeting a group

distinct from the general public, i.e., “criminal networks”,

as well as the geographically and socio-economically dis-

tinct “vulnerable areas” with a higher proportion of first or

second generation immigrants.

The discursive patterns surrounding this emerging

surveillance play into roles already established in the

security paradigm that followed 9/11. The designated vul-

nerable areas subject to more intense surveillance also tend

to be more segregated, which adds a further “otherness”

to their portrayal in political and media discourses. In

designating the more severe level of “especially vulnerable

areas”, the Swedish police authority takes into account,

inter alia, the presence of “extremism, such as systematic

violations of religious freedom or strong fundamentalist

influence that restricts human rights and freedoms”, and

“persons traveling to take part in combat in conflict areas”.

It is perhaps here that we find the full implication of

9/11 on Swedish public surveillance – in the availability

of discursive connections to terrorism ready for use and

implementation into new preventive contexts. When the

“the other” who will be the primary target of surveillance

can be credibly separated from the general public, the

expansion of legal mandates of surveillance can follow. The

fact that these legal mandates are not limited in scope to

the areas or groups currently targeted is another matter.
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The proverbial ketchup has hit the plate and eventually

everyone will get a taste of it.
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O n 24 July 2021, an estimated 3,500 Australians

marched through Sydney’s Central Business District

to protest the city’s then month-long COVID-19 lockdown.

In response, the New South Wales Police created a taskforce

to “forensically investigate” CCTV and social media footage

from the protest so that attendees can be identified and pun-

ished. But the police has refused to confirm whether facial

recognition technology (FRT) – standard or real-time – was,

or would be, deployed to do so. Police has also remained

tight-lipped in the past about whether it had used any kind

of FRT in policing other high-profile protests. Although the

COVID-19 lockdown protests were widely condemned by the

general public, the potential use of FRT by the police illus-

trates the implications of an expanding surveillance infras-

tructure in Australia after 9/11 and raises serious questions

about the future of the Australian public sphere.

The Australian government, just like many others, has

significantly increased surveillance of the public sphere fol-

lowing 9/11: Australian city streets and squares, stations,

airports, social media and online platforms have become

equipped with sophisticated surveillance tools, enabled and

made legal through myriad of complex and ever-expanding

“emergency” laws. In this short blogpost, I will only cover

two such tools: metadata tracking and FRTs. My emphasis

will be on public spaces and political protests. Public space

has always been central to social movements and political
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protests as a practical place for citizens to gather, and as a

symbolic place, connected to wider democratic values. For

social movements to function, citizens must feel confident

and safe in their ability to gather in public spaces to express

their disagreement with the status quo. This is impossible

if they fear surveillance tools are weaponized against them

to suppress and punish their dissent.

As protest movements are gaining momentum across the

world, with Extinction Rebellion, Black Lives Matter, and

strong pro-democracy protests in Chile and Hong Kong are

taking centre stage, governments around the world are in-

creasing their surveillance capacities in the name of “pro-

tecting the public” and “addressing emergencies”. Irre-

spective of whether these events and/or political strategies

framed as “emergencies” were the “war on terror” with its

invisible geopolitical enemies for 9/11, or were they pro-

democracy or anti-racism protests COVID-19, state resort

to technology and increased surveillance as a tool to control

the masses and population has been similar.

Australia is not an exception to this trend. In this post,

I will focus on metadata tracking and data retention laws,

which have expanded significantly after 9/11, in suppressing

political protests in Australia. I will also cover the “chilling

effect” of FRT use in Australian public spaces on the right to

peaceful assembly and protest, and the absence of oversight

mechanisms. I will finish by drawing attention to the cru-
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cial role of telecommunications service providers and tech

companies in assisting governments in public space surveil-

lance and curtailing protests, and argue that we need hard

human rights obligations to bind these companies and Aus-

tralian governments, to ensure that political movements

and protests can flourish twenty years after 9/11.

Using metadata tracking to suppress political protests

First, since 9/11, Australian public space and political

protests have been significantly and increasingly affected

by metadata tracking and data retention laws. The capac-

ity of mobile data tracking has increased considerably in

the past decade, and escalated further since the start of the

worldwide COVID-19 pandemic in 2020. Australian govern-

ments (states and territories), just like many other govern-

ments across the world, can now follow citizens’ movements

through contact tracing apps. These apps and general meta-

data tracking technology, coupled with Australia’s weak

metadata legislation (which does not even define the term

“metadata”), give the government unprecedented tools to

surveil public spaces and find out who has attended protests

and take repressive action.

Metadata is “data about data”: the location, date, time,

duration and form of communications and web browsing

activity and other details. While it does not reveal the
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content of communications, metadata can be used to cre-

ate a detailed digital picture of individuals – their identity,

movements, contacts, interests, and associations – continu-

ously, surreptitiously, and automatically through their mo-

bile phones. Access to this data enables law enforcement

and intelligence agencies to draw links between people who

are organising, attending or intending on speaking at polit-

ical protests in public spaces across Australia.

Following the 9/11 terrorist attacks, the Australian gov-

ernment, just like many others across the globe, adopted

mandatory data retention and interception laws, com-

pelling private companies to retain customers’ personal

data and disclose it to national security agencies through

state legislation, federal legislation and international agree-

ments. Under Australia’s federal metadata access regime,

telecommunications providers must retain metadata for two

years and provide it on request, not just to law enforcement,

but also to the government’s welfare, tax, revenue protec-

tion, fines enforcement agencies and numerous other pro-

fessional associations and government bodies. Metadata

can be accessed without a warrant, the reporting require-

ments for police access are incomprehensibly vague, and lo-

cal government and state health departments need not re-

port access at all.

In a report, released in February 2020, Commonwealth

Ombudsman Michael Manthorpe has detailed how telecom-
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munications companies retain and provide data to law en-

forcement agencies beyondwhat legislation permits, such as

users’ web browsing histories. He also revealed that during

2018-2019, numerous agencies accessed metadata “without

proper authority” through unauthorised disclosure.

Since the COVID-19 crisis began, this surveillance capac-

ity was further expanded by the Australian governments.

First, the federal Biosecurity Act 2015 as well as many state

level measures made it easier for data to be shared between

even more departments and organisations. Second, addi-

tional surveillance measures were adopted under thePrivacy

Amendment (Public Health Contact Information) Act 2020

(Cth) (“the COVIDSafe Act”), with justifications of excep-

tional necessity that also loosened the safeguards for data

sharing and access further.

These developments are worrying, given the volume of

data collected from the numerous COVID-19 contact trac-

ing apps used in Australia. But even more so, and contrary

to government assurances that this data will not be shared

with law enforcement, COVID-19 contact tracing data has

already been used for police investigations in two out of six

Australian states, and has been “incidentally” collected by

Australia’s intelligence agencies.

It is unknown whether Australian governments and law

enforcement have already used the metadata retention
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scheme and/or COVID-19 contact tracing app data specifi-

cally to suppress political protests. It is hard to find out,

given the lack of detailed reporting requirements for police

access to metadata. However, the idea of doing so seems

to appeal to many Australian politicians. Last year, Scott

Morrison, the current Australian Prime Minister, vowed to

penalise those who boycotted businesses for environmen-

tal reasons in response to climate change protests in Aus-

tralia. In late 2019, Peter Dutton, the Minister for Home

Affairs, advocated for punishment for climate protesters, in-

cluding depriving them of welfare payments, charging them

for the cost of police responses to protests, and even pub-

lic shaming, calling for their “names” and “photos” to be

“distribute[d] […] as far and wide as we can”. In a political

climate riddled with such anti-protest rhetoric, metadata

tracking tools and COVID-19 tracing apps are convenient

tools to identify protesters, undermine the anonymity, foun-

dational to social movements and political protests in public

spaces in Australia.

Facial recognition technology on public space and political
protests

Another convenient tool, at the increasing disposal of gov-

ernments and law enforcement in public spaces in Aus-

tralia, has been facial recognition technology (FRT). The

Australian states of Queensland and Western Australia have
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built-in real-time FRT in their security cameras. Likewise,

Australian police forces, including the Australian Federal

Police and Queensland, Victoria and South Australia’s state

police, reportedly use the private company Clearview AI’s

FRT service (despite previously denying this). New South

Wales police is using photographs collected by the Aus-

tralian Federal Government to trial facial recognition in

criminal investigations. And just two years ago, in 2019,

the Australian Federal Government attempted to establish

a centralised facial recognition database, but this initiative

was thwarted by a parliamentary commission over human

rights and privacy concerns.

Despite the increasing deployment of FRT in Australian

cities, streets and airports, such use is currently not regu-

lated under any legislation. There is no Bill in development

either. However, as I have argued in a recent paper, the

growing prevalence of surveillance through FRT has a chill-

ing effect on public discourse by threatening the right to

protest anonymously; a notion fundamental to social move-

ments and protests. This chilling effect is even stronger

in Australia, as compared to many other jurisdictions, be-

cause Australia has no human rights protection enshrined

in its Constitution and no national human rights legislation.

Only three out of eight of Australia’s states and territories

have state-level human rights Acts. For this reason, in its re-

cent Report, the Australian Human Rights Commission has
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urged Australia’s federal, state and territory governments to

enact legislation regulating FRT.

The dangers of FRT have been recognised both by courts

and politicians in many other countries. For example, law

enforcement’s use of automated FRT was successfully chal-

lenged in 2020 in the Bridges case, where the Court of Ap-

peal of England and Wales held that police use of automated

FRT was unlawful because it was not “in accordance with

law” under Article 8 ECHR. Some jurisdictions have already

regulated and limited its use by law enforcement. For ex-

ample, in the USA, California, New Hampshire, and Oregon

have prohibited the use of FRT in conjunction with police

body cameras. The State of New York has adopted a Public

Oversight of Surveillance Technology Act, which aims to in-

crease transparency for how surveillance technologies are

used by the New York Police Department. San Francisco

has prohibited the use of FRT by local agencies, including

transport authorities and law enforcement. Some munici-

palities in Massachusetts have banned government use of

facial recognition data in their communities. Other coun-

tries are also taking action; for example, the UK has an Au-

tomated Facial Recognition Technology (Moratorium and Re-

view) Bill, proposing to ban the use of FRT technologies in

the UK.

Given the danger that FRT surveillance in public spaces

poses to political protests, the rights to peaceful assembly
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and association, and wider democratic participation, the

Australian government should entirely ban the use of FRT

in policing, law enforcement, and other areas with “a high

risk to human rights”. Such a moratorium on FRT is a nec-

essary step for protecting Australians from the technology’s

“chilling effect” on political expression.

Holding companies accountable for public space surveillance

Private actors also play role in the increasing surveillance

of public spaces, stifling protest movements and political

participation in Australia, and we need to insist on hold-

ing them accountable. For the past twenty years since 9/11,

private companies, such as telecommunications service

providers and tech giants, have been cooperating with law

enforcement agencies and developing the technical infras-

tructure needed for public space surveillance. Data reten-

tion and access regimes depend on private companies’ col-

lection and retention of data, and police purchase and use

privately-developed FRT technology or image databases,

both of which often happen in secret.

For this reason, we need to think of new ways to hold

the companies providing the infrastructure accountable –

and not just in aspirational language, but in law. Currently,

in many countries, the application of human rights laws is

limited to government bodies only (anti-discrimination and
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data protection laws are the primary exceptions of horizon-

tal application). The same is true of international human

rights law. This leaves private companies in the human

rights gap. However, as I have detailed in my recent article,

many voluntary “social and corporate responsibility” efforts

by private tech companies have merely been “transparency

washing” – performatively promoting transparency and re-

spect for human rights while acting in ways that undermine

both.

The problem of the human rights gap is even greater in

Australia, which lacks a federal level human rights frame-

work, and where even governments often remain unaccount-

able for public space surveillance. Australians thus need to

demand change and accountability from governments, po-

lice and tech companies. We should not continue to rely

on the “goodwill” of tech companies, when they promise to

“respect” our privacy and freedom of association. We need

to demand hard legal obligations for private actors because

of the significant role they play in increasing public space

surveillance and infrastructure after 9/11. We need data pro-

tection and human rights laws that bind companies, to en-

sure that political movements and protests can flourish, that

communities whose rights to peaceful assembly and associa-

tion have been curtailed via data tracking and FRT technolo-

gies can access an effective remedy.
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Conclusion

The High Court of Australia, Australia’s apex court, has em-

phasised the centrality of the right to protest to Australian

democracy: besides casting their vote in elections, Aus-

tralians have no other avenues through which to voice their

political views. If the government and law enforcement

can resort to surveillance tools, such as metadata tracking

and FRT, without any restrictions or safeguards in place,

the right of Australians to protest anonymously will be cur-

tailed, and Australia’s political discourse will be stifled.

Before these technologies develop further and become

more invasive, now is a good time to limit public surveil-

lance infrastructure in Australia. We need laws limiting the

use of such technologies in our public spaces, and we need

hard legal obligations for those, who develop and supply law

enforcement with them. The reforms could start with limit-

ing police access to federal metadata regimes for the pur-

poses of suppressing political protests or intervening with

protestors. The reforms could continue with an explicit ban

on the police use of FRT in public spaces in Australia. These

proposed changes are not drastic. In fact, they are a mod-

est first step in the long journey ahead to push back against

escalating surveillance of the public sphere in Australia.

My work and research for this submission has been funded by the
Research Council of Lithuania (LMTLT) (‘Government Use of Facial
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Z emari Ahmadi knew his city’s security was deteriorat-

ing as he drove home through his residential neigh-

bourhood. The Taliban was hours away from taking con-

trol, and Western nationals were evacuating Kabul. Ahmadi

loved listening to music during his commute, but today he

feared capture, so he rode in silence. We can only imagine

the relief he felt when his children, nieces, and nephews ran

outside to greet him. He was home. He was safe. Then, his

car detonated. As one of our last acts in Afghanistan, the

United States killed an innocent man and his family for do-

ing nothing more than a day’s work.

Early that morning, the US military noticed a white sedan

leaving a wrongly suspected Islamic State safe house and

launched an unmanned drone to tail the vehicle. In an

apparent case of misidentification, the drone followed Mr.

Ahmadi’s White Toyota. The military watched him visit

friends, drive colleagues to work, and gather water for his

family. But viewed through the lens of a drone, tens of

thousands of feet above, these routine errands looked like

a threat, looked like a man transporting weapons.

This tragic (supposed) end to the twenty-year war in

Afghanistan is emblematic of how America’s global surveil-

lance network undermines its values and threatens national

security. The country that championed democracy and in-

ternational legal institutions embarked on a series of mili-

tary misadventures that caused catastrophic harm around
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the world while eroding our own legal frameworks here at

home. As America looks forward to the next two decades,

the question is whether we can step back towards democ-

racy, civil rights, and the rule of law.

More and more, the agencies that were created and em-

powered with the promise of “protecting democracy” are

becoming a threat to democratic values and the lingering

hope for an open society. Left unchecked, we will lose any

ability to walk the world unwatched, untracked. We will see

city streets shrink into corridors of control, where every de-

viation from our daily routine with be scrutinised by algo-

rithmic surveillance systems like facial recognition and be-

havioural analytics. And as we saw in America’s frantic last

few days in Afghanistan, just because these tracking tools

of omnipresent, it doesn’t mean they’ll be omniscient. Our

surveillance state will continue to get it wrong, continue

to make mistakes, and when it does, those mistakes will be

deadly.

Throughout the post-9/11 period, we’ve seen the courts

fail to check the growth of the surveillance state, inviting

and sanctioning new abuses. But we do see reason for hope.

The expansion of the surveillance state was once considered

a fringe concern, but increasingly it takes centre stage in

American political discourse. We see new local laws that ban

some of the most abusive technologies and reassert civilian

control. While it’s unclear if America’s political, legal, and
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constitutional systems will ever fully recover from the post-

9/11 moment, it is clear that only mass political movement

will be able to edge back us from the precipice of authori-

tarianism and reassert constitutional checks and the rule of

law.

Law in a time of trauma

On September 11, 2001, Al-Qaeda hijacked four commer-

cial airplanes. They deliberately crashed two into the World

Trade Center, one into the Pentagon, and a passenger up-

rising forced one down in pastoral Pennsylvania. Fear over-

came the country, but America’s executive branch saw the

tragedy as an opportunity. In its rush, Congress approved

programs that gutted civil rights, concentrated power, and

set off perpetual wars. American tradition tasked courts

with checking the political branches, but they shirked re-

sponsibility in the name of security.

President Bush implemented a massive spying operation

called the President’s Surveillance Program (PSP) without

any congressional authorisation. Intelligence agencies se-

cretly monitored individuals’ communications on nothing

more than a hunch and collected metadata from around the

world without judicial oversight.

The US Department of Justice (DOJ) justified the PSP

claims of presidential powers, but under the Article II of

the Constitution and the Foreign Intelligence Surveillance
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Act (FISA). The DOJ later softened this argument, turning to

the 2001 authorisation for the use of military force (AUMF).

The 2001 AUMF is a vague, single-sentence law allowing the

President to use “all necessary and appropriate force” to tar-

get groups that executed September 11.

Congress amplified this Constitutional crisis a few weeks

later with passage of the USA PATRIOT Act. Previously,

law required investigators to demonstrate cause before

surveilling a target. Now, the USA PATRIOT Act let law en-

forcement collect business materials, wiretap phones, and

mine metadata without any meaningful suspicion or in-

dependent review. Executive abuse went far beyond the

egregious invasion of privacy. Administrations acted on

the information they collected by imprisoning people based

on hunches, depriving prisoners of their right to attorney-

client confidentiality, and giving them little chance to ap-

peal their confinement.

Turning suspicion inward

While the narrative of post-9/11 surveillance abuses has typ-

ically looked outwards, and the US deployment of surveil-

lance powers internationally, many of the worst abuses un-

folded closer to home. Even though law enforcement and

intelligence agencies weren’t able to completely circumvent

legal scrutiny, as they did with foreign surveillance, the

scope of surveillance spread even further.
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State and local partnerships worsened the problem.

States enacted vague terrorism statutes that punished peo-

ple simply for making charitable donations or expressing

their opinions. The Department of Homeland Security

(DHS) conspired with local police to form regional surveil-

lance hubs that targeted lawful activity and religious expres-

sion. These partnerships enabled a litany of local abuses.

For example, the New York City Police Department (NYPD)

created secret demographics unit to map where Muslim

Americans lived across the New York metropolitan region.

Police infiltrated mosques, businesses, social clubs, and

even Islamic schools, all to build an ever-more detailed map

of when Muslim New Yorkers went. But the NYPD effort

didn’t end at the city’s edge, mapping out Muslim Ameri-

cans across New York state and even neighbouring states.

There was never a plan for how to use the data, how to find

a productive end to justify all the surveillance, but the goal

was clear: track all Muslims. And in the end, after count-

less lives invaded, after countless millions spent, what did

the police have to show for this effort: nothing. Not a sin-

gle credible tip, not a single credible lead, just a legacy of

profiling and abuse.

The demographics unit was the clearest manifestation of

the post-9/11 religious profiling, but it was far from the only

one. Across America, federal, state, and local police sought

to identify any place Muslim Americans congregated. Using
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undercover officers and informants, millions of Americans

were targeted and tracked for simply practising their faith.

Further, local police partnered with the newly formed De-

partment of Immigrations and Customs Enforcement (ICE)

to target immigrants for their political beliefs, religion, and

race.

Despite two decades of litigation, the courts have largely

acquiesced to the presidency, eroding two cornerstones

of the American legal system: Constitutional Supremacy

and Judicial Supremacy. The Constitution may remain the

supreme law of the land on paper, but the executive’s pow-

ers are unchecked in practice. In 2004, a lower court found

parts of the USA PATRIOT Act unconstitutional. Then, intel-

ligence tribunals wrote the NSA abused its power and failed

to follow the rules it imposed on itself. In a landmark 2015

case, an appellate judge ruled the executive branch violated

its statutory power by collecting bulk metadata.

However, courts did not make significant changes to the

programs or reign in executive authority. The judiciary re-

stored some semblance of due process but let the President

wage endless wars, ban Muslim Americans from travelling,

and eavesdrop without sufficient cause. While courts tin-

kered around the edges, America’s separation of powers col-

lapsed, allowing surveillance to reach new heights.
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The neighbourhood surveillance state

Twenty years of mission creep turned American surveillance

against the people it promised to protect: The American

public. Local governments use facial recognition, social me-

dia monitoring, and keyword warrants to track and arrest

BIPOC communities. Formerly incarcerated people submit

to invasive electronic tracking and pay unaffordable fees to

lease their invisible chains. School districts use the same

police technology to spy on our children both in and out of

school. What data the government doesn’t collect directly,

it buys up from private companies.

In New York alone, police monitor thousands of Black and

Latinx individuals because of what they wear. NYPD facial

recognition cameras dot every building. They watch where

we go, who we talk to, and what we protest. What cameras

miss, NYPD can fill in with mobile data from transit sys-

tems, code inserted into consumer software, and automated

license plate readers. Then software like Palantir’s Gotham

and Thompson Reuter’s Clear helps police unify data and

identify our addresses, social security numbers, and friends.

Nothing exists beyond the government’s watch.

New surveillance technologies build on outdated Con-

stitutional frameworks for privacy, giving police largely

unchecked power to track our movements outside the home.

Yet such surveillance enables police to target religious ob-

servance, political activity, and nearly every other form of
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constitutionally protected activity. While we often don’t

know where these tracking tools are used until years af-

ter the fact, we already know that facial recognition, aerial

surveillance, license plate readers, and other tools were

used to track Black Lives Matter protesters during the his-

toric demonstrations of 2020.

Despite the billions spent and the rights trampled, we

don’t have much to show for twenty years of expanded

surveillance. In 2009, the Inspector General found that

surveillance has “little” value. In a 2015 Department of Jus-

tice report, the Federal Bureau of Investigations would not

point to any examples of when surveillance led to significant

case developments. Likewise, the Privacy and Civil Liberties

Oversight Board, charged with balancing surveillance’s ben-

efits and detriments, concluded mass surveillance has “little

unique value”. In practice, no surveillance state can stop

tragedies from taking place. No matter how much data the

government collects, it cannot predict the future.

An uncertain path forward

We are reaching a reckoning in America. Regardless of polit-

ical leanings, we are demanding more from our government.

In response, states are proposing bold laws that protect fun-

damental freedoms.

Nearly two dozen cities have already banned government

use of facial recognition to some degree. While these
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statutes vary in some details, they generally completely bar

police use of the technology, while some go farther and ban

all government deployments of the technology. More re-

cently, a small number of states have begun to ban the tech-

nology state-wide, including New York’s ban on school fa-

cial recognition, California’s ban on facial recognition in po-

lice bodycams, and Vermont’s comprehensive ban.

The public has demanded new transparency and account-

ability structures, requiring police to disclose the surveil-

lance tools they use. Community Control Of Police Surveil-

lance (CCOPS) bills have been passed by more than two

dozen cities, reasserting civilian control. Many measures

go beyond mere transparency, empowering civilians to have

the last word on which surveillance technology is appropri-

ate.

Federal officials have been much slower to adjust course,

much slower to acknowledge the failures of this two-decade-

long surveillance fight. Even as we see the surveillance sys-

tems fail to keep us safe, even as we see the surveillance

state wrongly targets and kills innocent people, federal of-

ficials cling to the discredited notion that if we only take

enough information, we’ll somehow stay safe. The Ameri-

can people know better than to believe that reasoning now,

but it’s to be seen if our elected leaders can follow suit.
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1. Videoüberwachung und Gesichtserkennung

V ideoüberwachung im öffentlichen Raum ist mit einem

Sicherheitsversprechen verbunden: Sie soll einen Bei-

trag zur Verhinderung und Verfolgung von Straftaten lei-

sten und das Sicherheitsgefühl der Bevölkerung stärken. Ob

diese Ziele erreicht werden, ist umstritten. Während einige

Stimmen in der Video-überwachung ein sinnvolles Instru-

ment zur Bekämpfung von Straftaten erblicken, wird sie von

anderen als Mittel zur Inszenierung von Sicherheit sowie

als Meilenstein auf dem Weg in den Überwachungsstaat ver-

standen. Ihrer weiten Verbreitung hat dies bisher jedenfalls

keinen Abbruch getan.

Aufgrund des technischen Fortschritts ist es inzwischen

möglich, Videoüberwachung mit biometrischer Gesichtser-

kennung zu verbinden, um Menschen anhand ihres Gesichts

automatisiert zu erkennen. Dafür werden in den Videoauf-

nahmen Gesichter detektiert und mit vorab hinterlegten Re-

ferenzaufnahmen verglichen, woraufhin das Maß an Über-

einstimmung errechnet wird. Je nach Einsatzsituation kön-

nen dabei erhebliche Fehlerraten auftreten.

Diese Weiterentwicklung ist ebenfalls Gegenstand zahl-

reicher Kontroversen. Etwa wird von der Zivilgesellschaftli-

chen Initiative für ein Verbot biometrischer Massenüberwa-

chung ein Verbot bestimmter biometrischer Überwachungs-

maßnahmen gefordert. Andererseits hat sich bei einer
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Umfrage des Meinungsforschungsinstituts YouGov im Jahr

2019 die Hälfte der Befragten dafür ausgesprochen, den be-

hördlichen Einsatz von Videoüberwachung mit Gesichtser-

kennung unter strengen Auflagen zu gestatten. Lediglich

22 % der Befragten lehnten dies ab.

Aus rechtlicher Sicht ist von zentraler Bedeutung, dass

der polizeiliche Einsatz von Gesichtserkennung in Verbin-

dung mit Videoüberwachung in Grundrechte eingreift. Dies

bedeutet nicht, dass er von vornherein unzulässig ist; es be-

darf aber eines wichtigen Grundes, ihn zu rechtfertigen. Ein

solch wichtiger Grund kann die Verhinderung und Verfol-

gung von Straftaten sein. Andererseits ist das Gewicht des

Grundrechtseingriffs zu berücksichtigen, das je nach Ein-

satzszenario – dazu sogleich – sehr unterschiedlich ausfal-

len kann. Folglich sind einige Formen polizeilicher Gesichts-

erkennung deutlich schwerer zu rechtfertigen als andere.

Hier einen angemessenen Ausgleich zu schaffen, ist Aufga-

be des demokratisch legitimierten Gesetzgebers.

2. Einsatzszenarien

Das technisch und rechtlich anspruchsvollste Szenario1 für

den Einsatz polizeilicher Gesichtserkennung in Verbindung

mit Videoüberwachung ist die Personenfahndung im öffent-

lichen Raum. In dem überwachten Bereich (z.B. einem Bahn-

hof oder Marktplatz) werden die Gesichter aller Person von
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dort installierten Videokameras erfasst und „live“ mit ei-

nem hinterlegten Fahndungsbestand abgeglichen. An ei-

nen Treffer (d.h. eine errechnete Übereinstimmung) kön-

nen sich weitere Folgemaßnahmen (z.B. Festnahme der ge-

suchten Person) anschließen. Ein solches Vorgehen wurde

in Deutschland bereits am Hauptbahnhof Mainz (2006 bis

2007) und am Bahnhof Berlin Südkreuz (2017 bis 2018) gete-

stet. Die Bundespolizei kam nach Abschluss des Tests in Ber-

lin zu der Einschätzung, dass Gesichtserkennung als „Unter-

stützungsinstrument für die polizeiliche Fahndung“ einen

„wertvollen Beitrag“ zur Steigerung von Sicherheit leisten

kann. Der Chaos Computer Club sprach hingegen von ei-

nem „Debakel“. Ein Regelbetrieb findet in Deutschland der-

zeit (noch) nicht statt. Bereits zum Einsatz kommt indes au-

tomatisierte Kfz-Kennzeichenerkennung (z.B. § 14a HSOG,

§ 163g StPO), die im öffentlichen Verkehrsraum eine ver-

gleichbare Funktion übernehmen kann (nur dass eben nicht

nach Gesichtern, sondern nach Kennzeichen gesucht wird).

Die Kennzeichenerkennung wurde bereits mehrmals zum

Gegenstand von Entscheidungen des Bundesverfassungsge-

richts.

Das zweite Szenario kann als die anlassbezogene Suche

in Lichtbilddatenbanken beschrieben werden. Hierzu wird

im Rahmen eines Ermittlungsverfahrens oder zur Gefah-

renabwehr ein Lichtbild (z.B. ein aus einer Videoaufzeich-

nung extrahiertes Lichtbild einer tat-verdächtigen Person)
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mit den in einer erkennungsdienstlichen Datenbank befind-

lichen Aufnahmen abgeglichen, um die Identität der be-

troffenen Person zu ermitteln. Dies wird beim Bundeskri-

minalamt (und den Landeskriminalämtern) bereits prakti-

ziert und entspricht funktional der Suche nach einem Fin-

gerabdruck im polizeilichen AFIS. Im Unterschied zum er-

sten Szenario findet kein „live“ durchgeführter Massenab-

gleich statt, sondern es werden im Nachhinein einzelne Auf-

nahmen bestimmter Personen aus konkretem Anlass für die

Erkennung herangezogen.

Als drittes Szenario ist der Einsatz von Gesichtserken-

nung als Hilfsmittel zur Unterstützung von Polizeibeamten

bei der Sichtung von Videomassendaten zu nennen. Ein ein-

fach scheinender, aus Zeitersparnisgründen aber durchaus

relevanter Fall, ist die bloße Personendetektion durch das

Auffinden von Gesichtern in umfangreichen Videoaufzeich-

nungen. Zudem können von den auswertenden Polizeibe-

amten einzelne Personen markiert werden, um festzustel-

len, ob diese Personen noch an anderen Stellen in den Vi-

deoaufzeichnungen auftreten. Schließlich ist es möglich,

in den Videoaufzeichnungen nach bestimmten Person zu

suchen, von denen ein Lichtbild verfügbar ist. Gesichtser-

kennung als Hilfsmittel zur Auswertung umfangreicher Vi-

deoaufzeichnungen kam in Deutschland (soweit ersichtlich)

erstmals im Nachgang der Ausschreitungen während des

G20-Gipfels in Hamburg zum Einsatz. Eine dagegen gerich-
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tet Anordnung des Hamburgischen Beauftragten für Daten-

schutz wurde erstinstanzlich vom Verwaltungsgericht Ham-

burg aufgehoben.

3. Rechtsfragen beim polizeilichen Einsatz

Fraglich ist, wie diese verschiedenen Szenarien rechtlich zu

behandeln sind. Im Folgenden wird zuvorderst auf einige

verfassungsrechtliche Fragen eingegangen.

Grundrechtseingriff

Das vom Bundesverfassungsgericht aus Art. 2 Abs. 1 i.V.m.

Art. 1 Abs. 1 GG abgeleitete Grundrecht auf informationel-

le Selbstbestimmung schützt – auch im öffentlichen Raum

– die Befugnis des Einzelnen, grundsätzlich selbst über die

Preisgabe und Verwendung seiner personenbezogenen Da-

ten zu entscheiden (ebenfalls Art. 7 und 8 GRCh sowie Art.

8 EMRK).2 Ein Eingriff in dieses Grundrecht liegt vor, wenn

Personen durch Videoüberwachung identifizierbar aufge-

nommen werden. Werden die Aufnahmen mittels Gesichts-

erkennung zur Gewinnung zusätzlicher Informationen mit

anderen Aufnahmen abgeglichen, geht damit ein weiterer

Grundrechtseingriff einher. Mithin wird bei allen drei Sze-

narien in Grundrechte eingegriffen.
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Bedeutung des Eingriffsgewichts

Staatliche Grundrechtseingriffe bedürfen einer gesetzli-

chen Grundlage (Vorbehalt des Gesetzes). Das Rechtsstaats-

und das Demokratieprinzip sowie die Grundrechte selbst

verlangen dabei, dass entsprechende Regelungen so be-

stimmt formuliert sind, dass der Exekutive Grenzen gezo-

gen werden und die Bürger erkennen können, „bei welchen

Anlässen und unter welchen Voraussetzungen ein Verhal-

ten mit dem Risiko der Überwachung verbunden ist“. Zudem

müssen sie dem Grundsatz der Verhältnismäßigkeit entspre-

chen; es darf also nicht mit Kanonen auf Spatzen geschos-

sen werden. Je schwerer der Grundrechtseingriff, desto hö-

her sind die Anforderungen an die Bestimmtheit und Ver-

hältnismäßigkeit einer gesetzlichen Eingriffsgrundlage. Ge-

rade bei schwerwiegenden Grundrechtseingriffen bedarf es

sehr spezifisch gefasster Vorschriften, die dem Schutz hoch-

rangiger Rechtsgüter dienen.

Zur Beurteilung des Eingriffsgewichts hat das Bundesver-

fassungsgericht in einer Reihe von Entscheidungen zu tech-

nikgestützten Überwachungsmaßnahmen ein festes Set von

Kriterien entwickelt. Das Eingriffsgewicht wird demnach

„insbesondere von der Art der erfassten Informationen, dem

Anlass und den Umständen ihrer Erhebung, dem betrof-

fenen Personenkreis und der Art der möglichen Verwer-

tung der Daten beeinflusst“. Bedeutsam ist, wie viele Grund-

rechtsträger betroffen sind („Streubreite“) und ob sie hier-
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für einen Anlass gegeben haben. Die Aussagekraft und die

Persönlichkeitsrelevanz der Daten sind ebenfalls von Be-

lang. Ein heimliches Vorgehen erhöht das Eingriffsgewicht

zusätzlich, während es gesenkt wird, wenn die Betroffenen

nicht identifiziert werden.

Unterschiede zwischen den Einsatzszenarien

Bereits die konventionelle Videoüberwachung des öffent-

lichen Raums ruft erhebliche Grundrechtseingriffe hervor,

da regelmäßig zahlreiche Personen erfasst werden, die hier-

für keinen Anlass (z.B. durch Begehung einer Straftat) ge-

geben haben. Außerdem sind Videoauf-zeichnungen viel-

fältig auswertbar. Der Einsatz von Gesichtserkennung zur

Personenfahndung im öffentlichen Raum (Szenario 1) ver-

tieft das Gewicht zusätzlich, da mit dem Gesicht ein Merk-

mal von großer Persönlichkeitsrelevanz gezielt erfasst und

ausgewertet wird. Im Trefferfall kann die Festnahme der er-

kannten Person veranlasst werden. Treffermeldungen kön-

nen aber auch über einen längeren Zeitraum zusammenge-

tragen und zu Bewegungsprofilen verdichtet werden, was

Rückschlüsse auf das Verhalten einer Person erlaubt (z.B.

Besuch politischer, sportlicher oder kultureller Veranstal-

tungen). Dies kann automatisiert und heimlich geschehen,

ohne dass der Betroffene das Ausmaß der Datenverarbei-

tung zu überblicken und sich dagegen gerichtlich zu weh-

ren vermag. Dies steigert das Eingriffsgewicht zusätzlich.
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Auch ist das Risiko von Fehlerkennungen zu berücksichti-

gen, was Maßnahmen gegen unbeteiligte oder unschuldige

Personen nach sich ziehen kann. Insgesamt geht der Einsatz

von Gesichtserkennung im ersten Szenario mit überaus er-

heblichen Grundrechtseingriffen einher.

Hingegen ist das Eingriffsgewicht in den beiden anderen

Szenarien regelmäßig (deutlich) geringer, da hier nur einzel-

ne Personen aus konkretem Anlass in den Abgleich einbezo-

gen (Szenario 2) oder große Mengen an Videodaten nur aus

konkretem Anlass gesichtet werden (Szenario 3; z.B. nach

gewalttätigen Ausschreitungen). Zudem ist eine menschli-

che Kontrolle der Ergebnisse zur Korrektur von Fehlerken-

nungen in der Regel unproblematisch möglich, was im er-

sten Szenario, insbesondere bei Eilbedürftigkeit, weil die ge-

suchte Person andernfalls zu entkommen droht, nicht im-

mer der Fall sein wird.

Anforderungen an die Rechtmäßigkeit

Die sich hieran anschließenden Rechtsfragen lassen sich

beispielhaft an § 100h Abs. 1 Nr. 1 StPO sowie Art. 33 Abs.

2 und 3 BayPAG verdeutlichen. Nach den genannten Vor-

schriften dürfen ohne Wissen der Betroffenen außerhalb

von Wohnungen „Bildaufnahmen hergestellt“ (§ 100h Abs. 1

Nr. 1 StPO) beziehungsweise an bestimmten (öffentlichen)

Orten „offen Bild- und Tonaufnahmen oder ‑aufzeichnun-

gen von Personen“ angefertigt (Art. 33 Abs. 2 und 3 Bay-
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PAG) werden. Obwohl es die Vorschriften nicht ausdrück-

lich erwähnen, besteht doch kein Zweifel daran, dass hier-

durch auch die menschliche Sichtung der angefertigten Auf-

nahmen an einem Monitor erlaubt wird. Aufgrund des ver-

gleichsweise geringen Eingriffsgewichts spricht dann aber

viel dafür, dass dabei zur Unterstützung (Szenario 3) auch

Gesichtserkennung genutzt werden darf.

Schon der Abgleich mit erkennungsdienstlichen Daten-

banken (Szenario 2) kann jedoch nicht mehr auf die genann-

ten Normen gestützt werden, da ein „Herstellen“ oder „An-

fertigen“ etwas anderes ist als der Abgleich mit großen Da-

tensammlungen. Zu diesem Zweck existieren aber mit § 98c

StPO und Art. 61 BayPAG allgemeine Vorschriften, die den

(maschinellen bzw. automatisierten) Abgleich mit anderen

gespeicherten Daten zulassen. Diese Normen werfen ihrer-

seits Probleme auf (z.B. das Fehlen echter Eingriffsschwel-

len), können aber zumindest im Grundsatz für derartige

Abgleiche herangezogen werden.3 Gänzlich außerhalb der

Reichweite von § 100h Abs. 1 Nr. 1 StPO sowie Art. 33 Abs.

2 und 3 BayPAG liegt der Einsatz der Gesichtserkennung

zur Personenfahndung im öffentlichen Raum (Szenario 1).

Dessen Eingriffsgewicht ist so schwerwiegend, dass spezifi-

sche Rechtsgrundlagen mit Eingriffsschwellen und verfah-

rensrechtlichen Absicherungen erforderlich sind, die weit

über die genannten Vorschriften hinausgehen und die es in

Deutschland derzeit schlicht nicht gibt.
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Sollte der Gesetzgeber in Zukunft eine Rechtsgrundlage

für die biometrische Gesichtserkennung zur Personenfahn-

dung im öffentlichen Raum anstreben, müsste diese sehr ho-

hen Bestimmtheits- und Verhältnismäßigkeitsanforderun-

gen genügen. Dabei wären die Eingriffsschwellen und die

Vorkehrungen zur Einhegung des Eingriffs deutlich strikter

als bei der automatisierten Kfz-Kennzeichenerkennung zu

fassen (z.B. § 14a HSOG, § 163g StPO), da das Eingriffsge-

wicht der Gesichtserkennung unter anderem wegen der gro-

ßen Persönlichkeitsrelevanz des Gesichts deutlich höher ist.

Ein flächendeckender Einsatz der Gesichtserkennung wä-

re auf jeden Fall auszuschließen. Auch wären Schutzvor-

kehrungen wie etwa ein Richtervorbehalt vorzusehen. Um

die Verhältnismäßigkeit sicherzustellen, dürfte der Einsatz

nur erlaubt werden, um Rechtsgüter von erheblichem Ge-

wicht (z.B. Leib und Leben) zu schützen beziehungsweise

schwere Straftaten zu verfolgen. Dann aber wäre es nicht

von vornherein ausgeschlossen, eine verfassungsgemäße

Rechtsgrundlage für den Einsatz von Gesichtserkennung

zur Personenfahndung im öffentlichen Raum zu schaffen,

denn es kommt nicht nur den Grundrechten, sondern auch

der „Verhinderung und Aufklärung von Straftaten […] nach

dem Grundgesetz eine hohe Bedeutung zu“.

Dass der Einsatz automatisierter Verfahren in Verbindung

mit Videoüberwachung im öffentlichen Raum spezifischer

Vorschriften bedarf, haben inzwischen auch die Landesge-
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setzgeber erkannt. Allerdings beschränken sich deren ge-

setzgeberische Aktivitäten bisher auf die automatisierte Er-

kennung und Auswertung von Mustern „bezogen auf Gegen-

stände“ (Art. 33 Abs. 5 BayPAG) sowie das Erkennen „sol-

cher Verhaltensmuster […], die auf die Begehung einer Straf-

tat hindeuten“ (§ 44 Abs. 4 PolG BW). Der Einsatz von Ge-

sichtserkennung wird von diesen Vorschriften nicht adres-

siert.

Darüber hinaus ist beim polizeilichen Einsatz von Ge-

sichtserkennung darauf zu achten, dass dieser auch im

Einzelfall verhältnismäßig erfolgt. Zudem darf es nicht zu

unzulässigen Ungleichbehandlungen kommen (Art. 3 GG).

Dies kann unter anderem der Fall sein, wenn die Gesichts-

erkennungsalgorithmen bei verschiedenen Personengrup-

pen (z.B. bzgl. Geschlecht oder Hautfarbe) unterschiedlich

gut funktionieren, so dass Mitglieder bestimmter Perso-

nengruppen öfters Fehlerkennungen und den damit einher-

gehenden Folgemaßnahmen (z.B. Identitätsfeststellungen)

ausgesetzt sind als Mitglieder anderer Personengruppen.

Schließlich muss das allgemeine Datenschutzrecht be-

rücksichtigt werden. Der polizeiliche Einsatz von Gesichts-

erkennung in Verbindung mit Videoüberwachung zur Ver-

hinderung und Verfolgung von Straftaten fällt in den An-

wendungsbereich der europäischen JI-Richtlinie, die von

den Mitgliedstaaten (also auch der Bundesrepublik Deutsch-

land) gemäß Art. 288 Abs. 3 AEUV in nationales Recht um-
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zusetzen ist. Dies ist im BDSG (vgl. §§ 45 ff. BDSG), den Lan-

desdatenschutzgesetzen sowie dem spezifischen Fachrecht

(StPO etc.) geschehen. Hieraus ergibt sich unter anderem,

dass vor dem Einsatz biometrischer Gesichtserkennung im

öffentlichen Raum eine Datenschutz-Folgenabschätzung

durchzuführen ist (z.B. § 67 BDSG), dass Informationspflich-

ten und -rechte (z.B. §§ 55 bis 57 BDSG) sowie Anforderun-

gen an die Datensicherheit (z.B. § 64 BDSG) einzuhalten

sind (wobei solche auch vom deutschen Verfassungsrecht

gefordert werden) und dass unabhängigen Aufsichtsbehör-

den Untersuchungs- und Abhilfebefugnisse zustehen (z.B.

§§ 8 ff. BDSG).

Insgesamt ist es nach der derzeitigen Rechtslage durch-

aus möglich, den polizeilichen Einsatz von Gesichtserken-

nung in Verbindung mit Videoüberwachung rechtskonform

zu regeln und auszugestalten, wobei es aber insbesonde-

re für die Personenfahndung im öffentlichen Raum (Szena-

rio 1) einer spezifischen Rechtsgrundlage bedarf, die derzeit

nicht vorhanden ist. Ob eine solche geschaffen wird, obliegt

dem demokratisch legitimierten Gesetzgeber, der dies – bis-

her – noch nicht getan hat.

4. Ausblick: Verbot durch die Europäische Union?

Derweil sind in der Europäischen Union Bestrebungen er-

kennbar, den Einsatz biometrischer Erkennung in bestimm-

ten Situationen zu verbieten. Hierzu enthält der Entwurf
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einer Verordnung zur Regulierung Künstlicher Intelligenz

(VO-E) konkrete Vorschläge. Da europäische Verordnun-

gen in den EU-Mitgliedstaaten unmittelbar gelten (Art. 288

Abs. 2 AEUV) und im Rang über dem nationalen Recht

stehen (Anwendungsvorrang des Unionsrechts), würde die

Verordnung zur Regulierung Künstlicher Intelligenz, so sie

denn tatsächlich erlassen wird, entgegenstehendes deut-

sches Recht verdrängen.

Konkret sieht Art. 5 Abs. 1 lit. d VO-E ein Verbot

der Verwendung biometrischer Echtzeit-Fernidentifi-

zierungssysteme in öffentlich zugänglichen Räumen zu

Strafverfolgungszwecken vor. Biometrische Fernidentifi-

zierungssysteme sind Systeme, die natürliche Perso-

nen aus der Ferne durch Abgleich biometrischer Daten

identifizieren (Art. 3 Nr. 36 VO-E). Für ein Echtzeit-

Fernidentifizierungssystem ist erforderlich, dass die

Erfassung der biometrischen Daten, der Abgleich und die

Identifizierung ohne erhebliche Verzögerung erfolgen (Art.

3 Nr. 37 VO-E). In der Praxis sind hiermit vor allem Ge-

sichtserkennungssysteme gemeint, da andere biometrische

Verfahren noch nicht ausgereift (z.B. Gangerkennung) oder

für eine Erkennung auf Entfernung nicht geeignet sind

(z.B. Fingerabdruck- und Iriserkennung). Letztlich betrifft

Art. 5 Abs. 1 lit. d VO-E eine Situation, die der des ersten

Szenarios entspricht, bei dem die Erkennung ebenfalls

ohne erhebliche Verzögerung nach der Datenerhebung
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(also „live“) erfolgt. Werden die angefertigten Aufnahmen

erst zu einem späteren Zeitpunkt der Gesichtserkennung

unterworfen, wie dies in den beiden anderen Szenarien

der Fall ist, greift Art. 5 Abs. 1 lit. d VO-E hingegen von

vornherein nicht.

Art. 5 Abs. 1 lit. d VO-E enthält kein ausnahmslo-

ses Verbot, sondern erlaubt die Verwendung biometri-

scher Echtzeit-Fernidentifizierungssysteme, wenn dies „un-

bedingt erforderlich“ ist für die gezielte Suche nach be-

stimmten potenziellen Opfern von Straftaten oder nach ver-

missten Kindern, für die Abwehr einer konkreten, erheb-

lichen und unmittelbaren Gefahr für das Leben oder die

körperliche Unversehrtheit natürlicher Personen oder eines

Terroranschlags oder für das Erkennen, Aufspüren, Identi-

fizieren oder Verfolgen eines Täters oder Verdächtigen ei-

ner erheblichen Straftat im Sinne von Art. 2 Abs. 2 RB

2002/584/JI. Insoweit wird dem Umstand Rechnung getra-

gen, dass in diesen Fällen besonders gewichtige Interessen

vorliegen, die in der Lage sind, den Einsatz biometrischer

Überwachung zu rechtfertigen.

Wird von den Ausnahmen Gebrauch gemacht, sind ge-

mäß Art. 5 Abs. 2 VO-E einerseits die Art der Situation, die

der Verwendung des biometrischen Systems zugrunde liegt,

insbesondere auch der Schaden, der ohne den Einsatz ent-

stehen würde, und andererseits die Folgen der Verwendung

für die Rechte und Freiheiten betroffener Personen zu be-
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rücksichtigen (Art. 5 Abs. 2 VO-E). Es hat also eine Abwä-

gung zwischen dem Gewicht des verfolgten Ziels und den da-

mit einhergehenden Beeinträchtigungen stattzufinden. Zu-

dem müssen notwendige und verhältnismäßige Schutzvor-

kehrungen und Bedingungen, insbesondere in Bezug auf

die zeitlichen, geografischen und personenbezogenen Be-

schränkungen, eingehalten werden. Schließlich ist gemäß

Art. 5 Abs. 3 VO-E eine vorherige Genehmigung durch eine

Justizbehörde oder eine unabhängige Verwaltungsbehörde

des Mitgliedstaats vorzusehen (z.B. ein Richtervorbehalt).

Die Voraussetzungen für die Genehmigung sind in detail-

lierten Vorschriften zu regeln (Art. 5 Abs. 4 VO-E). Mithin

bedarf es einer gesetzlichen Regelung, die im Einzelnen An-

lass, Zweck und Grenzen des Einsatzes der biometrischen

Erkennung regeln.

Dass durch Art. 5 Abs. 1 lit. d sowie Abs. 2 bis 4 VO-

E Anforderungen gestellt werden, die über diejenigen hin-

ausgehen, die nach deutschem (Verfassungs-)Recht zu for-

dern sind, ist – zumindest auf den ersten Blick – nicht er-

kennbar. Von einem echten Verbot kann aufgrund der vie-

len Ausnahmen jedenfalls nicht gesprochen werden. Aller-

dings erschöpft sich der Verordnungsentwurf nicht in den

eben genannten Regelungen. Gemäß Art. 6 Abs. 2 VO-E

i.V.m. Nr. 1 Anhang III werden die biometrische Echtzeit-

Fernidentifizierung und die nachträgliche biometrische

Fernidentifizierung (vgl. Szenario 2 und 3) als Hochrisiko-

107



Im Auge der Polizei

KI eingeordnet, so dass die Vorschriften des Dritten Ti-

tels des Verordnungsentwurfes gelten. Diese sehen weitere,

teilweise innovative Vorgaben vor (z.B. Risikomanagement,

Regelungen für Trainings- und Testdaten, technische Do-

kumentation und Protokollierungspflichten, Transparenz,

menschliche Aufsicht). Inwieweit diese Regelungen tatsäch-

lich Gesetz werden, bleibt abzuwarten.

Hinweise

1. Zu diesen Szenarien und der rechtlichen Einordnung Hor-
nung/Schindler, ZD 2017, 203; ebenfalls Hornung/Schindler, DuD
2021, 515. Diese Szenarien werden auch bei Schindler, Biometrische
Videoüberwachung, 2021 zugrunde gelegt.
2. Auf die Frage, inwieweit europäische Grundrechte anwendbar sind (s.
Art. 51 Abs. 1 GRCh) und wie sich diese zu den deutschen Grundrechten
verhalten, wird an dieser Stelle nicht eingegangen. Zudem kommen je
nach Situation weitere Grundrechte in Betracht (z.B. Art. 8 GG), was hier
ebenfalls nicht behandelt wird.
3. So genügen, da lediglich bereits erhobene Bilddaten herangezogen
werden, nach Petri,GSZ 2018, 144, 148 „generalklauselartige Regelungen
zum Datenabgleich“.
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Der öffentliche Raum ist öffentlich, weil und soweit jede*r 
zu ihm Zugang hat und sich in ihm bewegen kann, ohne für 
sein Dort-Sein Rechenschaft ablegen zu müssen. Allerdings 
ist der öffentliche Raum als solcher in den vergangenen 20 
Jahren zunehmend prekär geworden. Er erscheint als ge-
fährdet und gefährlich zugleich, als Anschlagsziel und als 
Terroristenversteck, und damit als Problem für die Sicher-
heitsapparate, die den öffentlichen Raum seiner Öffentlich-
keit zu berauben drohen.
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