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Erik Tuchtfeld Jakob Gasperin Wischhoff & Isabella Risini

he controversies surrounding data retention and mass surveil-

lance reflect a foundational dilemma for the resilience of
liberal societies. While some argue that extensive surveillance is a
necessary tool to effectively provide security, others emphasize
that blanket data collection itself constitutes a departure from lib-
eral core values and carries an inherent risk of abuse, not only by
authoritarian forces.

This fundamental conflict goes far beyond the discussion of
public data collection. It coincides with a data-driven economy that
is based on the complete and constant monitoring of human beha-
vior online. Against this backdrop, the boundaries between state
and private surveillance are becoming increasingly blurred, with
governments and Big Tech companies increasingly collaborating
and eventually becoming inextricably intertwined (as it is currently
unfolding in the US). The Eyes Everywhere Symposium on
Verfassungsblog responds to a pressing need to continuously
engage legal, political, and societal perspectives in dialogue. In
response to the Court of Justice of the European Union’s plenary
decision in La Quadrature du Net II (C-470/21) last year, leading
scholars and practitioners from across Europe and the United
States have contributed analyses that expose the legal fault lines,
technological and economic realities, and societal implications of
contemporary surveillance systems.

By bringing these various views together, this book aims to pre-
serve and propel the critical debates sparked by the respective case
law and discussed at the Symposium. It speaks to lawyers, policy-
makers, and anyone else who refuses to accept the gradual rise of
surveillance as inevitable. May it provoke, challenge, and, above all,
keep the debate surrounding the underlying tension between pri-
vacy and security alive, ultimately leading to a more robust and nu-
anced protection of fundamental rights in the digital age.
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en years after its groundbreaking judgment declaring the Data

Retention Directive incompatible with Articles 7 and 8 of the
EU Charter of Fundamental Rights, the Full Court significantly
eased its previous strict requirements. On 30 April 2024, it issued
La Quadrature Du Net IT (C-470/21) and declared for the first time
the general and indiscriminate retention of IP addresses
permissible for the purpose of fighting general crime. The Court as-
sumed the need for such retention measures to prevent systemic
impunity for crimes committed online. However, the more data is
collected online, the more detailed the virtual profiles of individu-
als become. This raises fundamental questions about online pri-
vacy: Are citizens becoming transparent to government agencies in
an age of massive private data collection? Must the surveillance
enterprise be understood as a public-private partnership, encom-
passing all areas of human life, and does the EU Charter provide
sufficient safeguards to protect the people?

Given the Court of Justice of the European Union’s (CJEU) fun-
damental change of heart, we have brought together a range of
scholars and practitioners from Europe and beyond with different
disciplinary backgrounds to contextualise the said judgment and to
situate it within a broader debate on mass data retention, online
surveillance, and anonymity, highlighting the interaction between
private and public actors. Moreover, this edited volume discusses
the impact of the judgment on fundamental rights under the EU
Charter, while also highlighting the state of online surveillance fa-
cilitated by the mass storage of private data.

The contributions offer varying perspectives on data retention
measures and normative assessments of the Court’s ruling. Some
authors emphasize the need for enhanced online law enforcement
tools, while others critically highlight how the unprecedented
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amounts of data, collected by private corporations for commercial
purposes, serve as a source of information in criminal proceedings.

The politics of mass data retention

The first two contributions consist of an exchange between
Joachim Herrmann, the Bavarian Minister of the Interior, and me,
Erik Tuchtfeld, on the politics of mass data retention. Herrmann
calls for the introduction of mass data retention of IP addresses in
Germany to effectively protect victims of hate speech and violence.
He highlights that the internet has become a stage for serious
crimes — from the exchange of child sexual abuse material to the
widespread dissemination of hate speech - which has been
recognized by the European Court of Justice, eventually reducing
the intensity of its judicial review. In Herrmann’s view, this is a
welcoming development, as it is primarily the task of the demo-
cratic legislator to balance conflicting fundamental rights and de-
cide on the proportionality of legislative measures. In my replica, I
emphasize that it is a main feature of the rule of law that such a
balancing can only take place within the framework defined by con-
stitutions. It is the core task of constitutional courts to assess the
proportionality of a measure in question. Since the amount of
personal data generated by individuals and stored by private and
public institutions has never been larger, I challenge Herrmann’s
finding that the storage of citizens’ data must be increased.
Instead, targeted measures against suspects should be deployed,
which would be sufficient to enhance law enforcement online.

18
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La Quadrature du Net I - revolution or evolution?

The second cluster of contributions analyzes the judgment La
Quadrature Du Net II in detail. Lukas Martin Landerer reads the
decision through the lens of the CJEU’s role as motor of integra-
tion. While the more recent judgments on data retention have been
criticized as weakening the fundamental rights protection of
European citizen, Landerer points out that this was the only chance
for the Court - already facing threats of ultra vires proceedings - to
avoid an escalation of the tensions with Member States. In this
context, particularly France and Belgium stand out as two Member
States relying heavily on data retention, so that the exceptional
permission to store data was effectively turned into the rule.

It is the lack of clarity in Union law as well as in the EC]J’s juris-
prudence which causes a constant struggle between the Member
States and the Court, Aqgilah Sandhu argues. She reads the never-
ending data retention saga as a failure of the EU legislator, as it did
not manage to re-draft a clear and unambiguous legal basis for data
retention in the EU.

Ana Bobic¢ also reflects on the judgment’s significance for
European integration. She argues that the Court increases the
Member States’ margins for national solutions, and, as a con-
sequence, reduces the protection of individuals and their rights. In
her opinion, this constitutes a general normative shift in European
Union law, also shown in budgetary, asylum, and migration policy.

Furthermore, the judgment distorts the delicate balance
between users, authors, exploiters, and platforms in the field of
copyright law, Guido Westkamp argues. In this complex matrix of
different interests, the judgment incentivises and reinforces broad
enforcement strategies targeting users, and disregards user an-
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onymity as a central condition for the exercise of communicative
and creative freedoms.

Marcin Rojszczak reconstructs the ten-year-old history of the
CJEU’s jurisprudence on mass data retention and concludes that
last year’s decision complements the existing line of jurisprudence.
However, he laments the lack of depth in the Court’s explanation of
the relationship between the collection and processing
of low-sensitivity data and their subsequent use by state authorit-
ies. This gap, he predicts, will lead to more rulings on the matter in
the future.

Valentina Lana and Aziz Z. Huq analyze the spillover effects
of the judgment, stemming from the interaction of the decision
with other bodies of law, such as the GDPR and the DSA, and com-
mercial practice related to data. They are “enriching and complicat-
ing” the decision trough contextualization and, among others,
identify an expansion of the right to a human decision beyond the
established scope in European Union law.

A more critical approach is taken by Elif Mendos Kuskonmaz.
In her opinion, the Court’s findings cement intrusive practices
stemming from the fight against counterterrorism as regular state
practice for all kinds of crime. In her analysis of the proportionality
of general data retention schemes, she highlights the zero-risk
imperative which drives current approaches. In consequence,
everyone is treated like a suspect and must be monitored. With re-
gard to data transfers in third countries outside the EU, she argues
that the increasingly lower level of protection of fundamental
rights in the Union must also be taken into consideration when
evaluating the adequacy of foreign data protection regimes, such as
the UK’s.

Giulia Formici describes the Italian data retention regime,
which for a long time remained unimpressed by the CJEU’s judg-
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ments. Most recently, however, also the Italian legislation, in par-
ticular with its broad interpretation of “serious crimes” justifying
data retention, came under the scrutiny of the CJEU. In her opin-
ion, the increasing tension between Member States and the CJEU in
its attempt to constitutionalize mass surveillance practices should
be resolved by the European legislator. While this does not neces-
sarily mean that all national data retention regimes must be
harmonized, a concrete set of shared basic principles and safe-
guards could help Member States to navigate through the complex
requirements set out in the Court’s case law.

Chiara Graziani analyses the different legal regimes in Europe
and the United States and warns that a lowering of privacy
standards might be dictated by sheer economic power. In particu-
lar, she emphasizes the possibilities of the US government to access
the private data pools of US-based Big Tech companies, even when
they store their data on European soil, and the lack of judicial con-
trol mechanisms to limit such data access.

Privacy in times of surveillance capitalism

The third cluster deals with collection of personal data by private
corporations, often prominently dubbed as “surveillance capital-
ism” (Zuboff), and the access that law enforcement authorities en-
joy to these data pools. André Bartsch, Johanna Fink, Jakob
Mutter, Marc Bovermann, and Isabelle Weiss jointly call for
more attention to these private data collections when assessing the
extent of government surveillance. To this end, they propose a
“general surveillance account” (Uberwachungsgesamtrechnung) cov-
ering the access of law enforcement agencies to private data pools.
Such a “general surveillance account” must not only include a
normative analysis of the surveillance measures but needs to be
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based on a solid empirical foundation. Thus, more reporting obliga-
tions for law enforcement agencies are needed.

This process of a weaponization of surveillance is also
emphasized by Thomas Christian Bachle, who describes how
techniques of datafication, profiling, targeting and recommending,
which were developed by social media platforms to display ads to
potential customers, are used by private-public cyberintelligence
services to identify combatants and terrorists. Furthermore, he de-
scribes how the object of surveillance has expanded in recent
times, shifting away from the mere description of what people do
to the prediction of what they will do based on probabilities linked
to their profiles. To this end, modern technologies analyse voices,
gestures, and facial expressions to understand the inside of an in-
dividual’s mind. If such technologies were to be implemented on a
large scale, Béachle concludes, the criminal law of the future might
punish the mere thought of committing an illegal act as a violation
of the law.

Anonymity in the digital world

To diminish the effects of constant surveillance in the digital
realm, many people disguise their civil identity. Sarah Stummer
underlines the importance of anonymity for many internet users
according to recent surveys and explains its relative character.
While an individual might be anonymous in relation to other inter-
net users, it can still be identifiable for law enforcement
authorities. A right to anonymity, independent of its concrete legal
construction, is not absolute, but only granted within certain lim-
its. In her opinion, the ECJ’s latest decision considers this, allowing
law enforcement to identify internet users and effectively protect
victims of online crime.
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The book is concluded by an interview with Sabine
Leutheusser-Schnarrenberger, who was, inter alia, Federal
Minister of Justice and member of the Bavarian Constitutional
Court. We shed some light on the relationship of means and ends,
and how they relate over time, when it comes to surveillance.

NO conclusion, but some thoughts on an ongoing debate

The debate on data retention has remained as lively as ever over
the past 20 years. In this edited volume, we move beyond the tech-
nical details of the ECJ’s La Quadrature du Net II decision to situate
it within a broader discussion on anonymity and surveillance,
European unity and the EU’s boundaries, and the public obligation
to store data in an era of constant commercial tracking.

The question of how and when the retention of personal data
without any concrete suspicion is legitimate remains at the core of
current domestic security policy. In 2024 alone, the EC]J issued the
La Quadrature du Net II Decision on the retention of communica-
tion metadata, the ECtHR ruled in Podchasov’ on access to the
content of communications,” and the German parliament voted in
favor of biometric surveillance of the internet.” The latter is a
measure that requires the creation of large databases containing all
personal images available online.

This highlights how the current debate extends from IP address
retention to biometric databases, gaining new momentum with the
rise of Al applications. These technologies promise to sift through
vast data collections, analyzing and systematizing data points to
capture and interpret the often unpredictable and erratic nature of
human behaviour.

In times when the legislators’ judgment is clouded by fears of
potential dangers, it is up to the courts — most notably the ECJ - to
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keep an eye on the bigger picture and protect the civil and political
freedoms enshrined in the Union’s Charter.
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14 oodbye data retention”, proclaimed former Federal Minis-

G ter of Justice Sabine Leutheusser—Schnarrenbelrger,l after
the European Court of Justice (EC]) upheld its restrictive jurispru-
dence on the storage and disclosure of telecommunication traffic
data for national security purposes in its 2020 decision Privacy
International (C-623/17), despite vehement criticism from Member
States. However, as the recent judgment by the EC] (La Quadrature
Du Net II (C-470/21)) shows, it is just not possible to make such
apodictic statements in the field of legal policy. The threat level
determines the proportionality of the means — both of which are
subject to the perpetual flux of time.

The EGJ"S La Quadrature du Net Il judgment

With its full court judgment of April 30, 2024, the ECJ has further
developed its requirements for the “general and indiscriminate re-
tention of data” of IP addresses: a legal obligation to retain data
can not only be contemplated for “objectives of combating serious
crime or preventing serious threats to public security” (paras. 77
and 95), but also, under certain circumstances, for “combating
criminal offences in general” (paras. 92 and 103). Without access to
IP addresses, the Court argues, there would be “a real risk of sys-
temic impunity not only for criminal offences infringing copyright
or related rights but also for other types of criminal offences com-
mitted online or the commission or preparation of which is
facilitated by the specific characteristics of the internet” (para.
119). The ECJ’s response to those who, at the mere mention of the
words “data retention” — a misleading term in my opinion” - reflex-
ively evoke the Orwellian surveillance state is that the storage of IP
addresses “does not constitute a serious interference with the pri-
vacy of the holders of those addresses, since those data do not al-
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low precise conclusions to be drawn about their private life” (para.
103).

The Gharter of Fundamental Rignts is not a “super police act”

If the opponents of such a data retention obligation nevertheless

complain that the judgment is a “misfortune”
»4

, a “disap-
pointment”* and a “sad reversal in the protection of privacy”’, they
fail to recognise that assessments of proportionality must neces-
sarily adapt to changes of the state of security. The judgment was
only a surprise for those who are of the opinion that the balancing
of fundamental rights results in absolute standards, which the ECJ
had created once and for all for the field of data retention with its
landmark decision Digital Rights Ireland (C-293/12 and C-594/12) of
2014. However, this exceeds the competences of judicial legal inter-
pretation. As the German Federal Constitutional Court (FCC)
clarified, the “fundamental rights of the Basic Law, the guarantees
of the European Convention on Human Rights (ECHR) and the
Charter of Fundamental Rights of the European Union are rooted
primarily in common constitutional traditions of the Member
States and are thus a manifestation of common European and uni-
versal values”®, but they do not define the details of the
investigative powers of law enforcement. Detailed and differenti-
ated limits for interferences with fundamental rights, as, for ex-
ample, prescribed in Article 13 (3-5) of the German
Constitution (protecting the inviolability of the home), are the
result of a particular and intense political controversy surrounding
the “great eavesdropping offensive” — a similarly misleading fram-
ing from the same political camp - and an absolute exception.
Comparatively, such detailed requirements for the purposes and
limits for storing and accessing telecommunication traffic data do
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neither exist in the fundamental rights catalogues of the ECHR and
the EU Charter of Fundamental Rights nor in other provisions of
the German Constitution.

On the contrary: the values protected by fundamental rights
are actually in conflict. On the level of Union law, there are the fun-
damental rights to respect for privacy and personal data protec-
tion, arising from Articles 7 and 8 of the EU Charter of Funda-
mental Rights, for those whose traffic data is stored and may,
where applicable, be accessed. However, fundamental rights are not
only rights of defence against state interventions, but also include
duties to protect those who are victims of crime. Thus, some have
even argued that the complete abandonment of data retention ob-
ligations would be incompatible with fundamental rights (see
Fischer’ and Benamor®).

“Going dark™ in the world wide web

There are innumerable dangers lurking in the internet as a world-
wide communications network that connects everyone in virtually
all areas of life in real time.

Not even the former Federal Minister of Justice Buschmann dis-
putes that serious crimes are being committed relentlessly via the
internet, such as the consumption and distribution of child sexual
abuse material. Genuine suffering lies behind the vast majority of
criminally relevant images and videos on the internet. Almost
every image uploaded online is created offline. In some cases, the
production of such image material is even published as a
livestream of the abuse. Moreover, the internet is used to obtain
opportunities for committing such acts, including so-called cyber-
grooming. This refers to the targeted contacting of children on the
internet with the aim of initiating sexual contacts, in most cases
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anonymously or under a false name. Furthermore, the internet is
being increasingly used to disseminate hate speech, it is a platform
for radicalisation, for exchanging discriminatory materials with
like-minded persons and for planning and conducting terror at-
tacks. But even crimes that may be considered less severe are de-
veloping extreme dimensions on the internet. For instance, crimin-
als attempt to obtain user login data using all kinds of phishing
tactics, with the aim of conducting financial transactions for their
own benefit, especially bank account transfers and product orders.
Also, ransomware is used for means of digital extortion.

In the anonymity of the Darknet, IP addresses frequently
represent the only indicators for investigation activities by the se-
curity services (see La Quadrature du Net I (C-511/18, C-512/18 and
C-520/18), para. 154). To use a figurative comparison, IP addresses
are the number plates on the data highways, with the major differ-
ence that they are issued dynamically with each time somebody
connects to the internet, which means that they can only reveal
who is accessing a service as long as the relevant data is stored by
the telecommunications provider. If the IP address is no longer
stored by the telecommunications provider at the time of the law
enforcement agency’s request, or cannot be determined due to the
lack of any stored port number, investigations usually fail due the
absence of further investigative approaches. After the failed Islam-
ist terror attack involving the use of the poisons like ricin and cy-
anide in January 2023,’ hardly anyone can seriously doubt that the
failure to store IP addresses creates security risks that can put
people’s lives in danger. It was only the fortunate circumstance
that one of the suspects was a customer of a telecommunications
provider that stores IP addresses voluntarily for seven days that led
the investigators to his home address in Castrop-Rauxel.
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“Quick freeze™ is not an alternative

The “quick freeze” procedure proposed by the former Federal Min-
ister of Justice is not able to fill the protection gap caused by the
omission to store IP addresses. Here, data from the period before
the judicial order was issued can only be gathered if it has been
stored voluntarily by the provider, for example for commercial
purposes. Due to the unavoidable delay until a security service is
notified of an offence, the quick freeze procedure is unsuitable, in
particular when it comes to combating child sexual abuse. It is also
important to note that after a certain period of time, providers are
legally obliged by data protection law to irreversibly delete data
that they have stored and no longer require. The quick freeze pro-
cedure only allows for data to be frozen which is still available at
the time of the court’s decision. Even in the best cases, providers
currently only store IP addresses between four and seven days.
Sometimes they store the data only for one day or a few hours, so
that the quick freeze procedure is in most cases no longer capable
of securing any relevant data.

Proportionality depends on context and time

As with all national security matters, proportionality is a decisive
factor when it comes to the question of the legality of storing
traffic data. The aim is to create an appropriate balance for the con-
flicting fundamental rights. This consideration falls within the
primary competence of the democratically legitimized legislature.
The objectivity of law inevitably reaches a certain limit here, since
the question of what is proportionate is always to a certain degree
in the eye of the beholder and depends on the latter’s values and
convictions. In other words, the balancing of the impacts certain
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measures have on fundamental rights with the purposes pursued
by the law, in particular when they are aiming at protecting cit-
izens’ fundamental rights, is at its core a political decision, which is
determined by the democratically elected majority. The outcome of
this balancing exercise can change when democratic majorities
change. For example, a social-liberal government might evaluate
the proportionality of a limited retention of IP addresses
differently'” than a Christian-conservative government''. The
primacy of politics makes it impossible to derive absolute judicial
standards from the principle of proportionality that bind the legis-
lature forever.

There is no doubt that one of the great achievements of the
rule of law is that independent courts, which, like the EC] and the
Federal Constitutional Court, have the power to review legislation,
ensure that the political majority does not lose sight of what is
reasonable. However, this does not legitimise any kind of judicial
“super legislature”. The requirement of judicial self-restraint is to a
considerable degree immanent to the test of proportionality. It is
not always the case that this is observed as consistently by the
courts as it was by the German Constitutional Court during the
COVID pandemic. Here, the Court made the following clarification:

“When assessing whether a measure is appropriate, too, the
legislator in principle has a margin of appreciation [...]. In this re-
spect, the Federal Constitutional Court reviews whether the legis-
lator has taken tenable decisions within its margin of
»12

appreciation.
(para. 217)

However, the more the judiciary takes the test of proportionality
out of the hands of the legislature, the more politicized it becomes.
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If every problem had only one proportional solution, the Bundestag
would be out of a job by now, after 75 years of vigorous legislation.
The fact that this is not the case has one simple reason: the world
is in a state of constant change. Not only do some values and con-
victions change in the course of time but also - and particularly -
the political and social framework. This applies above all in
“Insecure times”, when crises and international conflicts render the
world in a state of unrest. As a result of this, “there is no ‘final
word’ in a democracy” "’
communicating vessels: Any change on one side always leads to a
change on the other. As a relative principle, proportionality is an
inherently unsuitable instrument to develop absolute standards for

. With democracy, it is therefore as with

eternity.

I the threat changes, the proportionality of countermeasures
changes accordingly

In terms of security law, a change in the threat situation requires a
response by the legislator. It must put the security services in a po-
sition that enables them to react adequately to the new threat situ-
ation. If a court decision has conducted a proportionality review to
a great extent in the place of the legislature, the change in the
threat situation can force the court to re-evaluate its assessment. A
judgment is always bound to its concrete context and thus limited
in its effects, especially when proportionality considerations were
at the core of the decision. A different context can and must result
in a different decision. This is quite self-evident, and is now per-
ceived with particular clarity in the more decisionistic case law of
the ECJ. Such re-evaluations can also be found, however, in the case
law of the German Constitutional Court, which is oriented more to-
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wards continuity. This is evident in the judgment from 2020 re-
garding the strategic foreign telecommunications surveillance of
the German Federal Intelligence Service (BND): here, the Court on
the one hand emphasized the higher intensity of the interference
with fundamental rights considering the “disproportionately
broader access” compared to its decision from 1999'*, but at the
same time, it contrasted it with the “higher potential for danger”
that had resulted from the development of communications tech-
nology, the tighter cross-border integration of the living conditions
in general, and the considerable increase in threats from abroad."
The same principles must apply when it comes to data reten-
tion. Since the precedent-setting judgments of the German Consti-
tutional Court in 2010'° and the ECJ in 2014 (Digital Rights Ireland),
the security situation in Germany and Europe has changed pro-
foundly. The global political landscape is considerably less stable in
the wake of the war in Ukraine and the conflicts in the Middle East,
and also due to the impact of climate change and the COVID pan-
demic. Also domestic security is endangered to a degree that would
have been unimaginable only a few years ago. We are being overrun
almost daily with cyberattacks and disinformation campaigns by
foreign powers, while their espionage and sabotage are meanwhile
exceeding Cold War levels. At the same time, global insecurity is
fuelling extremist efforts of all kinds, as well as crude conspiracy
theories, and anti-democratic propaganda. Unbridled hate and
agitation are proliferating, especially on the internet, but also on
our streets, where police and rescue services come under attack
and are even lured into traps. General acceptance of the funda-
mental values of a liberal basic democratic order in society is van-
ishing. The inevitability that liberal democracy could one day mark
“the end of history”'’, appears to us today as illusory, even as a
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utopia, when we already discuss the question of “How Democracies
Die,,lS.I()

The alarming developments in our security situation are calling
many certainties from the past into question. This also applies to
the idea, inherited from the 1970s, that surveillance inevitably re-
stricts freedom. The dystopian fears for the future that prevailed at
that time, which continue to survive to this day in certain circles,
are the basis of their fundamental rejection of the temporary re-
tention of IP addresses. I was never convinced by this attitude,
since security services that are bound by the rule of law are not a
threat but a guarantee of freedom. Today, I consider this
self-evident. The “turning point” in the protection of external se-
curity announced by the former Chancellor Scholz is equally inevit-
able in our domestic security policy. This also involves a
re-evaluation of traffic data retention. Even after the decisions by
the ECJ?° and Federal Administrative Court?', I have criticised that
the former Federal Minister of Justice is refusing to do his work at
the expense of victims of serious crimes like child sexual abuse.?”
After the recent judgment, it is now clear that the compulsory re-
tention of IP addresses would be compatible with Union law, even
in the case of far less serious crimes. For which ones exactly re-
mains to be discussed in more detail. The complete failure by the
federal legislature is no longer compatible with the protection of
victims as demanded by fundamental rights. To protect freedom
online, our security services urgently need to be able to access
stored IP addresses. The ECJ] has correctly recognized this need.
Thus, it is not the time to say “Goodbye”.
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My special thanks go to the staff of the Bavarian State Ministry of
the Interior, for Sport and Integration, in particular Ministerialrat Dr.
Johannes Unterreitmeier and Oberregierungsrdtin Ms. Kathrin Aicher.
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ass data retention is on the rise: on the initiative of Hesse

(governed by conservatives and social-democrats), the
Bundesrat has called on the Bundestag to introduce a one-month
retention period for IP addresses,’ North Rhine-Westphalia,
Schleswig-Holstein and Baden-Wiirttemberg (the coalitions of con-
servatives and greens in Germany) support a similar initiative,” and
the (conservative) Bavarian Minister of the Interior, Joachim
Herrmann, is also calling for “More protection for victims through
data retention”’. In the current heyday of security packages in
Germany,” we are now also seeing a “super grand coalition” in fa-
vour of mandatory IP address retention.

Herrmann argues, on behalf of this “coalition of the willing” to
store data, that the changes in Germany’s and Europe’s security are
forcing constitutional courts to reconsider the proportionality
standards of past decisions and, in particular, to allow the intro-
duction of mass data retention. He paints a dystopian picture of
the situation in Germany, a state of hate and violence. What he and
his political comrades-in-arms overlook: The investigative
capacities of law enforcement authorities have never been better,
and the digital data pools that can be analyzed have never been
larger.

The never-ending story of mass data retention

Mass data retention to combat internet-related crimes is an ever-
green in European security policy. The German Federal Constitu-
tional Court and the European Court of Justice (EC]) have by now
issued (at least) eight different rulings on the permissibility and
structure of a preventive obligation to store metadata (such as tele-
phone numbers and times of telephone calls, the connection owner
behind an IP address and location data of cell phones, see Article 5
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of the Data Retention Directive of 2006 (Directive 2006/24/EC).°
Herrmann’s accusation that “data retention” is a “misleading term”
of a certain “political camp” is not very convincing. As the
European Directive repealed by the ECJ in 2014 was entitled
“Directive [...] on the retention of data [...]”, the accusation can ba-
sically only be directed self-critically at the (conservative) majority
in the Council and Parliament at the time, which adopted the
Directive with this name.

Data retention has been the subject of intense political and
legal debate for almost two decades now. It was introduced in Ger-
many in 2007° immediately restricted by a temporary
injunction from the Federal Constitutional Court,” declared uncon-
stitutional in 2010,° passed again - in a modified form - by the
Bundestag in 2015,’ declared unlawful under EU law and therefore
inapplicable by the OVG Miinster in 2017;'" an assessment that was
finally confirmed by the ECJ in Bundesrepublik Deutschland v
SpaceNet AG (C-793/19) and Bundesrepublik Deutschland v Telekom
Deutschland GmbH (C-794/19) in 2022. The coalition agreement of
the former “traffic light coalition” provided for regulations on data
retention to be designed in such a way that they “can be stored in a
legally secure manner on a case-by-case basis and by court
order”.!" While former (liberal) Minister of Justice Buschmann
sees this agreement as a mandate to implement the quick freeze
concept (in which metadata is only “frozen” on an ad hoc basis fol-
lowing a criminal offense),'? the social-democratic Minister of the
Interior Faeser — in contradiction to the coalition agreement, but in
agreement with the opposition'® and the Bundesrat — is calling
for the introduction of general IP data retention.'* It shows that
the almost 20-year history of data retention in Germany is quite
confusing and has been characterized by many agreements, ter-
minations of agreements, judgments and civil society protests.
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The problem of anonymity on the internet

Data retention is more controversial than almost any other
measure in German domestic policy. The current demands are lim-
ited to the introduction of IP data retention. Unlike, for example,
the storage of location data, times and participants in telephone
calls, this is not about the possibility of retrospectively investigat-
ing the life of a known suspect, but about identifying an unknown
suspect. Thus, it is primarily a tool for de-anonymization, not for
comprehensive profiling. Accordingly, the Federal Constitutional
Court already emphasized in its 2010 decision'® and the ECJ since
2020 in La Quadrature Du Net I (C-511/18, C-512/18 and C-520/18;
paras. 152-159) that the requirements for IP data retention are
lower than for the retention of other metadata.

However, it remains the case, as critics repeatedly emphasize in
various places, that the retention of data without reasonable cause
puts citizens under general suspicion.'® From this point of view,
anonymity is seen as a danger whose primary function is to provide
a cover for crimes. As a result, citizens are generally seen as pos-
sible perpetrators who must accept interferences with their
fundamental rights in order to be identifiable at the time when the
suspicion is realized and a crime is committed. The possibility of
identification is not a by-product of other data processing — such as
the storage of IP addresses for commercial purposes or
maintenance purposes — but the sole purpose of the state’s com-
mand to store data. This ignores that anonymity — both in virtual
as in physical spaces — is a prerequisite for freedom. The mere ex-
istence of surveillance increases the pressure to conform and leads
to chilling effects for the exercise of freedoms protected by funda-
mental rights, including stating (supposedly) controversial opin-
ions.
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The dependency on context of fundamental rights judgments

Herrmann is right to emphasize that the legal assessment of
interferences with fundamental rights depends on the context. For
example, new technological developments or alternative
investigative procedures could lead to less intrusive, equally
effective means to foster a legitimate goal, so that previously per-
missible interferences with fundamental rights are no longer
necessary. In its 2010 decision on data retention, the Federal
Constitutional Court also made it clear that the proportionality of
an individual surveillance measure must always be assessed in the
context of the overall state of state surveillance (“general
surveillance account”):

“[...] the retention of telecommunications traffic data must not be
understood as paving the way for legislation aiming to enable, to
the greatest extent possible, the precautionary retention of all
data that could potentially be useful for law enforcement or public
security purposes. Regardless of how the provisions governing
data use were designed, any such legislation would be incompat-
ible with the Constitution from the outset. The retention of tele-
communications traffic data without specific grounds will only
satisfy constitutional standards if it remains an exception to the
rule. It must not be possible to reconstruct practically all activities
of citizens even in combination with other existing datasets.”"”
(para. 218)

In order to effectively protect fundamental rights against the pos-
sibility to “reconstruct practically all activities of citizens” in
today’s “Surveillance Capitalism” (Zuboff), a comprehensive ana-
lysis of all data collections available to law enforcement authorities
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is required. They often complain that the increasing use of encryp-
tion technologies makes it more difficult to monitor communica-
tion (often referred to as “going dark”'®). However, in the history of
mankind, individuals have never produced as much personal data
as they do today. That these data collections, which are held by
private companies, are being used for other than their original pur-
poses by law enforcement can be observed intensively in the USA.
There, for example, law enforcement authorities have obtained in-
formation from Google about which users have used certain search
terms or been to certain locations.'’ A striking example of this mis-
appropriation of even the most sensitive data is the well-founded
fear that the data stored by female health apps will be accessed in
the future to prosecute illegal abortions.*

These are all contexts and social conditions that Herrmann
seems to overlook. Instead, he emphatically emphasizes that “do-
mestic security is endangered to a degree that would have been un-
imaginable only a few years ago” and classifies the notion that
“surveillance inevitably restricts freedom” as something “inherited
from the 1970s”. At this point, it should therefore be noted that life
in Germany as a whole — despite some problematic developments
in recent years — is safer than ever before. In a long-term view,
there are fewer homicides,”! less violence,”” more rights for
women?® and minorities’* and less terrorism?’ than in the past.
Therefore, labelling the idea of a society free from surveillance as
“outdated” by Herrmann is at least not founded in any real-life
decrease in security in recent decades in Germany.

IP mass data retention as a panacea

In line with this, Herrmann sketches the image of an internet in
which “innumerable dangers” lurk, in which “serious crimes are be-
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ing committed relentlessly” and “[u]nbridled hate and agitation are
proliferating”. This is as (un)true for the internet as it is for
physical spaces: where people come together, there is an exchange
of knowledge and experience, creativity and inspiration, friendship
and solidarity. However, as in any social context, norm violations,
including the most serious crimes, are also committed.”® These
must be prevented to a sufficient degree — also due to the state’s
duty to protect its citizens — and otherwise be sanctioned. However,
Herrmann’s panorama of cybercrime, from the exchange of child
sexual abuse material (CSAM) to ransomware attacks, gives the im-
pression that IP data retention is the only thing standing between
a state of rampant violence and lawlessness caused by anonymity
on the one hand and a good life in absolute security on the other.

This clearly exceeds the reasonable expectations for IP data re-
tention. Firstly, it is already the case that, in practice, all German
telecommunications providers voluntarily store IP addresses for
seven days’’ for billing purposes.”® The Bundesrat’s initiative men-
tioned above also explicitly recognizes this.”’ These seven days are
already sufficient to enable the identification of suspects in a good
three quarters of all proceedings.”

However, there are many reasons why IP addresses often do not
bring the desired success: For example, if the identified connection
is the operator of a public Wi-Fi hotspot, such as those found in
cafés, trains and many other public places, the investigation will
come to nothing. Even if a connection is shared in a flat or family,
identifying the suspect involves considerable further investigation.
IP addresses can also be easily disguised technically, for example by
using a virtual private network (VPN) or a proxy. Especially in the
field of serious crime, criminals also often use the so-called
“Darknet” (it should be noted at this point, however, that the use of
the Darknet is essential for human rights activists in authoritarian
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regimes). This refers to a part of the internet that is not accessible
via conventional browsers, but via the Tor network with the Tor
Browser. This network consists of several layers (Tor is an abbrevi-
ation for “The Onion Routing”) that ensure encrypted and
anonymous communication. Contrary to what Herrmann claims, IP
addresses are in this context not “the only indicators for investiga-
tion activities by the security services”!, but are useless because
they are always obfuscated.

Instead, it is more promising - and in line with the state’s duty
to protect — to develop targeted solutions for particular criminal
phenomena. One promising investigative starting point is the user
account, which is used to contact victims and is, thus, a
prerequisite for the commission of the crimes. Such an account can
provide a variety of clues that can be analyzed by Open Source
Intelligence (OSINT) or Social Media Intelligence (SOCMINT)
investigations. The ECJ also recognizes this (La Quadrature du Net
II, C-470/21; paras. 120-121), but emphasizes the particular intens-
ity of the interference of such comprehensive investigations for the
person concerned, as further information about their private life is
obtained. However, it does not seem to take into account that these
interferences are limited to a specific suspect and therefore have
significantly less broad effects than the mass retention of the data
of all citizens.

User accounts as an investigative approach for serious crime

As the accounts are often used repeatedly, the preventive storage of
IP addresses is not necessary in order to use them for investigative
purposes. Instead, it would be sufficient to forward the IP address
of the user account the next time the account is used after a suspi-
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cion of a crime has been confirmed and then immediately resolve it
in order to identify the individual behind the IP.*

Such an approach is promising even in cases of serious crime,
such as the dissemination of CSAM. A large number of these cases
only become known due to reports from the US-based NGO
NCMEC, which cooperates with social platforms and cloud services
that systematically filter the content uploaded to them — both pub-
lic or private material - for CSAM. Law enforcement authorities
emphasize that in these cases, the “IP address is the best investig-
ative approach to identify the perpetrators, in some cases even the
only one””. However, all of these constellations involve suspects
who have created a user account on the respective service. The re-
curring use of the account means that the respective company re-
peatedly obtains knowledge of the user’s current IP address — on
every single interaction. In these cases, the current IP address can
be passed on to the law enforcement authorities (after judicial au-
thorization), and can then be resolved in real time by the telecom-
munications providers. Consequently, there is no need to store the
IP addresses of persons without any connection to a crime.

The same applies to cases of grooming, in which adults ap-
proach children and youth with the objective of sexual abuse. This
happens mainly on social platforms that are attractive to minors. It
is therefore necessary for the perpetrators to have a user account in
order to make and maintain contact with the minors. The
perpetrators’ aim of establishing a basis of trust with them and
possibly even creating a relationship of dependency is only pos-
sible through the recurring use of the account.
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The reasonability of interferences with fundamental rights

Herrmann is right to emphasize that it is primarily the task of
policy-makers to balance and reconcile conflicting fundamental
rights. To this end, different parties and governing majorities pro-
pose different solutions that are in democratic competition with
each other. The frame of this democratic competition is defined by
the constitution. There is no “primacy of politics” over the law as
claimed by Herrmann, but rather an obligation of the legislation to
observe the “constitutional order” and fundamental rights “as
directly applicable law” (Articles 1 para. 3; 20 para. 3 German
Constitution).” This limitation of public power by law
characterizes the rule of law. It is dangerous to suggest that the ju-
dicial prohibition of a certain surveillance measure is tantamount
to elevating the judiciary to a “super legislature” in which there is
only room for “one proportionate solution”. Judgments considering
one’s own political plans as a violation of fundamental rights may
be painful,*
of the respective political positions than harsh criticism of the
courts.

but should rather encourage a self-critical reflection

It is still up for debate whether and how IP data retention fits
into the political margin defined by the ECJ. In La Quadrature Du
Net II (C-470/21), the ECJ found that the retention of IP addresses
“does not constitute a serious interference”. However, the apodictic
statement in the judgment that without IP data retention there
would be “real risk of systemic impunity” (para. 119) fails to recog-
nize, in my opinion, how extensive the investigative capacities of
law enforcement authorities with their access to private data col-
lections already are. The assessment that the retention of addi-
tional data benefits the protection of fundamental rights compared
to other investigative measures is not very convincing to say the
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least (see, however, paras. 120-121). Furthermore, as shown above,
the widespread use of user accounts in the commission of criminal
offenses due to the architecture of today’s internet offers oppor-
tunities to identify suspects via their IP address even without pre-
ventive data retention.

Moreover, it would be a mistake to interpret the ruling as a
blank cheque for IP data retention. The qualification of the inter-
ference as not being serious requires “a set of requirements inten-
ded to ensure, in essence, a genuinely watertight separation of the
different categories of data retained, such that the combination of
data belonging to different categories is genuinely ruled out” (para.
103). These high technical requirements for data retention, in par-
ticular the “watertight separation” of different data categories to
avoid detailed profiles, have led to industry associations from Ger-
many stating publicly that they are in fact no longer allowed to
store data and must discontinue the current voluntary retention of
IP addresses.*® It remains unclear how these requirements can be
implemented in practice. Therefore, the introduction of laws man-
dating IP data retention is still associated with a high degree of
legal uncertainty. The only thing that seems certain after April 30,
2024 is that data retention will continue to occupy courts through-
out Europe.

A Ieitenwende in security policy

People in Germany have a right to be protected by the state. The
security policy of recent decades has often sailed on the edge of be-
ing unconstitutional — and sometimes even beyond it.”’ Such a
policy does not make the country safer. Rather, it leads to unjusti-
fied interferences with fundamental rights and legal uncertainty. A
lot of time and energy is lost in legislative processes, the product of
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which is declared null and void by the highest courts years later.
This does not help the victims of violence.

German security policy needs a Zeitenwende. Law enforcement
authorities should work together with victims of crimes and civil
society organization in an open process to develop targeted
measures to enhance criminal prosecution without expanding mass
surveillance and dismantling legal protection. Only recently,
Hoffler clearly explained why the best security policy is a social
policy that addresses the structural causes of exclusion and viol-
ence and, thus, makes the country safer for everyone.*®

I agree with Herrmann that our democracy is in danger.
Freedoms that were long thought to be safe are once again being
called into question. The growing right-wing extremism in this
country is a danger to our democracy. It is therefore important that
our democratic and constitutional institutions are strengthened.*’
This includes, in particular, the separation of powers and effective
judicial review mechanisms. We must not allow ourselves to be in-
timidated by the enemies of freedom, but instead counter them
with more openness and more democracy."’
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he most vocally debated and legally intensively examined
T instrument of mass surveillance is the obligation of telecom-
munication services providers to retain metadata (such as traffic
and location data or IP addresses) of all their users without them
being in any way connected to a crime. The central protagonist in
this saga of “mass data retention” is the Court of Justice of the
European Union (CJEU). In its Digital Rights Ireland (C-293/12 and
C-594/12) ruling of 2014, the CJEU declared the European Data Re-
tention Directive (Directive 2006/24/EC) (DRD), which universally
obliged providers to retain their customer’s traffic data, as incom-
patible with Articles 7 and 8 of the Charter of Fundamental Rights
of the European Union (EU-CFR). Since then, the CJEU has granted
Member States increasingly broad leeway in a series of rulings.
Most recently, the Court ruled in La Quadrature Du Net
II (C-470/21) that the retention of IP addresses is permissible to
combat “general criminal offenses”.

This development has drawn criticism of the CJEU. Some argue
that the Court has taken “one step forward and two steps back”'.
First, the Court wanted to establish itself as a highly fundamental
rights sensible institution in Digital Rights Ireland. Then, in a “Co-
pernican revolution””, it revised its liberal stance. While I do not
want to dismiss this criticism completely, I believe that one should
not regard the court’s shift as yielding to the political pressure
from the Member States. Rather, it is the logical consequence of the
expanding European competence on (constitutional) security law.
Security law, in this context, refers to the law focusing on the pro-
cedures and investigation measures of law enforcement agencies
and intelligence services. This traditionally nationally regulated
legal field has become increasingly complex. Nowadays, constitu-
tional courts do not strictly prohibit security measures, such as
mass surveillance measures, but “proceduralize” them.
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The CJEU as both an “engine of integration™ and fundamental
rights institution?

If one had conducted a survey among lawyers and (other) social
scientists in the early 2010s about what guides the CJEU in its de-
cisions, the majority would likely have invoked the image of the

“engine of integration””

. This phrase was often used — somewhat
critically — to suggest that the CJEU tended to interpret European
law more expansively than one could have expected by an objective
instance. And as the Member States would have appreciated.

With the 2014 Digital Rights Ireland ruling, the CJEU assumed a
new role, according to many observers. Unlike the German Federal
Constitutional Court (BVerfG) four vears earlier,” the Court ruled
that the obligation of private telecommunications providers to re-
tain traffic data universally for six months and to hand it over to
state security authorities was disproportionate. This Decision was
warmly welcomed in Germany, especially by politicians from the
German-speaking world (such as former Justice Minister Sabine
Leutheusser-Schnarrenberger® and former Pirate Party member
Patrick Breyer’), who had sharply criticized the data retention ob-
ligation for its infringement on telecommunications
privacy. According to prevailing opinion, the CJEU had established

»8

itself as a “fundamental rights institution”® with the Decision.

Some even called it a “turning point in European fundamental

rights protection”’.

The ban on data retention and its exceptions

Consequently, the reactions in the German-speaking discourse to
the subsequent CJEU rulings on data retention were rather
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negative, ' as these rulings gradually expanded the possibilities for
national legislators to introduce data retention regulations.

In Digital Rights Ireland, the CJEU had already hinted at the per-
missibility of a limited data retention obligation. The main condi-
tion, according to the Court, was whether the stored data could po-
tentially be used for crime prevention (para. 59). This opened up
some flexibility for Member States, which then introduced national
data retention laws.

The CJEU first clarified the requirements for proportional data
retention in its ruling on the UK’s and Sweden’s data retention
laws (Tele2 Sverige & Privacy International (Joined Cases C-203/15
and C-698/15) in 2016). Later, while reviewing the regulations in
France, Belgium and Germany (La Quadrature Du Net I (C-511/18,
C-512/18 and C-520/18) (2020), SpaceNet (C-793/19) (2022) and La
Quadrature du Net II (2024)), it progressively expanded the leeway
available to Member States.

Some critics had believed that data retention was “stone
dead”!! after Tele2 Sverige because the boundaries set by the CJEU
were extremely narrow. This interpretation, however, did not hold:
data retention is today as alive as ever.

Since La Quadrature du Net I, the CJEU has allowed the univer-
sal retention of IP-addresses (yet initially only to combat serious
criminal offenses). It has also allowed the retention of traffic data
under two exceptions. These are:

1. The universal retention of traffic data on a states’ territory
for short periods, when the Member State is facing a
serious, real, and ongoing or foreseeable threat to national
security.

2. A “targeted data retention” in specific, particularly
crime-prone areas, even without a national security threat.
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Member States have creatively exploited these exceptions.
France continues to implement a general data retention obligation
nationwide,'” arguing that the national security threat required by
the CJEU is continually present. It imposes a (short-term) data re-
tention obligation on a rotating basis. The French Constitutional
Court has essentially approved this practice.'® It was under signi-
ficant pressure, since the French government threatened to pursue
an ultra vires review, if the court decided otherwise.'

Belgium bases its national data retention on the “targeted re-
tention” exception. The specific, crime-affected area where the
data retention applies (without a national security threat) has,
however, the same borders as the Belgian state territory."

The CJEU seems to have underestimated the resistance of some
Member States to the ban on data retention. It was probably un-
aware of how differently security authorities use this instrument.
French law enforcement agencies, for example, work much more
intensively with traffic data than their German counterparts. Ac-
cording to a survey, French security authorities requested traffic
data in over 80% of investigations in 2018-2019.'° Thus, a data re-
tention ban would particularly affect France.

Security law between integration and fundamental rights

According to Article 4 (2) of the Treaty on the Functioning of the
European Union (TFEU), national security remains the sole re-
sponsibility of the Member States. The EU only has competence in
criminal matters that typically have a cross-border nature. This
competence however, primarily concerns the harmonisation of the
definitions of criminal offence, not the national law enforcement
authorities’ investigation measures. Consequently, some argued
after the annulment of the DRD that the EU-CFR could no longer
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apply to national obligations since there was no EU law requiring
data retention anymore. '’

The competence of the EU institutions over security law arises
from the fact that security law today is primarily information law.
European institutions use this vehicle to influence national
investigative measures.

The CJEU based its authority in Tele2 Sverige (paras. 73 ff.) on
Article 15 (1) of the ePrivacy Directive (Directive 2002/58/EC). This
provision states that the retention of telecommunications traffic
data is generally prohibited unless it is necessary and appropriate
for national or public security. The impact of this rule on national
data retention regimes was questioned, as the ePrivacy Directive
does not apply to measures in the area of public security according
to Article 1 (3). However, the CJEU argued that Article 15 (1) had no
use unless it regulated national data retention regimes. Therebyj, it
established its competence over the issue. Some have argued that
the Union lacks the competence to establish such a fundamental
ban for national regulations in the field of security law in the first
place.'® However, the CJEU had already commented on this issue of
competence before:

The Commission has consistently argued that the data is not
retained by state authorities, but by private companies. Therefore,
it can rely on its competence to harmonize the internal market
(Article 114 (1) TFEU). In its decision C-317/04 and C-318/04 on
the passenger data agreement with the United States in 2006, the
CJEU initially rejected the Commission’s argument. The data trans-
fer would obviously concern public security and state activities in
criminal matters (paras. 57 and 54 ff.). Therefore, it was clear that
the agreement did not mean to harmonize the internal market.
However, in later decisions on the retention of telecommunications
traffic data, the CJEU accepted the Commission’s view. '’
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This explains why the CJEU considers Article 15 (1) of the
ePrivacy Directive to be a legal basis for a legitimate EU limitation
on national data retention regimes. The Commission and the CJEU
have expanded the scope of EU law factually to a broad range of se-
curity authorities’ measures by treating the obligation of private
entities to process data in this regard as a matter of market
harmonisation. By doing so, the CJEU has put itself in a difficult
position. It must harmonize procedures of national security
authorities, although it is not originally competent for national se-
curity law.

“Proceduralized™ security law

The CJEU had to find a way out of this situation. It appears to have
aligned its case law to the jurisprudence of the Federal Constitu-
tional Court of Germany (FCC).

Rather than declaring specific security measures as dispropor-
tionate, as the CJEU attempted in Digital Rights Ireland, the FCC de-
rives specific thresholds and other requirements for surveillance
and other security measures from the principle of proportionality.
It has developed a broad catalogue of characteristics to define the
intensity of any investigation measure. Based on this, the FCC clas-
sifies measures on a scale ranging from “insignificant” to “very in-
tense” using a firmly established case-by-case model. The entire
system is so complex that it is referred to as an independent “con-
stitutional security law”?’, which no longer has much in common
with a proportionality test in the sense of a rationality
review.”! Indeed, some have criticized recent decisions (e.g., the
latest on the BKA-Act’”) as overstepping judicial boundaries by
writing “guidelines” for legislation.*®
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The resemblance of the FCC’s approach in recent rulings of the
CJEU is clear. Thus, I do not regard the recent data retention rul-
ings as signs of a growing authoritarian or “illiberal” jurisprudence.
Rather, they are an advancement in terms of complexity and
differentiation.”* The Court has adopted a systematic approach,
categorizing security law measures — much like the FCC -
according to intensity levels and constituted specific conditions
and thresholds for the legal basis of any security measure depend-
ing on its intensity.” The black or white thinking, which considers
mass surveillance and other investigative measures generally as
either proportionate or disproportionate, is outdated. Instead,
these measures are “proceduralized””°.

The changing role of the fundamental rights institution

Therefore, one should not accuse the CJEU of abandoning its role
as a sensible “fundamental rights institution”. Rather, the CJEU has
adopted the approach of other courts in the area of (constitutional)
security law. As a European court, the CJEU cannot simply ban cer-
tain police measures, but must respect the complexity and hetero-
geneity of national law enforcement agencies. Expanding the
Court’s competence to prescribe rules concerning national security
law would otherwise have led to significant conflicts with the
Member States, as evidenced by the French government’s open
threat of an ultra vires-review.”’

The CJEU’s case law therefore does not reflect a shift towards a
more fundamental rights-hostile interpretation of the law, but
rather rests on the fact that the CJEU had to keep pace with devel-
opments in fundamental rights jurisprudence — at least in the area
of security law.
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arely is the name of a decision so emblematic of the problem
R that lies behind it. The association La Quadrature du Net has
reached yet another landmark judgment on data retention before
the Court of Justice of the European Union (CJEU). However, the
decision seems like squaring the circle for opponents and pro-
ponents of mass surveillance alike. For decades, national law en-
forcement authorities and interior ministries have complained
about a constant lack of investigative capacity for combating on-
line crime. The CJEU is caught between its duty to ensure uniform
application of EU law and its claim to have the final say in resolv-
ing conflicts affecting fundamental rights. As a matter of fact, the
data retention saga is at the core of the judicial dialogue between
the EU Court and the national constitutional courts.' This contri-
bution aims at contextualizing the La Quadrature du Net II-
judgment (C-470/21) of 30th April 2024 and questions the flawed
methodological approach of the CJEU. Instead of conjuring up a
worrisome paradigm shift, the judgment should rather be seen as a
wakeup call for the EU legislator, who for decades has failed to es-
tablish clear and unambiguous limits for data retention.

Steady retreat

Ever since the Digital Rights Ireland-judgment in 2014 (C-293/12
and C-594/12), the CJEU has slowly been watering down its own
jurisprudence. In Tele2 Sverige (C-203/15) in 2016, it declared “tar-
geted retention of traffic and location data” to be permissible, if it
was strictly limited “with respect to the categories of data to be re-
tained, the means of communication affected, the persons con-
cerned and the retention period adopted” for the purpose of fight-
ing serious crime (para. 108). In La Quadrature du Net I (C-511/18,
C-512/18 and C-520/18) in 2020 the CJEU declared that the object-
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ive of safeguarding national security justified the “preventive re-
tention of data of all users of electronic communications systems”
if it was limited to a foreseeable period of time (paras. 137 £.). Also,
the Court paved the way for the general and indiscriminate data re-
tention of IP addresses as they might be the only means to invest-
igate offences committed online. This possibility was however lim-
ited to cases of combating serious crime, preventing serious threats
to public security and safeguarding of national security. The reten-
tion of IP addresses has since been subject to fewer restrictions
than the retention of traffic and location data.

In 2022, upon request for a preliminary ruling by the German
Federal Administrative Court (SpaceNet (C-793/19 and C-794/19))
and the Supreme Court of Ireland (Commissioner of An Garda
Siochdna (C-140/20)), the CJEU affirmed these limitations, allowing
the generalised retention of IP addresses to combat serious crime
(para. 102). With the recent La Quadrature du Net II-judgment, the
Full Court extended this exception to lesser crimes, such as com-
bating infringements of intellectual property rights committed ex-
clusively online. It is important to note that the general and indis-
criminate retention of IP addresses in this case was not necessarily
considered to constitute “a serious interference” (paras. 78 ff.) with
Articles 7,8 and 11 of the Charter. Given the specific provisions and
safeguards in French law, the Court was convinced that the
possibility that retention could give rise to serious interferences in
the private life of the person concerned could be “genuinely ruled
out”.

Gompetence creep vis-a-vis the Member States

Leading court cases do not automatically create universally binding
precedents and instead require contextualization, also in the con-
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tinental legal system which is primarily based on statutory law.” It
is the task of legal academia to assess the complex factual context
of a decision, the hermeneutics applied by the court as well as the
procedural history behind a case. In EU law in particular, the inter-
pretation of the law is increasingly being replaced by the interpret-
ation of court decisions.’

The CJEU’s preliminary rulings must be interpreted in the light
of the questions referred as well as the societal conditions* in and
the legislative framework of the referring Member State. Given the
specific legal framework governing the administrative procedure of
Hadopi, an independent public authority tasked with combating
copyright infringements committed online, the CJEU was con-
vinced in the recent La Quadrature du Net II-judgment that data re-
tention was organised in such a way that the “genuinely watertight
separation” of the different categories of data was guaranteed from
a technical point of view as well. Bearing this in mind, it is note-
worthy that La Quadrature du Net Il was referred to the CJEU by the
French Conseil d’Etat, the highest administrative court in France -
the very same court that back in 2021° was asked by the French
Government to declare La Quadrature du Net I to be an act ultra
vires as it encroached upon France’s national security and under-
mined its constitutional identity.

The Conseil rejected this claim, thereby refraining from waging
“open war”® against the CJEU and instead opted for what the
Conseil’s  former  vice  president called a  rough
dialogue (le “dialogue rugueux”") with the CJEU. Needless to say, the
Conseil considered the CJEU to be incapable of guaranteeing ad-
equate protection on the basis that the safeguarding of national se-
curity falls exclusively within the competence of the Member
States. And, establishing a “securitarian Solange”® doctrine, the
Conseil considered the indiscriminate and general retention of

73



Squaring the Circle

electronic communication data for a period of one year to be indis-
pensable for the combat of serious crimes and the protection of na-
tional security.’

Against this backdrop, La Quadrature du Net II is neither a

»10 hor “the end of online

“major U-turn in EU case law
anonymity”'!. Instead, the judgment is just yet another chapter in
the constitutional dialogue between the European courts — it is
more a tactical concession to French particularities, a strategy of
appeasement, than a really serious departure from the high stand-
ards of protection of fundamental rights, as established in the

Court’s previous case law.

Methodological flaws

When the Court (rightly) annulled the EU Data Retention Directive
(Directive 2006/24/EC) in Digital Rights Ireland in 2014, it did so
primarily because instead of limiting itself to what is strictly neces-
sary, the Directive interfered “with the fundamental rights of prac-
tically the entire European population” (para. 56). The CJEU found
that the Directive lacked clear and precise rules for limiting the
scope and application of data retention measures, giving rise to the
possibility of severe interference with the fundamental rights en-
shrined in Articles 7 and 8 of the Charter.

Ever since the annulment, the CJEU has measured the various
data retention laws, mainly enacted by the Member States to im-
plement the Data Retention Directive, against the yardstick of a
mere opening clause in the ePrivacy-Directive (Directive
2002/58/EC) read in the light of Articles 7, 8 and 11 of the Charter.
Its case law is carved out from Article 15 of the ePrivacy Directive,
a “vague and vast disciple”, as rightly pointed out by Giulia Formici
in this book, because it allows Member States to derogate from the
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principle of confidentiality of the communications and the obliga-
tion to erase and anonymize personal data where they are no
longer needed in the electronic communications sector.'” In fact,
Article 15 para. 1 of the ePrivacy Directive is a classic declaratory
opening clause (see F.  Wollenschliger'®'*;  Miiller/
Schwabenbauer'®; Sandhu, pp. 249 ff.'®) referring to the Member
States’ exclusive competence to safeguard national security, de-
fence, public security and the prevention of criminal offences.
Whereas the EU can legislate in the fields of data protection
and harmonize the processing of electronic communications data,
it lacks the competence to harmonize the powers of national law
enforcement authorities under the current primary law framework.
Whether or not one considers this a deficit in the EU’s competence
structure, it is not the task of the CJEU to fix it. As such, national
data retention for the purposes defined in the opening clause does
not fall within the scope of Union law. The CJEU’s case law
basically reaches the same conclusion via detours. In essence, the
CJEU acknowledges a national security exception allowing for the
preventive retention of all users of electronic communications sys-
tems in case of “serious threat to national security” (La Quadrature
du Net I, para. 139).'7 Yet, methodologically, it would have been
more consistent to declare such measures as falling outside the
scope of Union law in the sense of Article 51 para. 1 of the Charter.

Inter-institutional division of power

It is the CJEU, not the EU legislator, which has erroneously taken
on the task of defining the strict safeguards, and the limitations as
well as technical requirements for data retention measures. In
2017, the Commission published its proposal for an ePrivacy Regu-
lation, which has since May 2021 been negotiated in the Tri-
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logue'® (Council, Parliament, Commission). As revealed by the
Council’s negotiation mandate, the Member States are trying to
pull the rug out from under the feet of the CJEU. They have pro-
posed including the following recital which would heavily restrict
both the scope of Union law and, implicitly at least, any chance of
applying of EU fundamental rights on their national data retention
laws:

“This Regulation does not apply to the protection of fundamental
rights and freedoms related to activities which fall outside the
scope of Union law, and in any event measures, processing activit-
ies and operations concerning national security and defence, re-
gardless of who is carrying out those operations, whether it is a
public authority or a private operator acting at the request of a
public authority.”"”

This is a clear attempt to counter the CJEU’s extensive interpreta-
tion of the opening clause in the ePrivacy-Directive. Its aim is to
exclude data retention measures carried out by private telecommu-
nication providers in the state’s interest from the scope of Union
law. Article 11 of the proposed ePrivacy Regulation on restrictions
of the confidentiality of electronic communications data is much
broader than the current Article 15 para. 1 ePrivacy Directive which
it is meant to replace. The proposed provision also allows restric-
tions on confidentiality to safeguard the enforcement of civil law
claims. Furthermore, the opening clause is not only addressed to
the Member States, but also directly to the EU legislator and may
thus be a hint for the reintroduction of data retention at EU level.
The Full Court’s decision in La Quadrature du Net II is surprisingly
in line with this legislative compromise. It would not be the first
time the CJEU anticipates a decision by the EU legislator — the
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same happened in 2014, when the court established the right to be
forgotten in the Google Spain decision (C-131/12) before Article 17
GDPR was enacted by the EU legislator. And the same happened in
its recent decision on Meta Platforms”’, when it tacitly applied the
obligations for gatekeepers under the Digital Markets Act on a case
from 2019.

Time for clarity

Whereas EU Law on data retention is considered to intrude too
much on national fundamental rights, especially by liberal Justice
Ministers in Germany, it seems like it cannot be intrusive
enough’! for others. It could be argued that the decade old dispute
over data retention can be tackled by the EU legislator at least
insofar as the internal market and serious cross border as well as
online crimes are concerned. Indiscriminate and general data re-
tention does constitute a mass breach of confidentiality. It
therefore must be the absolute exception and based on objective
evidence to prevent unlawful discrimination. Member States could
at least agree on a set of serious crimes, for example by means of
non-binding Guidelines. They should however refrain from merely
referring to “terrorist activities”, which is not a legal term. Other-
wise, the Member States’ contempt for the CJEU and the constant
retreat of the Court risk undermining the supremacy of Union law
as well as effective fundamental rights protection in the long term.
Whereas the processing and retention of communication data by
private actors as well as the access to this data by state authorities
fall under the scope of Union law, surveillance activities of the
competent state authorities remain excluded from the court’s
scrutiny. This competence division fails to adequately asses mass
surveillance activities, which are the product of a public-private
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partnership,”” with law enforcement authorities making use of
private data power.”’ The potential risks arising from mass data re-
tention have only increased over the last decades, as the automated
and real-time collection of metadata to predict private actions**
and the use of Al tools® in warfare have shown.

The views expressed in this contribution are entirely personal to
the author and do not represent the official position of the Federal
Constitutional Court.
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he classic story about the right to privacy and data protection
T in the EU is one of a high level of protection. According to this
narrative, the Court is the champion of privacy and data protection,
constraining the Member States’ competences in national
security.! And yet, this original rosy image is increasingly fading
away, perhaps most visibly in the La Quadrature du Net litigation
(now in its second iteration, C-470/21). I will argue that the second
judgment is a continuation of two dynamics in EU law. First, the
Court is still cleaning up the residual mess that lingers on from the
now annulled Data Retention Directive (Directive 2006/24/EC).
Second, in so doing, it is incrementally allowing the Member States
to inch ever more closely to what the annulled Directive originally
empowered them to do: indiscriminately retain personal data.
What connects these two outcomes is the Court’s shift towards
carving out space for Member States’ preferences to the detriment
of the protection of the individual and her rights. This trend, I ar-
gue, is consistent with what is happening in other areas of EU law,
pointing to a more general normative change in European integra-
tion.

To demonstrate these claims, I will do three things. I begin with
presenting the “residual mess” that the annulment of the Data Re-
tention Directive left, which is an important context for under-
standing the judgment and its novelties. Second, I will briefly
present the judgment in La Quadrature du Net II, by showing that
the judgment joins a now constant jurisprudence, extending the
space for data retention by the Member States as well as the justi-
fications they may use when doing so. Lastly, I will place this trend
in the wider context of the EU’s recent prioritising of the Member
States over its citizens.
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The residual mess of the Data Retention Directive

The Data Retention Directive saw the light of day as a response to
the increased regulation of data retention across the Member
States for national security and the fight against terrorism.” It im-
posed an obligation on service providers to retain telecommunica-
tion data, making it available for access by competent national au-
thorities to combat “serious crime”. The data to be retained was
confined to traffic data, location data, and data necessary to
identify the user, to the exclusion of the content of communica-
tions. The procedure for access itself was left to the discretion of
the Member States and was outside the scope of the Directive, sub-
ject to the principles of proportionality and necessity.

Although the Directive initially survived the competence chal-
lenge (C-301/06), its national implementing measures were subject
to a number of actions before national courts,” and ultimately
reached the Court of Justice via the preliminary reference proced-
ure, where it was annulled (Digital Rights Ireland, Joined Cases
C-293/12 and C-594/12). Without the Directive, some Member
States simply retained their data retention legislation as a matter
of national competence, which led to further litigation before the
Court of Justice. In Tele2 Sverige and Watson (Joined Cases C-203/15
and C-698/15), the Court of Justice brought the matter back within
EU law, with the ePrivacy Directive (Directive 2002/58/EC) (and
most prominently its Article 15 (1)), now doing all the heavy lift-
ing. Accordingly, if the Member States want to order telecommu-
nication service providers to retain data, they must do so in line
with the ePrivacy Directive and the Charter. In that sense, the con-
fidentiality of private communications is the rule, and data reten-
tion the exception. Any indiscriminate data retention may be
ordered solely for the purpose of fighting serious crime, be subject
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to prior review by a court or an independent administrative author-
ity, and be retained within the EU.

With Member States eager to carve out as many exceptions as
possible under Article 15 (1) of the ePrivacy Directive, national
courts pursued further preliminary references. This bring us to the
first La Quadrature du Net judgment (Joined Cases C-511/18,
C-512/18 and C-520/18), where the Court expanded the possibility
of indiscriminate data retention: “the objective of safeguarding na-
tional security is therefore capable of justifying measures entailing
more serious interferences with fundamental rights than those
which might be justified by those other objectives” (para. 136). Us-
ing the Court’s finding, the referring court (the French Conseil
d’Etat), found that preventing breaches of public order, tracking
down the perpetrators of criminal offences and combating terror-
ism are of constitutional value, safeguarding the fundamental in-
terests of the nation.”

The judgment may be used to summarise the standard set of
rules for data retention: Indiscriminate data retention is allowed
for the protection of national security or combating serious crime.
Conversely, combating ordinary crime may only justify
discriminate data retention (para. 141). The degree of interference
with fundamental rights must have a correspondingly proportion-
ate limitation, and any indiscriminate retention must be subject to
prior review by either a court or an independent administrative
body whose decisions are binding (para. 139). The wisdom was re-
peated in Prokuratuur (Case C-746/18) and Commissioner of An
Garda Siochdna (C-140/20). This is the crucial context for under-
standing La Quadrature du Net II.
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La Quadrature du Net Il: normalising data retention

The French “Hadopi law” aimed to prevent internet users from
sharing copyrighted works without the permission of the copyright
holders.” The law’s namesake agency was empowered with a
“graduated response” to copyright infringements: 1) sending “re-
commendations”, which are similar to warnings; 2) within a period
of one year following the sending of a second recommendation, in
respect of conduct that may constitute a repetition of the offending
conduct detected, the subscriber is notified that the conduct may
constitute the offence of gross negligence, which is a minor of-
fence; 3) the referral to the public prosecution service of conduct
that may constitute such a minor offence or, as the case may be, the
offence of counterfeiting (para. 57). To carry out its work, Hadopi is
able to order service providers to retain IP addresses and personal
data and information relating to their holders, concerning their
civil identity. No prior judicial or independent administrative re-
view is necessary for Hadopi to make such requests.

In sum, at stake here is a national law allowing for
indiscriminate data retention, for the purposes of preventing and
prosecuting crime, without prior review. Originally hearing the
case in grand chamber, the Advocate General proposed a change in
the case law for offences conducted exclusively online, dispensing
with the need for a prior review. The case was reopened for a
second hearing, this time before the full court. The Court made
great efforts (see in particular paras. 77-84) to maintain that it is,
in fact, not at all changing its previous case law, but it just so hap-
pens that this case may be distinguished on facts.

Why it was necessary to then do so in full court is puzzling to
say the least, given the magnitude of other recent cases decided in
that composition (for example, the validity of the Rule of Law Con-
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ditionality Regulation (C-156/21) and the validity of a treaty
change in Pringle (C-370/12)). This is all the more curious when
looking at the fact that Advocate General Szpunar called his pro-
posal in his First Opinion a “readjustment” of the case law on data
retention (section IV.4 of the Opinion),° but in his Second Opinion
insisted that “the solution which I propose aims not to call in ques-
tion the existing case law, but, with a view to a certain pragmatism,
to enable that case law to be adapted in particular and very nar-
rowly defined circumstances” (para. 30).”

Regardless of semantics, the Court found that in the present
case, regardless of the large scale of indiscriminate retention (most
strikingly, compare this to para. 100 of Space Net (Joined Cases
C-793/19 and C-794/19) as well as paras. 139 and 141 of the first La
Quadrature du Net), the interference with fundamental rights is less
serious than in previous cases. The Court stated that “in relation to
email and internet telephony, provided that only the IP addresses
of the source of the communication are retained and not the IP ad-
dresses of the recipient of the communication, those addresses do
not, as such, disclose any information about third parties who were
in contact with the person who made the communication. To that
extent, that category of data is less sensitive than other traffic
data” (para. 76). Since the intrusion is (allegedly) less serious, the
margin for authorities to intervene increased, warranting a relaxed
set of criteria, most crucially omitting prior review.

Thus, policing copyright infringement on a large scale in the
eyes of the Court does not meet the standard of serious interfer-
ence. Two criticisms may be directed to this conclusion. First, by
using the method of distinguishing (although it is a matter of
course that every single case is different), the Court signalled to
national courts to continue asking about every measure involving
data retention, without providing a more general rule. Put differ-
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ently, national courts cannot be certain that La Quadrature du Net
II provides a general rule for online offences, or whether its find-
ings will later be confined to the French Hadopi law. Perhaps this is
what the Court wants to achieve.

The second criticism concerns the departure from the way in
which exceptions contained in Article 15 (1) of the ePrivacy
Directive were previously interpreted: As exhaustive, among which
the prevention and prosecution of ordinary crime did not feature
among those justifications for which indiscriminate retention of
data was allowed (and this specifically concerning IP addresses in
the abovementioned Space Net judgment). Copyright infringements
are far from being the only crimes committed (exclusively) online,
and therefore the Member States may see this as a green light to
expand the list of crimes for which indiscriminate data retention
may be ordered. And all this without prior judicial or
administrative review.

The rule, not an exception

Beyond the protection of privacy and personal data, I see the judg-
ment as part of a broader trend of the EU’s normative orientation.
When the EU is presented with the choice of individual rights
versus Member States’ regulatory powers, it increasingly chooses
the latter. That was the case in the Euro crisis, where the principle
of equality of Member States was the main and guiding rationale
for endorsing measures based on the logic of strict conditionality,
disregarding the rights of citizens affected by austerity measures.
Specifically, conditionality is, at its core, an insurance that the
Member States receiving assistance will continue to pursue a sound
budgetary policy. This in turn means that it would not become ne-
cessary for Member States to cover the liabilities of others in con-
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travention of the prohibition of monetary financing under Article
125 TFEU. This resulted in a disregard of the major re-distributive
effects of such decisions for citizens across different Member
States and different socioeconomic groups across the EU.

The same applies to the principle of solidarity, which is men-
tioned in the Treaties concerning both the relations between cit-
izens and those between the Member States. The Court of Justice,
however, endorsed it as a general principle only when applied
between the Member States (concerning the fair sharing of burden
in asylum (Joined Cases C-643/15 and C-647/15) and energy
(C-848/19 P)). In addition, the new Migration and Asylum Pact fol-
lows this trend by allowing the Member States wide powers to the
detriment of individual rights of asylum seekers,” including open-
ing up space for their surveillance.’

The narrative of the Court as the institution protecting the in-
dividual and her rights is thus at risk, and the judgment in La
Quadrature du Net II did little to change this.
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t is almost too trite to state that the emergence of digital net-

works over the past decades has presented a problem for copy-
right exploiters. Enforcement of copyright against intermediaries
was and is arduous. The legal landscape remains complex due to
different rules on liability in national laws and the existence of safe
harbour provisions. Copyright exploiters thus resorted to adopting
strategic enforcement targeting individual users. These, however,
would often remain anonymous due to the lack of access to traffic
data revealing their identity. Things changed in 2019 with the com-
ing into force of Article 17 of the Directive on Copyright in the Di-
gital Single Market (DSMD), which imposes certain obligations on
platforms to remove infringing content and to employ filtering
technologies for certain larger platforms. Article 17 DSMD - a
fervently debated provision — requires certain large platforms to re-
move content infringing copyright under certain circumstances by
using upload filters. That legislative move clashes with communic-
ative freedoms because it cannot be said for certain at the very mo-
ment of the upload whether content that makes use of other works
(memes, remixes etc) is infringing, or whether such use is covered
by an exception to copyright. In Germany, the clear legislative ob-
jective under the (complex) new “Urheberrechts-Diensteanbieter-
Gesetz” (UrhDAG), which transposes Article 17 DSMD, was to safe-
guard the collective expectation to communicative freedoms and to
maintain creativity on platforms. But the decision in La Quadrature
du Net II (C-470/21) — broadly permitting retention of traffic data
for minor offences and their disclosure for the purpose of litigation
- has the adverse effect: it incentivises and reinforces broad en-
forcement strategies targeting users and requiring platforms to
hand over such data. Evidently, no user would risk becoming the
subject of litigation instigated by powerful copyright exploiters.

93



Anonymity and Surveillance, Creativity and Copyright

The Matrix Reloaded

The decision in La Quadrature du Net II is a disfavor to creativity. It
permits a renaissance of strategic copyright enforcement that is at
odds with the specific German transposition of the Copyright Dir-
ective (Article 17 DSMD) in the UrhDAG and is hardly in line with
the requirements under the EU Charter of Fundamental Rights.

In Germany, the legislator opted for a model that does not
require immediate removal of potentially infringing content but al-
lows users to “flag” transformative or referential uses as falling
under the caricature, parody and pastiche exception. Authors (not
exploiters) will receive fair compensation for such uses and, in con-
sequence, the content “stays up”. The copyright owner can then
make a complaint to the platform seeking removal or pursue litiga-
tion.

The approach differs very much from solutions that are simply
based on requiring platforms to install upload filters that immedi-
ately remove any content that could potentially be infringing. In-
deed, from a fundamental rights perspective, the German transpos-
ition focussed on balancing the interests of authors and (usually
anonymous) users and their respective claims to freedom of com-
munication and art, rather than pitting the commercial interests of
the copyright and the platform industries (in particular, their re-
spective claims to property and freedom of business) against each
other. The decision in La Quadrature du Net II likely has the oppos-
ite effect: the copyright industries will have access to traffic data,
which in turn allows fortified strategic enforcement and litigation
against users. That effect is inconsistent with the EU Charter and
the very jurisprudence of the Court of Justice concerning user
rights under copyright and fundamental rights law.
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Copyright enforcement and anonymity

The Court of Justice confirmed that data retention is permissible
even though the crime in question is not serious. The decision
centrally concerns copyright law. A critical effect of the decision is
that platform or social media users relying on copyright exceptions
and therefore exercising their rights may lose anonymity. Now, the
copyright industries can enforce the right to obtain user data based
on traffic data much more easily.

The decision is arguably inconsistent with previous case law on
data retention and causes frictions with the overall balance that
has been achieved in copyright law over the last decade. This ap-
plies at the EU level, but to a much more critical degree to Ger-
many.

The Court of Justice has early on affirmed in its Promusicae
(C-275/06) decision that copyright enforcement — which today rests
upon Article 8 of the Enforcement Directive' - is subject to balan-
cing with privacy and data protection concerns under the EU
Charter. Later, the Court of Justice (in Funke Medien (C-469/17) and
Spiegel Online (C-516/17)) conceded that written copyright excep-
tions (such as for purposes of quotation or media uses) must be
construed in light of the EU Charter — and that, importantly, these
exceptions give users rights rather than mere privileges. This was a
compromise between secondary EU copyright law (Article 5 of the
InfoSoc Directive (ISD), Directive 2001/29/EC), and the position
taken by the German Constitutional Court in the Pelham case’, ac-
cording to which freedom of art should be recognised as a balan-
cing factor under the pre-existing “free use” clause (previously § 24
(1) of the Authors Rights Act, now repealed and replaced in § 51a
UrhG with the “caricature, parody and pastiche” exception in Art-
icle 5(3)(k) ISD). In Pelham (C-476/17), the Court of Justice indeed
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refused to allow domestic law to apply fundamental rights as
external limitations to copyright infringement, unless a written ex-
ception is in place.

The copyright industry would usually claim that any use in
such way prima facie constitutes an infringement. For example, an
alleged pastiche may constitute, following conventional copyright
doctrine, a criminal offence if found to be, in fact, a reproduction.
But the assessment is utterly convoluted. Opinions on what consti-
tutes pastiche vary considerably. “Pastiche” (in the sense of some
transformative or referential use) also comes close not only to no-
tions of non-literal reproductions, but also to the distinction
between idea and expression, to the minimum requirement that a
substantial part of the author’s expression has been taken, and to
the dividing line to be set between reproduction and adaptation, to
name but a few.

The matrix of interests

The presence of surveillance and the potential loss of anonymity
now following from the La Quadrature du Net II decision has the
capacity to render the right to pastiche (and communicative
freedoms by and large) obsolete. Anonymity is an indispensable
condition to exercise fundamental rights including the right to
freedom of expression and art on social media and sharing plat-
forms. Unavoidably — and especially concerning large platforms
such as Google’s YouTube service — copyright exploiters consider
the presence of such platforms as a threat to their market and irrit-
ating competition. That collision between big platforms and the
copyright industry has ultimately led to Article 17 DSMD (previ-
ously (draft) Article 13). On the one hand, Article 17 imposes ex-
tended direct liability standards for platform operators for any-

96



Guido Westkamp

thing potentially infringing uploaded content by users. On the
other hand (and after much tribals and tribulations in the legislat-
ive process), it is introducing a mandatory provision: Member
States must ensure that users can effectively exercise their funda-
mental rights and rely, in particular, on pastiche. But how?

The matrix of interests that national legislators face when
transposing these conflicting principles is multifarious. Platforms
may rely on the freedom to conduct their business. Exploiters
would point out that they enjoy property rights and benefit from a
principle of a high level of protection under secondary law. Users
engaging in memes and mashups will refer to communicative
freedoms and, additionally, may rely on the rights to data protec-
tion and privacy should they be targeted by the industry.

Authors versus exploiters

And authors? Authors can indeed claim rather diverse legitimate
interests that legislators must recognise. Of course, authors would
like to see fair remuneration (not necessarily derived from agree-
ments with their exploiters, as the case may be, but also via a new
statutory licensing scheme), but also, and more importantly, need
rights of access to preexisting works if the purpose of copyright is
indeed to foster creativity. To complicate things, many authors will
be platform users — and, of course, vice versa.

For exploiters, the legal landscape that should, ideally, be un-
folding appears straightforward. To them, necessarily, the prolifera-
tion of sharing platforms constitutes direct competition with their
own business models, i.e. streaming or download services. Of
course, any content resembling a work or a producer right (even
snippets taken from a broadcast or sound recording) constitutes,
prima facie, an infringement, a position fully aligned with copyright
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doctrine. Hence, platforms must immediately remove any protect-
able content — it is their obligation to install upload filters. Users
would still have a right to rely on pastiche, but must enforce it
against the platform after their content had been taken down. In-
deed, this may also be the preferred solution from the perspective
of the platform operator. Technical solutions mean less expendit-
ure compared to laborious and elaborate content moderation
schemes.

And even if such moderation scheme is in place, exploiters may
still employ a strategy to dissuade users from transformative uses.
The threat of costly litigation to the individual user is real (and a
protected right under Article 47 EU Charter) - provided, of course,
the platform has information on the offending user’s identity. This
may be so or not. Whether a duty to disclose such data to the po-
tential claimant exists is, first and foremost, a matter of secondary
law and may depend on further conditions such as a court order.
The effect is, overall, to disincentive creative expression that may
potentially be covered by freedom of art.

From a constitutional perspective, the “stay down” scheme fol-
lows from a particular framing of the legislative proportionality ex-
ercise. The assessment is essentially based on balancing economic
interests — the right to property enjoyed by copyright exploiters
versus the right to business enjoyed by platform operators. It is no
coincidence that, around 2018, when lobbying for direct liability
began, the main and most prominent argument put forward by
copyright exploiters was the alleged “value gap”. In essence, they
claimed numerous instances of unjust enrichment at the expense
of both traditional and modern markets, including streaming and
download services.

The Court of Justice subsequently noted, in the Poland decision
(C-401/19) (following the opinion by AG Saugmandsgaard Q@e), that
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the use of upload filters is compliant with the EU Charter only in
case of “manifest infringements”, though it did not define that
term. However, the Court also clearly conceded the need for user
creativity. There is one example that may be used to illustrate an
approach that manages to reduce complexity convincingly, much in
line with the assertions in the Poland decision: The German
UrhDAG transposes Article 17 DSMD in certainly a unique manner.
The German government had made it clear, immediately following
the adoption of the DSMD, that it would not accept widespread fil-
tering in the interests of communicative freedom. The central
mechanism is, in short, that users may flag uploaded content as
pastiche or parody, and if so, the platform must not remove that
content unless the right holder objects and refers the matter to
content moderation, or indeed to a court. Yet the real “trick” is that
the new law employs a mechanism not known in any other jurisdic-
tion. Authors receive, for every flagged use, remuneration from the
platform and thereby have, mostly, no incentive to prevent or
object to such uses. Because of that prospect of a new source of in-
come, the new law also absolves the operator from making de-
cisions concerning the meaning of the notoriously opaque terms of
pastiche or parody - and therefore also, on balance, averting the
thorny problem of platform staff elaborating on the scope of fun-
damental rights. The mechanism adopted may, as a more distant
yet powerful effect, also incentivise more established artists to
welcome platform uses in general — and thus to exert pressure on
exploiters to license any platform use (to ensure that income is
generated for their benefit to achieve the ultimate objective
underpinning the new law).

In consequence, the “medium of money” ensures creative free-
dom. In a subtle and almost perfidious way, the German legislator
(unconsciously, probably) marginalised the respective economic
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rights and interests of both platforms and exploiters, turning the
rights to property and business into what may be termed as trans-
subjective rights to be exercised in the interest of authors and
users much in the sense of an “agency” right.

Exploiters therefore lose out twice: they cannot fully control
relevant flagged uses, and in the future, new statutory licensing
models might emerge, requiring platforms to make payments to
authors. This marginalisation of exploiter interests creates further
issues — that is, to strategically target individual users, a prospect
that the decision in La Quadrature du Net II now reinforces by giv-
ing access to traffic data held by providers. It is easy to see why: a
user flags their content as pastiche, the content stays up, which
results in a payment to the author. The marginalised exploiter,
however, either as a licensee or as an owner of a neighbouring
right, may well wish to instigate a complaint with the platform, or
indeed take immediate legal action through courts. User knowledge
on such strategy will spread fast. In addition, adopting such
strategies will work against the interests of authors — no payment
is due where the work in question is ultimately removed.

Yet, the UrhDAG is silent on user anonymity. The traditional
right to information (§ 101 UrhG) still applies, a right that has been
construed by German courts in a manner very favorably to right
owners. Data protection laws play no role in such scenario, as I
have outlined elsewhere in more detail.’

Takeaway

At this juncture, the La Quadrature du Net II decision creates an
enormous friction between the delicate balance achieved under the
UrhDAG and the broad permission for data retention following
from the ruling. In fact, following an economic logic, strategic en-
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forcement targeting individual users is now the only means for the
copyright industries to protect their own existing or future markets
and thus to avoid unwanted competition. It is easy to imagine how
such strategy could be rolled out. A user flags, and money is paid to
the author. But the right owner can always instigate legal proceed-
ings, and for that they will need to know the personal details of the
alleged offender. Previously, this was restricted to static data, and a
claim to disclose such data, of course, depends on whether the op-
erator held such data in the first palace. Now, exploiters can effect-
ively instil fear of litigation on the platform through access to
traffic data, making widespread litigation much more effortless. At
the EU level, such effect obviously collides with the relevance of
pastiche as asserted in the decision in the Poland case. For Ger-
many, the decision — more critically — eradicates the incentive for
the industry to licenses uses on platforms in general. To put it
bluntly: the decision, primarily concerning copyright, disrupts the
legislative decision in a Member State that adopted a solution
centrally emphasising creativity.

What is most mischievous is that the Court of Justice saw itself
unable to cast an eye on its own decision in Poland and accordingly
to elaborate on its own stance which places emphasis on user cre-
ativity. It did not consider the effects the ruling will have on user
anonymity as a central condition for the exercise of fundamental
rights under the DSMD. It can easily be predicted that the matter
will become another bone of contention yet again between the Ger-
man Constitutional Court and the Court of Justice on the relevance
and status of communicative freedoms in a copyright context —
and, ultimately, whether it is the former who will have the last
word on such constitutional matters. It is certainly not a coincid-
ence that German courts in 2007 asked the Court of Justice what is
the appropriate methodological approach to construing commu-
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nicative freedoms protected under constitutional law in copyright
matters. As mentioned, the Court of Justice had — very likely to
avoid frictions with the German Constitutional Court — to make
concessions. It had to abandon the conventional principle that
copyright exceptions must be “interpreted narrowly” in the interest
of rights holders and also had to broadly relativize the “high level
of protection” tenet under secondary law. The La Quadrature du Net
II decision now gives the copyright industry leverage to undermine
the delicate balance of interests, particularly in the German UrhD-
AG. A disservice indeed.
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ata retention laws are not a shield for online abusers or a

means of ensuring impunity. While new forms of data pro-
cessing pose privacy risks, they also enable the implementation of
data retention regimes to combat abuse without going beyond
what can be considered necessary in a democracy.

When the CJEU handed down its judgment in La Quadrature Du
Net I (C-511/18, C-512/18 and C-520/18) (and Privacy
International (C-623/17)) in 2020, it seemed that the saga of reten-
tion cases was coming to an end. The Court - in its eighth consec-
utive ruling — clarified (what appeared to be) the final aspects of
the application of data retention legislation, which were largely fo-
cused on the use of such information in the area of state security.'

However, this did not happen. The following years saw the
equally significant cases of Graham Dwyer (C-140/20) and
SpaceNet (Joined Cases C-793/19 and C-794/19). And when, once
again, it seemed that the issue of general data retention, encom-
passing traffic and location data, was ultimately closed (in
SpaceNet, the CJEU clearly and unequivocally indicated its imper-
missibility in criminal proceedings), the problem of retention rules
began to be examined from a new, equally important perspective.
As a result of a request for a preliminary ruling from the
Conseil d’Etat,” the Court had to clarify again whether the general
retention of IP addresses can be used as a mechanism to counter
online copyright infringement.

The La Quadrature Du Net II (C-470/21) case - especially the
AG’s opinion accepting the possibility of using such a measure® —
sparked a discussion on the possibility of revising the CJEU’s reten-
tion jurisprudence to date.* However, I do not believe that the
CJEU’s judgment actually heralds a “Copernican revolution” or is a
“Pandora’s box”°. It rather complements the existing line of juris-
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prudence. Like a cliffhanger in a TV series, it foreshadows that the
story is not yet over.

Retention of telecommunications data in the GJEU case law

The Court of Justice’s position on generalised forms of retention
has always referred to the principle of proportionality, according to
which a serious interference with an individual’s rights can only be
justified by the pursuit of objectives that can also be considered
serious. In the Court’s view, processing of all retained data makes it
possible to reconstruct a digital profile of an individual, revealing
detailed information about them - including their worldview,
health status, political beliefs etc. Thus, such serious interference
can only be justified by the fight against serious crime and national
security objectives. Again, however, this measure cannot be applied
in a generalised manner, as its application would then not be linked
to a concrete and real threat to an important public interest.
Rather, it would become a tool for collecting redundant data.

The examination of national retention laws should therefore be
carried out in two dimensions: qualitative and quantitative. The
former serves to assess the degree of interference with individual
rights. Serious interference (collecting the totality of electronic
communications metadata) should be limited to cases in which
serious objectives are pursued and should require special legal
safeguards, such as judicial oversight. When examining retention
laws, attention should thus first be paid to the quality of the data
collected, which reveals the degree of interference with individual
rights.

Importantly, however, the CJEU has not predetermined the ab-
solute impermissibility of all untargeted forms of data retention in
its case law to date.” The cases examined by the Court concerned
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the retention of high-quality data, most often the entirety of
metadata from electronic communications, such a location data,
date and time of communication, and the communication partners
involved (allowing profound interference with individual rights).
Consequently, the Court’s interpretation concerned the collection
and processing of this type of information. It was only in La
Quadrature du Net II that the CJEU was confronted with the per-
missibility of applying untargeted retention of a certain category of
information, the collection and processing of which, within a lim-
ited scope and for a specific purpose, does not seem to seriously in-
terfere with individual rights.

The problem of IP address retention

The background of La Quadrature du Net II was the permissibility
of a special legal procedure, the so-called graduated response
procedure,” which was established in French law for cases of coun-
teracting copyright infringement.” Its essential part is sending no-
tifications to users (subscribers of an internet service provider)
about the use of their network termination to share files on a P2P
network in a way that infringes copyright. A graduated response
procedure is carried out by an administrative body (Arcom',
formerly Hadopi) and, in principle, does not involve the imposition
of criminal sanctions on users. Only in the case of repeated copy-
right infringement does the procedure provide for the possibility of
notifying a public prosecutor of the infringement.

On the technical side, the procedure is implemented when
copyright holders transmit aggregated information about files be-
ing shared on P2P networks, along with the IP addresses of the
users sharing these files. Arcom combines this information with
data from telecoms operators, thus establishing the identity of the
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subscriber to be notified of the infringement detected. It was in
fact this last element of the mechanism that was at the heart of the
dispute in La Quadrature du Net II — namely, whether telecommu-
nications operators can be ordered to pre-emptively collect
information on the IP addresses of all users simply because these
data may (and in some cases will) prove necessary for the purposes
of detecting copyright infringements.

A positive answer, it seems, would lead to a situation in which
it would be permissible to retain a particular type of metadata
(source IP addresses) in an untargeted manner and without any
concrete link to a crime. According to critics of such a solution, this
would lead to the Court accepting the use of an intrusive measure
(generalised data retention) for less important public tasks whilst
simultaneously rejecting its use for the purposes of fighting serious
crime.

However, a negative answer — upholding the prohibition of IP
data retention in an untargeted manner for the use of combating
general crime — would make it significantly more difficult to
investigate online copyright infringements. In the Court’s view, it
would in fact not so much hinder such a fight as make it im-
possible, creating the risk of systemic impunity for perpetrators
(para. 119).

In my view, such a polarised framing of the problem presented
in La Quadrature du Net II is flawed and leads to oversimplification.
On the one hand, the need for effective prosecution of online in-
fringements is real. On the other hand, the measure needed to
provide this protection — albeit using untargeted data retention - is
not the same as the measure referred to in the earlier CJEU case
law. Not every data retention procedure is conducted in an untar-
geted manner, but neither does every case of data retention affect
the rights of the data subject in the same way. By skipping the
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qualitative assessment and focussing solely on the quantitative as-
sessment of data collection principles, one loses sight of the actual
surveillance potential of the entire process. The Court aptly recog-
nised this problem, addressing it in detail in its judgment.

A readjustment or a u-turn?

In La Quadrature du Net II, the Court confirmed in principle that
imposing an obligation on telecommunication providers to retain
the IP addresses of the source of a connection does not infringe EU
law, provided that additional and specific legal safeguards are es-
tablished. Once again, it based its interpretation on the principle of
proportionality, examining whether the bulk collection of IP ad-
dresses constitutes a serious interference with individual rights. In
this regard, the Court considered that IP addresses, as long as they
are not combined with other information (e.g. sites visited, inform-
ation searched, content viewed etc.), do not enable the establish-
ment of detailed information about an individual. Therefore, their
processing does not lead to a serious interference and, thus, should
not be limited solely to the pursuit of purposes that can be de-
scribed as serious. The Court’s reasoning was based on two as-
sumptions: (1) IP addresses do not reveal detailed information
about an individual (para. 76) and (2) the processing of such data
on a case-by-case (individualised) basis does not lead to the profil-
ing of data subjects (“watertight separation”, paras. 83, and 87-89).

IP addresses as 1ess sensitive data

The above leads to questions about the actual impact of La
Quadrature du Net II on the application of retention rules in Mem-
ber States. On the one hand, many point to the risk of lowering the
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restrictive standards'' set by the CJEU in its earlier case law, which
were summarised in the SpaceNet case. La Quadrature du Net II can
also be read as a narrow exception to the general prohibition of un-
targeted data collection established in former case law. It permits
such untargeted data collection only if it takes place in a strictly
controlled environment. Furthermore, it remains to be seen
whether the judgment initiates a discussion on untargeted reten-
tion in relation to other categories of traffic and location data.

In the Court’s view, the essential reasoning in La Quadrature du
Net II remains consistent with — and even reinforces - the earlier
case law. Indeed, the qualification of IP addresses as less sensitive
data has made it possible not only to put forward a different set of
legal safeguards for its processing, but also to dispense with the
mandatory prior oversight — which, according to earlier case law,
should be applied in cases where retained telecommunications data
are accessed.

Although the Court’s reasoning is consistent, it is based on the
assumption that IP addresses can indeed be categorised as
low-sensitivity data. The question is whether this is always the
case — all the more so as the experience of recent years shows that
groups of information initially classified as not very
sensitive'” (e.g. geolocation data) have in subsequent years been
classified by the same Court as requiring the identical protection'’
as the communications themselves. Similar doubts are already
present today with regard to IP address data. For example, can in-
formation about users of the Tor network — in particular, data re-
corded at the originating and terminating nodes — really be classi-
fied as low-sensitivity data in every case? It should be noted that
the collection of IP addresses at entry and exit nodes is a key tech-
nique for de-anonymizing Tor traffic and identifying users - a
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method successfully employed by security and intelligence agen-
cies worldwide.

More data retention to come?

More controversy surrounds the link between data collection rules
and the permissible scope of data processing. In particular, atten-
tion is drawn to the risk that implementing the safeguards model
described in La Quadrature du Net II will only create the illusion of
control. If state authorities are able to require telecommunication
operators to collect large databases of user information, these data
will — sooner or later — also be used for other public purposes. I call
this phenomenon “the proliferation of electronic surveillance
measures”, and it has, in fact, been observed for years.'*

In the light of the existing case law, there appears to be no
obstacle to IP address retention data being used by secret services
in the area of state security. Such data may also be helpful in
identifying perpetrators of other (more serious) crimes. The ques-
tion of the required legal safeguards restricting the use of this in-
formation may be secondary in a situation where the data have
already been collected. This leads to the conclusion that in La
Quadrature du Net II, the Court — consciously or not — permitted
the implementation of a model awaited by many governments,
whereby states will be able to legally retain (some) electronic com-
munications data, with the obligation to demonstrate that the ne-
cessity criterion is met only at the stage of accessing the data.

A difficult balance to strike

La Quadrature du Net II has been met with mixed reactions, with
mainly critical arguments pointing to the departure from the previ-
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ous clear interpretation regarding the prohibition of generalised
metadata retention measures.'” These voices should not be ig-
nored, as they express legitimate concerns about the possibility of
the judgment introducing solutions which are de facto identical in
terms of intrusiveness to those previously challenged by the CJEU.
At the same time, however, it is important not to lose sight of the
fact that law — including data retention rules — must not become a
mechanism for protecting criminals. The scale and mass nature of
online rights violations are a real problem. P2P networks are not
only a threat to copyright protection, but also an environment for
the distribution of content related to serious crime (e.g. extremist
speech or child abuse materials'®). It is therefore necessary to
strike a balance between the two rationales and to propose solu-
tions that adequately protect users by not guaranteeing impunity
for criminals.

La Quadrature du Net II fits into this need but, at the same time,
does not seem to explain in sufficient depth the relationship
between the collection and processing of low-sensitivity data and
their subsequent use by state authorities. Addressing this issue
more clearly would help to clarify many controversies and answer
questions about the future of retention laws in Member States.
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or more than a decade now, the Court of Justice of the

European Union (CJEU) has struggled with the legality of vari-
ous bulk surveillance mandates imposed under European and na-
tional law. Since its 2014 judgment in Digital Rights Ireland
(C-293/12 and C-594/12), the CJEU has been unequivocal about the
need for non-trivial legal constraints on data collection (in that
case, under Articles 7, 8 and 11 of the Charter of Fundamental
Rights). In the 2016 cases of Tele2 Sverige and Privacy International
(Joined Cases C-203/15 and C-698/15), and subsequent rulings, the
Court crafted a reticulated, multi-tiered framework matching dif-
ferent objectives with different regimes for bulk data collection
and retention.

Its April 2024 judgment in La Quadrature du Net II (C-470/21)
extends this proportionality-oriented framework to the retention
and sharing of IP address with Hadopi, a French public authority
that “protect[s] works and subject matter covered by copyright or
related rights against infringement” (para. 52). Hadopi used that
data to identify the transmission of unlicensed material. The Court
declined to find that a Charter violation in Hadopi’s authorized ac-
cess to, or use of, internet protocol (IP) addresses provided, inter
alia, that such data was strictly partitioned from other bodies of
data (including information about the work downloaded) that could
be used to reveal sensitive personal information (e.g., “sexual ori-
entation, political opinions, religious, philosophical, societal, or
other beliefs”, the so-called “special categories of personal data” of
Article 9 of the EU General Data Protection Regulation (para. 110)).

To our eyes, the La Quadrature du Net II decision does not mark
a sea-change in the CJEU’s approach. The Court applied again a
general principle that the intensity of the limitation of personal
rights and freedoms has to mirror the seriousness of the interest
put at risk, and the identification and categorization of what is “in-
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tense”. What is “serious” now has to be determined by the courts.
Both the direct and the indirect impacts of this decision for privacy,
we argue here, arise from interactions with other bodies of law and
commercial practice related to data.

Assessing the marginal impact of mandatory disclosure

The effect of a novel mandatory retention and official access re-
gime depends on the other ways in which covered entities already
come into contact, and share data, with officials. Where those firms
are already sharing user data (including perhaps IP addresses) with
officials — whether voluntarily or pursuant to a legal mandate - the
effect of such retention and sharing mandates will be diminished.

The French law at issue in La Quadrature du Net II was the In-
tellectual Property Code (or CPI). It applied to “[e]lectronic com-
munications providers ... and service providers”. This covers firms
that provide access to the internet for individual private con-
sumers. The CJEU did not ask whether such entities are subject to
any other legal regimes that might lead to the sharing of IP
addresses with agents of a European state. The gap is puzzling. A
proportionality analysis should logically take account of the way in
which extant law already gives a (potentially bad intentioned) state
actor a path to access such data.

In this regard, consider the effect of the 2024 Digital Services
Act (DSA), which came into force on February 17, 2024 (i.e., two
months before La Quadrature du Net II), upon the electronic com-
munications providers covered by the CPI. The DSA’s most
well-known provisions concern its implications for very large on-
line platforms. But these are not the only entities reached by that
extensive and intricate legal measure.! Chapters II and III of the
DSA impose new rules for many entities that likely rank also as
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electronic communications providers. For instance, Article 18 re-
quires hosting services to “promptly inform” the state of certain
suspected criminal activities. The DSA also requires certain inter-
mediaries to trace sellers on online marketplaces as a means to
protect purchasers.’

While the exact scope and implementation of the DSA are a
work in progress, it is hardly far-fetched to posit that the DSA’s ob-
ligations will fall on some of the firms covered by the CPI, and that
firms under the DSA will finds themselves in close and frequent
contact with regulators. Article 18, for instance, envisages informa-
tion sharing on an ongoing basis. Verifying compliance with the
DSA regulators will also need top peer inside communications sys-
tems. Whatever the formal terms of the law, it would be very sur-
prising if, in practice, this did not lead to any leakage from firms to
officials, and did not lead to private-public relationships that could
serve as effective springboards for informal cooperation.

If officials (especially bad intentioned ones) already have a way
of accessing IP addresses and other data, are the CJEU’s new con-
straints doing no work? The effect of the DSA on privacy is not ne-
cessarily a negative one, so there is no easy answer to this ques-
tion. After all, perhaps officials’ familiarity with how electronic
communications providers structure and preserve their data
creates a new or additional interest in finding ways to get data
lawfully. That is, it may stimulate the problem to which the CJEU
responded. But the interaction does underscore the oddity of eval-
uating risks to privacy in a vacuum.

There is a second way in which existing electronic communica-
tions practices interact with the privacy risks of the CPI. When
packets of data are moved across the physical infrastructure of the
internet, they are generally labeled with both the source and the
recipient IP address.’ According to Vadim Nikitin, some 70 percent
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of this traffic flows through physical switches and data centers in
the United States. And, as Henry Farrell and Abraham Newman
document, the U.S. has long taken advantage of its unique access to
the physical infrastructure of the internet to access data without
the permission of other sovereigns.’ To our knowledge, such access
is not constrained by the rules promulgated by the European Data
Protection Board.® In practical effect, the security of IP addresses,
which was the specific kind of data at issue in La Quadrature du Net
II, turns on the nature of the relationship between a given
European country and the U.S. national security apparatus. While it
might seem that mere access to source and recipient IP addresses
does not reveal a person’s civil identity, we suspect that application
of data-intensive Al analytic will often (perhaps almost always) al-
low accurate inferences about individuals.

Again, the reason to highlight this is not to undercut the CJEU’s
legal conclusions, but to point out how they might be enriched and
complicated through contextualization. This underscores the
threshold need for the CJEU to produce decisions that are more and
more specific and provide some guidance.

The hidden regulatory ambition of the CJEU

Our observations so far have raised questions about the efficacy of
the La Quadrature du Net II decision as a protection of privacy. In
another respect, however, the decision has an unanticipated, even
hidden force: It engenders a right against automated, machine de-
cisions far beyond the scope of the extant European law concerning
that right.

Explaining why requires some backtracking: One of the ques-
tions discussed by the CJEU was whether the CPI’s retention man-
dates triggered a demand for “prior review” by a court or an inde-
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pendent administrative body (para. 123). The Court’s ruling on this
point is complex. Not all applications of the CPI, it explained, in-
volved serious violations of fundamental rights. Where they did,
however, the CJEU held that prior review was required. In response
to this threatened ruling, the French authorities had suggested that
such review could be “entirely automated” because of the sheer
volume of such instances (para. 147). The CJEU baulked at this sug-
gestion. It directed instead that “in no case” could prior review be
“entirely automated”, since this would make it impossible to strike
a “fair balance” in an individual case (para. 148). Eventually, the
data subject has a right against a fully automated decision by the
French government and a parallel right to a fair assessment from a
human mind, able to contextualize and understand the full picture
as a prerequisite to a balanced decision.

This ruling is striking because European law elsewhere con-
siders the scope of such a right to a human decision (as it might be
paraphrased), and does not extend it to these circumstances.
Article 22 of the General Data Protection Regulation creates an in-
dividual “right not to be subject to a decision based solely on auto-
mated processing, including profiling, which produces legal effects
concerning him or her or similarly significantly affects him or her”.
It explicitly limits that right, though, in several ways. One limit
concerns instances in which a fully automated decision is “author-
ised by Union or Member State law to which the controller is sub-
ject and which also lays down suitable measures to safeguard the
data subject’s rights and freedoms and legitimate interests”. That
could include the CPI. If it does, the CJEU seems to have extended
the Article 22 right to a human decision considerably further than
its legislative specification. As such, it may be innovating beyond
the available legislated materials in unexpected ways.
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One of us has argued elsewhere that the Article 22 right to a
human decision does not have sturdy normative foundations.’” But
that is beside the point here: More simply, the important observa-
tion is that in crafting new rules for privacy protection in the bulk
retention and surveillance contexts, the CJEU may be engaging in
legal innovations that run far beyond what written law imagines.
Perhaps this is desirable, perhaps not. But the spillover effects of
its La Quadrature du Net II are more complex than commonly ap-
preciated — and require some contextual analysis in order to be ex-
cavated. Paradoxically, what seemed an innovation or a step back
to those who only looked at the decision, can be analyzed as the
specification of existing principles. What is really innovative are
the subtle implications resulting from a mise en perspective, which
is the interaction of the decision with other principles and bodies
of law.

Another question is worth asking: if we consider the previously
mentioned “intensity” of the limitation of personal rights and
freedoms, how “intense” is sharing an IP address? More explicitly,
how much does an IP address say about an individual? In this de-
bate, it seems crucial to recall that not all personal data are equal.
Some data, in fact, do not say much about the person. It does not
allow immediate identification by the general public. We hence
think it desirable that a clearer analysis be conducted of what,
practically speaking, can be considered as “telling” personal data,
seriously damaging one’s freedom and reputation in case of dis-
closure. There certainly is a variability in the significance of per-
sonal data that alters the practical effects of disclosure and the
possibility of identifying — and potentially damaging - an individu-
al. The GDPR seems to hint to this gradual approach by referring to
indirect identification (Article 4) and sensitive data (or special cat-
egories of personal data — Article 9). Furthermore, the safeguards
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surrounding interfering measures (e.g. confidentiality obligations
imposed on public agents) have to be weighed in when assessing
how much an individual is in reality impacted.

conclusion

We understand decisions such as La Quadrature du Net II best by
locating them in a legal and socioeconomic context, considering
how data protection rules exist and are applied in very practical
contexts and how they should exist to protect individual rights,
without ever sacrificing general interests. We have tried to show
how this might be done, and how it could yield analytic payoffs and
a better understanding of implications that, without appearing as
immediate consequences, are powerful in their effects. We hope
that these methods can be used elsewhere in respect to other im-
portant questions of European data privacy law. What seems much
needed in our time is a constant contextualization and an ability to
put things in perspective and in communication, without ever
adhering to data protection orthodoxies that could, in the end,
damage in far more serious ways the individuals whose privacy we
want to protect.
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s general and indiscriminate data retention permissible under
Ithe EU fundamental rights framework? A decade has passed
since the Court of Justice of the European Union (CJEU) was asked
this somewhat oversimplified legal question. For a decade, different
iterations of this legal question, be it about the various forms of
data in question or the purposes for which data are retained, e.g.
counter-terrorism, national security, or criminal investigations,
have reached the CJEU repeatedly. Each iteration of a similar
question revealed the increasing role of the private sector in law
enforcement and the national security domain at the expense of
protecting individuals’ fundamental rights. The La Quadrature Du
Net II (C-470/21) case adds a new formulation to the question: To
what extent internet service providers can retain their users’ IP ad-
dresses so that HADOPI (Haute Autorité pour la Diffusion des
(Euvres et la Protection des droits d’auteur sur Internet) — the French
administrative authority for copyright protection, can access the
civil identity data linked to those addresses to issue sanctions? In
answering this question, the Court tilts the metaphorical propor-
tionality scale towards the interest of criminal investigations. The
case outcome could contribute to the enlargement of privatised
surveillance that rests on a generalised pre-emptive data retention
scheme. The Court’s findings could cement intrusive practices
emerging from the counter-terrorism narrative to regular state
practice at the expense of fundamental rights protection.

From hopeful beginnings to a cautionary future

Law enforcement authorities and security agencies praise commu-
nications data analysis as critical in criminal investigations and na-
tional security matters — so much so that states have tasked the
electronic communication service providers, which hold the key to
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the unsurmountable amount of data extracted from their users,
with data retention obligations to ensure that the data will not be
deleted when needed. The result is the collaboration between
private sector actors and law enforcement authorities to prevent,
detect, investigate, and prosecute crimes in a pre-emptive action
model. Lines are thus blurred regarding accountability and over-
sight of data retention schemes resting on this collaboration.'

A decade ago, the CJEU’s Digital Rights Ireland (C-293/12 and
C-594/12) judgment and its following findings in Tele2 Sverige
(C-203/15) were a ray of hope for strengthening fundamental rights
against the pre-emptive and generalised data retention schemes.
The Court was critical of the serious interference that such
schemes cause to individuals’ enjoyment of the rights to privacy
and data protection as prescribed under the EU Charter — to the
point that they served as the precedent to argue that the indiscrim-
inate data retention schemes were precluded under EU law, for they
lead to disproportionate interferences with those Charter rights.”

This tide around a robust fundamental rights discourse from
the CJEU started to turn with its 2020 La Quadrature Du Net
I (C-511/18, C-512/18 and C-520/18) and Privacy International
(C-623/17) decisions, where it began to peel out the security ob-
jectives for which Member States may mandate retention of
different types of data from communications service providers. A
common legal issue in both cases was the applicability of EU law to
the disputed national data retention legislation, which the French
and the UK governments argued to be based on the national secur-
ity carve out found in the EU Treaty (i.e. Article 4 (2) TEU) and spe-
cific EU legislation covering the data processing obligations of the
providers of electronic communications services (i.e. the ePrivacy
Directive, Directive 2002/58/EC). Had the Court concurred that the
relevant national data retention legislation was outside the scope
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of EU law, the duties of those service providers would have escaped
its scrutiny, only to be subjected to national constitutional law and
the European Convention on Human Rights (La Quadrature Du Net
I, para. 103).

However, the legislation in question rested on the national se-
curity derogation under Article 15 (1) of the ePrivacy Directive, al-
lowing the Member States to mandate that service providers retain
communications data (including IP addresses) longer than the
period required in the provision of their services (paras. 95-96 and
101). Obliging service providers to retain data by law interfered
with the service users’ rights to privacy and data protection (paras.
114-115). This legal mandate had to be proportionate to the aim it
set out to achieve — protecting national security and combating
serious crime (paras. 121-122).

The retention of IP addresses as a serious interference with the
rignt to privacy

Even though this could have partially addressed the legal account-
ability issues surrounding statutory privatisation, where private
sector actors are mandated by law to act in the interest of states’
security objectives,’ the criticisms focused on the proportionality
analysis of different retention mandates and categories of commu-
nication data.” This retention mandate had to be proportionate to
the interference it caused to the enjoyment of those rights. With its
proportionality assessment, the Court dived into the different pub-
lic security-related retention purposes, from the most serious one
being national security interests to fighting serious crimes. The
more intrusive a retention measure is, the more serious the public
security purpose ought to be. The IP address, however, did not re-
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veal the private lives of individuals as much as the other types of
traffic data, only showing the owner of the terminal equipment
(La Quadrature Du Net I, para. 152). Revealing the owner could be
the only way to investigate the perpetrator of an online offence
(para. 154), incentivising the legislator to mandate general and in-
discriminate data retention to the internet service providers so
that the information would be available beyond the period for
which it is necessary for billing purposes (para. 155). Still, the IP
address could be used to profile users’ online activities (para. 153).
To mitigate this possibility, legislation imposing a data retention
obligation had to comply with certain conditions, primarily the aim
to combat serious crime, prevent threats to public security, and
safeguard national security (para. 156). A reverse reading of this
finding would be that an objective of investigating non-serious
crime does not justify the general and indiscriminate retention of
IP addresses because of the disproportionate interference it causes
with privacy and data protection rights.

In La Quadrature Du Net II, the CJEU did not concur with this
potential reverse reading. It distinguished the disputed legislation
based on its assessment that HADOPI had limited access to the re-
tained data - it could only access the civil identity of the holder of
the IP address. If, as the Court argued, there was no possibility to
conduct profiling based on the retained IP addresses, the interfer-
ence arising from the general and indiscriminate data retention
could not be deemed “serious”. With this lower threshold for rights
interference, the Court was satisfied that the internet service
providers could be mandated to retain all the IP addresses of their
service users to combat “criminal offences in general” (para. 82),
however minor they might be. This generalised statutory privatisa-
tion had to meet specific standards — but as welcome as the Court’s
attempt at limiting this indiscriminate surveillance was, the
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standards it laid out seem to fall short of addressing the underlying
logic behind it.

On, the principle of proportionality. Where are you?

Ultimately, those standards were geared towards ensuring that the
interference will not be serious by preventing online profiling
(paras. 86-90). Without that profiling, the cost to individuals’ fun-
damental rights could be balanced against the benefit of data re-
tention for investigating ordinary crimes. This approach, however,
captures only a limited aspect of the impacts of the privatisation of
surveillance in question.

The issue here is that this pre-emptive action does not consider
the individual circumstances of each case, as the counter-terrorism
and national security interests are purported to be driven by
a zero-risk imperative. A generalised IP address retention scheme
does not target specific people based on their involvement in al-
leged criminal behaviour. It covers everyone who uses the internet,
notwithstanding their online behaviour. This leads to treating
everyone as the perpetrator of a criminal offence — the access re-
gime, despite the CJEU’s findings on the contrary, does not yield as
much protection without independent oversight. As for the propor-
tionality test, on one side of the balancing scale is (even minor)
crime prevention. On the other side are categories of interests
other than freedom from online profiling, such as presumption of
innocence and reasonable expectation of online anonymity. The
Court, however, did not explore those interests and focused solely
on online profiling. Different interests might require different
levels of protection. Without this analysis, the retention of IP ad-
dresses was framed as a minor cost, while investigating ordinary
crimes was deemed a significant benefit. A pre-emption logic found
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in the counterterrorism and national security rhetoric seeped into
ordinary crime prevention to the detriment of fundamental rights.

Moreover, this lowering of the protection of fundamental rights
within the EU framework could also impact the protection of data
transferred from the EU to third countries. In Schrems I
(C-362/14) and Schrems II (C-311/18) the CJEU adopted a strict
reading of the adequacy level the receiving country must afford for
the incoming data, criticising its indiscriminate data retention
schemes. Its findings in the Schrems-saga are more protective of
personal data than its recent case law, the last of which is La
Quadrature Du Net II. The CJEU’s recent stance on the issue could
potentially serve as leverage to turn down the concerns over the
expansive surveillance powers of law enforcement and intelligence
authorities in the UK when the European Commission reconsiders
its adequacy decisions for UK laws protecting personal data in June
2025.° The compatibility of UK surveillance laws with the EU fun-
damental rights framework continues to be a live issue. As much
as La Quadrature Du Net II might indicate that the CJEU case law
on data retention keeps on evolving towards undoing the Court’s
former restrictive reading of permissible data retention, further is-
sues linger as the UK plans to amend its data protection legisla-
tion. Human rights compatibility of UK surveillance laws are
among many other problems that need to be reconsidered in evalu-
ating the UK’s adequacy status. Just like the CJEU’s case law, noth-
ing is settled.
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he April 30, 2024 judgments of the Court of Justice of the EU
(CJEU) mark another key moment in the complex and long-
lasting legal debate on mass data retention in the European Union.
Starting from the analysis of these decisions, in this contribution I
will show that, notwithstanding the CJEU’s constant intervention
and its efforts to map out a clear path towards a balance point
between security needs and fundamental rights protection, the dir-
ection still appears confused. Moreover, the fragmented roads
taken by Member States do not seem to converge to a final common
destination. In this context, the Italian case represents a paradig-
matic example of a persistent misalignment among the principles
and requirements established by the CJEU case law on data reten-
tion and the legislative solutions adopted at the national level. This
ultimately demonstrates the need for a decisive EU legislators’ in-
tervention, able to draw the future path of data retention regimes.
In fact, after the turning point determined by the CJEU’s Digital
Rights Ireland (C-293/12 and C-594/12) decision invalidating the
2006 Data Retention Directive (Directive 2006/24/EC), the only EU
law provision addressing retention and access to metadata is rep-
resented by Article 15 of the ePrivacy Directive (Directive
2002/58/EC). This vague and vast discipline allows Member States
to implement national legislations imposing the retention - for a
specific time-period — of communications data. This exception to
the general obligation to delete or anonymize metadata is allowed
when it constitutes a “necessary, appropriate and proportionate
measure within a democratic society” to safeguard national and
public security, including the investigation and prosecution of
criminal offenses.
Adapting the words of a splendid and melancholic The Beatles’
song referred to in the headline, the cited provision and its inter-
pretation in national contexts paved the way for the long and wind-
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ing road of the data retention regime, that always led Member
States to the door of the CJEU.

The CJEU road: the direction set by the case La Quadrature du
Net Il

The April 30, 2024 decision in the so called La Quadrature Du Net
II (C-470/21) case dealt, once again, with a preliminary ruling ac-
tioned by the French Conseil d’Etat. It concerned, in particular, the
interpretation of Article 15 ePrivacy Directive, read in the light of
the EU Charter of Fundamental Rights, regarding a peculiar cat-
egory of metadata deriving from electronic communications: IP ad-
dresses and civil identity data of users. Reaffirming its previous
case law, in particular in La Quadrature Du Net I (C-511/18,
C-512/18 and C-520/18) and HK v. Prokuratuur (C-746/18), the
CJEU emphasized that the more serious the interference in funda-
mental rights of a data retention measure is, the more important
the pursued aims must be, specifically national security or the
combat against serious crimes. The Court went even further and
outlined its requirements in detail. Depending on the category of
data concerned as well as on the retention arrangements, the inter-
ference could be classified as limited and, thus, not require a seri-
ous purpose for its justification. This is the most innovative part of
the decision: the judges entered not only in legal but also in IT
technicalities by demanding national rules to ensure that IP ad-
dresses and civil identity data are kept “watertight”, separated “by
means of a secure and reliable computer system” (para. 87) as well
as a regular review by a third-party authority (para. 126). Having
these safeguards in place, a general and indiscriminate retention of
these specific data categories does not allow precise conclusions to
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be drawn about the private life of the persons in question (para.
92): Not constituting a serious interference, the bulk retention of
IP addresses could therefore be imposed also for the purpose of
combating criminal offences in general.

This interpretation seems to dampen the strong reject for bulk
data retention expressed in the 2014 groundbreaking Digital Rights
Ireland decision. Nonetheless, a closer look could reveal not a back-
track but, rather, a new step in a continuous process of refining the
route, detailing the balancing exercise. The precise preliminary
rulings’ questions actioned by Member States allowed the Court to
apply the necessity and proportionality principles to heterogen-
eous contexts and to better explain the initial jurisprudence. This
seems to be confirmed by the more and more in-depth differenti-
ations the CJEU proposed in its recent case law between national
security and public security purposes, but also between targeted
and bulk retention; quick freeze and general and indiscriminate re-
tention; location data and IP addresses; serious and general crim-
inal offenses.

The described approach can be identified also in another
decision, released the same day of the La Quadrature Du Net
II decision and focused more on the procedural guarantees con-
cerning access to metadata: the Procura della Repubblica presso il
Tribunale di Bolzano (C-178/22) case. This judgment is based on the
request for preliminary ruling from the Tribunal of Bolzano - the
first one concerning data retention coming from Italy and
concluding with a CJEU decision — here, the Court reaffirms that,
considering the allocation of competences, the definition of crimes’
“seriousness” is in principle left to Member States. However, while
they can consider social realities and specificities, the perimeter of
“serious offenses” must comply with Article 15 ePrivacy Directive
(read in light of the Charter). This provision cannot thus be distor-
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ted by rendering the seriousness requirement “largely meaning-
less”, so that “access to data becomes the rule rather than the ex-
ception”. This important safeguard is confirmed by an additional
guarantee: the prior review by a court or an independent adminis-
trative body. In fact, these authorities should maintain the power
to refuse access to data if, in fact and notwithstanding the defini-
tion established by national law, the offence is manifestly not seri-
ous. This discretionary power ensures a more effective prior review,
which could take into account the specific case and “the
societal conditions prevailing in the Member States”.

These two judgments enter in what can be defined a gradual
“constitutionalization” path of mass surveillance elaborated by the
CJEU.! This path aims at translating core constitutional principles
into the data retention discipline and at introducing limits and
safeguards. Nonetheless, the outlined road is not immune to criti-
cism: the Court decisions suffer the specificities of the single case
evaluated and the questions referred by national courts, as well as
the vagueness — and the possible different interpretations — of
some affirmations and requirements (e.g. how can we determine if
the guarantees ensured make it “excessively difficult to identify ef-
fectively the perpetrator of a criminal offence”, as the judges said?).
Moreover, the very fragmented responses adopted by Member
States” to the CJEU case law could concretely impinge on the ef-
fectiveness of the Court’s efforts. The Italian example represents an
interesting case study.

The Italian road: an inevitable shortcut?

The CJEU jurisprudence opened a reform debate’ in several Mem-
ber States” (inter alia Belgium, Germany and the UK’ — before the
Brexit), leading to the rediscussion of national data retention and
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access regimes. Nonetheless, in Italy the political and judicial dia-
logue was almost non-existent. Italian courts mainly adopted “re-
assuring” interpretations of the supranational iurisprudence,() with
the purpose of preserving the admissibility of relevant evidence in
criminal proceedings. Only in recent times, particularly after
the HK v. Prokuratuur decision, the legislative and judicial attention
to national provisions’ compliance with EU law — and particularly
with CJEU principles - finally took off. In 2021, the Parliament ap-
proved significant modifications to Article 132 of the Privacy
Code.” This controversial Article disciplines the retention obliga-
tion imposed on service providers as well as the access to metadata
for security and investigative purposes. The 2021 reform intro-
duced for the first time the judge’s prior authorization for accessing
metadata and the definition of serious crimes legitimizing the ac-
cess by law enforcement authorities — offences punishable under
national law by a maximum term of imprisonment of at least three
years. Notwithstanding the introduction of more profound and un-
precedented safeguards, the Bolzano Tribunal raised doubts on the
compatibility of such provisions with the EU law, considering: i)
that the threshold of “seriousness” covered also offences causing
limited social disturbance; ii) that courts lack margin of discretion
to refuse the authorization on the basis of an actual evaluation of
the offence under investigation. The derived preliminary ruling, the
above-analysed Procura della Repubblica presso il Tribunale di
Bolzano CJEU decision, could lead to reinterpreting the current
metadata acquisition discipline in Italy.

While belated guarantees have been introduced on the access
side, it’s worth underlining that the data retention regime remains
still completely uncovered by legislative and judicial considera-
tions. Notwithstanding the objections raised by the Italian Data
Protection Authority® and several scholars’, the current legislation
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maintains a generalized and indiscriminate retention period of 72
months(!). In fact, Article 132 Privacy Code establishes a 24 months
retention for telephone metadata and 12 months for internet
metadata; however, the so called Legge Europea 2017'" extended,
in the aftermath of terroristic attacks in the EU, the retention
period only with reference to the fight of specific serious crimes
(i.e. terrorism, organized crime such as mafia). Since service pro-
viders cannot know in advance for what kind of offences law en-
forcement authorities would request access to data, they are de
facto obliged to retain metadata for the longest time period of 72
months, thus transforming the exception into general rule.

Moreover, the data retention provision does not establish any
form of targeted retention - i.e. geographic areas limitations — for
the purpose of combating serious crimes and preventing serious
threats to public security. This limitation could reveal inadequate
to tackle crimes - such as mafia — not characterized by a limited
area of intervention. Nonetheless, the Italian legislators and courts
always avoided questioning the legitimacy of the bulk retention re-
gime: this demonstrates a sort of reluctance towards the principles
established by the CJEU and confirmed also in the Spetsializirana
prokuratura (C-350/21) case. Such an approach seems to be based
on the belief that solid safeguards concerning the access phase are
sufficient to protect fundamental rights from unlawful and dispro-
portionate acquisition of personal information, without consider-
ing the bulk retention as a per se severe intrusion in the private
sphere.

A journey with a blurred destination?

During the last decade, the CJEU put significant efforts in
determining the limits of mass data retention and access to
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metadata. Nevertheless, the step by step — or case by case — path
outlined by the Court does not yet reveal a clear destination. It is
undeniable that the CJEU judgments prompted several Member
States to adopt more rights-oriented legislative reforms, introdu-
cing new relevant safeguards. At the same time, attributing to EU
judges alone the delicate task of mapping out the road towards a
“constitutionalization” of mass surveillance practices does not rep-
resent a long-term and effective strategy.

The inevitable margin of interpretation and definitory powers
left to Member States — also due to the peculiar EU institutional
architecture — allowed the creation of a fragmented regulatory
scenario: national solutions adapted only slowly, partially and re-
luctantly to the standards and requirements fixed by the suprana-
tional case law. The continuous dialogue between Member States
and the CJEU, as well as national courts and supranational judges,
often produced legal tensions, exacerbated by the clash between
pro-security approaches (by law enforcement authorities) and data
protection activists.'!

In this context, the EU legislators cannot stay silent: On the
contrary, they should come into play, promoting a serious
regulatory debate and de-escalating dangerous polarizations. The
divergent roads established by national policymakers should not
necessarily converge. However, a harmonization in terms of shared
basic principles and safeguards could finally help Member States
navigating the layered CJEU case law as well as identifying viable
concrete regulatory disciplines. Undoubtedly, attaining a political
compromise able to comply with the high standards set by Court’s
decisions and, at the same time, to be accepted at the national level
is, at this point, quite a hard task. And the recent advancements are
not encouraging: on the one hand the debate on a new ePrivacy
Regulation seems to be in a deadlock.'” On the other hand, the ser-
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ious concerns expressed by the EDPB on the last available Regula-
tion’s draft show the attempt of several States to water down and
rediscuss the CJEU case law’s principles.'® A trend that seems to be
confirmed by the affirmation of the EU High-Level Group on access
to data for effective law enforcement.'*

In this scenario, the long and winding data retention road that
leads Member States to the CJEU door will probably never disap-
pear, taking up once again The Beatles’ song. And the stakes are
high, especially in a context characterized by technological ad-
vancements that made reality the creation of biometric data scrap-
ing on the web, social scoring systems and emotion recognition
based on vast retention and processing of personal data. As Rodota
strongly highlighted, “we may believe that we are only discussing
data protection; in fact we are dealing with the destiny of our so-

cial organisations, their present and — above all - their future”."’
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s widely known, the retention of metadata constitutes an es-
A sential tool in the context of the fight against terrorism and,
more broadly, serious crime. This analysis focuses on a comparison
between two “giants” under the perspective of metadata retention
for security purposes, i.e. Europe and the United States, and high-
lights some challenges that arise therefrom.

To look at recent developments, on 30 April 2024, the European
Court of Justice (ECJ) has ruled again on metadata retention in La
Quadrature Du Net II (C-470/21). The Court determined that, al-
though metadata retention cannot be set aside as it is pivotal to
ensure well-working preventative strategies against transnational
crime, further guarantees need to be ensured, e.g. keeping IP ad-
dresses separated from civil identity data. Hence, it appears that
the European Union (EU) is increasingly affirming itself as the
main actor in the tricky balance between security, on the one hand,
and human rights - such as privacy and data protection — on the
other.

However, metadata retention is useful and effective only inso-
far as similar measures and standards are adopted throughout as
many countries as possible. Specifically, it is essential that at least
the “two sides” of the Western world, namely Europe and the
United States, ensure well-working cooperation and similar levels
of protection in this concern. Hence, a comparison between the two
is very useful in order to make some considerations on this point.

The European scenario: An endless fight between the ECJ and
national lawmakers

In the EU context, the ECJ has repeatedly ruled on metadata reten-
tion, not only with the landmark decision Digital Rights Ireland
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(C-293/12 and C-594/12) in 2014 and subsequent judgments, such
as Tele2 Sverige (C-203/15) in 2016, but also with the more
recent La Quadrature Du Net II judgment (2024), mentioned above.
In these rulings, like in other ones addressing other aspects of the
balance between security and privacy rights (e.g., Opinion A-1/15,
issued in 2017 and concerning the collection and retention of Pas-
senger Name Record data), the Luxembourg Court has taken a pro-
gressively more realistic and pragmatic stance, as remarked by
scholars.! As a matter of fact, through the time the Court has
validated mass surveillance and accepted it as a conditio sine qua
non to be introduced in any public security strategy. Yet, the judges
have not renounced to reaffirm safeguards that, particularly if one
looks at the recent decision, are framed in a more and more tech-
nical and precise way, taking into account even refined technicalit-
ies, as remarked by Formici’s analysis in this book.

Against this background, domestic lawmakers seem not to be
convinced that a balanced attitude in the security vs. privacy
conundrum is the way to go: Many of them - Italy, with its 72
months retention period, is a patent example - rely on metadata
retention regimes that are at least dubious - to use an euphemism
— from the perspective of the principles enshrined in the EC]’s case
law concerning surveillance.

This holds true not only for EU Member States. In fact, even if
one looks at countries that are formally outside the EU, but play a
relevant role in the European scenario, the situation is worrying.
Let us just consider the United Kingdom (UK) — no longer an EU
Member State, after Brexit, but surely an essential actor in the
keeping of security. The UK, in spite of several supranational de-
cisions sanctioning or condemning some aspects of its surveillance
schemes (see, e.g., the Big Brother Watch and Others v. the United
Kingdom judgment (Appl. nos. 58170/13, 62322/14 and 24960/15)
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by the European Court of Human Rights and the Privacy
International judgment (C-623/17) by the ECJ), keeps quite worri-
some bulk of interception provisions under the Investigatory
Powers Act 2016 c. 25.7 For instance, rules on court authorizations
are poor and the provisions on foreign surveillance are drafted very
widely, so as to leave discretion to governmental authorities as to
their scope.®

In sum, a quite divisive situation exists in Europe. Courts, espe-
cially the supranational ones, try to guarantee a well-thought-out
attitude. Lawmakers, instead, give crucial importance to the secur-
ity side of the binomial, and consequently they do not renounce to
bulk and indiscriminate surveillance, including but not only
through the use of communication metadata. Nevertheless, the
very existence of such a dialogue (or maybe it would better be
defined as a tug-of-war) between courts and lawmakers is a sign of
sound “counter-limits” to the action of political bodies that, by
their very nature, tend to be inclined towards security when it
comes to the protection of their citizens and institutions.

The US scenario: A driver for the lowering of standards?

In the United States, the starting point in the field of the relation-
ship between security and rights as privacy and data protection is
very different from the European one. This is due to several factors
that are inherent in the US legal system, the pertinent legal frame-
work, as well as legal culture.

First, the Fourth Amendment — from which privacy rights are
inferred - is deemed to be recessive when other needs are at stake,
among them is security. If one considers the interpretation given
by courts, the circumstances where warrants can be excluded or re-
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duced are almost more than the ones where they are considered
essential.”

Second, and related to the above-mentioned aspect,
the well-known third-party doctrine, according to which a person
has no reasonable expectation of privacy when he/she voluntarily
shares information with others. This doctrine allows an almost full
“liberalization” of data that individuals give to a variety of entities,
and the jurisprudential stance on this doctrine is still quite
consolidated, with few to no exceptions.

Third, when the tech industry is involved - like in the case of
metadata surveillance, since cooperation of communication service
providers with public authorities is central — the United States tend
to embrace a very “libertarian” stance, more oriented towards the
market than towards the protection of users’ rights. This is mani-
fest, among others, in the scarce regulation of the technology mar-
ket in general, which then results in self-regulation by the industry.

All these features are clearly visible in the context of metadata
retention. Not only were the United States among the pioneers of
this practice, with the controversial Section 215 of the 2001 USA
Patriot Act, extended several times and then incorporated into the
USA Freedom Act in 2015; they also passed the Cloud Act in 2018,
according to which US federal authorities can access the data
stored by any US company, among others for the purpose of crime
prevention. In effect, the Cloud Act applies extra-territorially, since
there is no need that the company’s servers are based in the United
States.

At the same time, US courts have not taken firm stances against
indiscriminate metadata retention carried out without strong guar-
antees. Indeed, the federal Supreme Court, when called to rule on
access to communication metadata, remanded the case back to the
lower court to be dismissed (see the 2018 Microsoft Corp. v. United
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States’ judgment, referred to a case originated before the enact-
ment of the Cloud Act but settled shortly after the Act had been
published).

Thus, in contrast to the European scenario, the US context does
not see a strong role of courts trying to contain the drifts of the
lawmakers, which, as a consequence, become significantly more
worrying than on the European side. Additionally, recent electoral
results in the United States might bring to an even more concern-
ing situation.

Moreover, given the extra-territorial effects of metadata
retention, but also of the fight against terrorism, which is a
transnational crime, the implications of the US legal regime on
cross-border standards of privacy protection are noteworthy. While
the European system is more protective, there is indeed little to do
when US law enforcement authorities request access to metadata
on European servers based on the more intrusive US laws. It is true
that also EU standards apply extra-territorially and the Brussels ef-
fect has its own weight. The Brussels effect can be defined as the
influence of EU law even outside of the EU borders, implying that
also non-EU countries may end up having to comply with EU
norms due to the necessity to keep relationships with EU
countries.’ Nevertheless, given the significance of the United
States on the technology market, the prevalence of its (legal)
standards based on its market position is not to be excluded and
would need to be opposed, e.g. through strong courts’ stances in fa-
vor of privacy, in order to restore a well-balanced global context.

Some concluding considerations

The presented background is not intended to give a totally
pessimistic vision, arguing that human rights standards will neces-

153



Data Retention in a Cross-Border Perspective

sarily be reduced due to the economic predominance of the United
States. Rather, the analysis warns against the risk of a sort of “re-
verse Brussels effect”, and claims that efforts should be made to
avoid that the economic power of the United States brings to a
lowering of privacy standards when it comes to metadata surveil-
lance. In order to do so, European authorities should engage in
careful and in-depth review of the standards adopted in the United
States — and in any other third country with which the EU ex-
changes data. The recent review by the EU Commission on the im-
plementation of the US Data Privacy Framework (DPB) seems to go
in this direction.”

On a more institutional note, this comment shed light on how
essential the role of courts is in the striking and keeping of a
balance between security, undeniable to ensure the survival of our
societies, and human rights, essential if such societies are willing
to be considered as “democratic”.
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owadays, data is mostly collected not by state actors but by

businesses. To make use of the data amassed by these com-
panies, law enforcement authorities often oblige them to hand over
their records. To ensure that the companies actually collect (and do
not delete) the most useful data for these authorities, legislators
have put retention obligations into place. However, only very spe-
cific data is subject to such retention, while most data is stored by
companies due to their own economic interest. For the purposes of
a general surveillance account, this begs the question if data
collected by state actors (such as airline passenger name records
[PNR]") should be treated differently. While many are concerned
with the latter, the potential threats these private data pools pose
for the exercise of fundamental rights are often overlooked. In any
case, a general surveillance account requires more empirical data
on the exercise of surveillance powers in order to provide a com-
plete picture of the level of surveillance in a society.

Preventing total surveillance

The recent CJEU decision La Quadrature Du Net II (C-470/21) on
data retention has brought back some peoples’ dream of data re-
tention obligations for telecommunications traffic data.” The Ger-
man history of data retention goes back more than 14 years: In its
2010 data retention judgment, the German Federal Constitutional
Court held traffic data retention to be generally permissible” — the
caveat being very strict thresholds for the laws governing the re-
tention. One of the requirements that follows from the judgment is
what is dubbed an “Uberwachungsgesamtrechnung” (hereafter
“general surveillance account”). According to the judgment, such
an account entails that the German parliament needs to consider
already existing data collection procedures before enacting new
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mass data collection measures. The court deemed this necessary to
prevent an Orwellian dystopia where the government is able to
capture all the activities of citizens.* In the aforementioned 2010
data retention judgment, the German constitutional court con-
siders this prohibition of total surveillance to be part of the consti-
tutional identity which not even EU legislation can supersede.’
Thus, the general surveillance account is necessary to ensure the
persistence of Germany’s constitutional identity. In a time where
private actors have amassed some of the largest data pools, this
begs the question what it takes for the general surveillance account
to adequately consider private data pools.

Since 2010, the general surveillance account has emancipated
from this specific context to be a tool to assess surveillance
measures conducted by German security authorities more
generally.® A general surveillance account should feature a normat-
ive evaluation of the relevant surveillance measures alongside an
empirical survey.” The normative dimension allows for an assess-
ment of the possible intensity of a measure, while the empirical
evaluation aims at assessing their intensity in practice, i. e. how
often the relevant measures were conducted. Both are essential to
account for the general level of state surveillance in a society.

Whether the data was collected because of a retention obliga-
tion could be an important factor for determining the possible in-
tensity of a measure, i. e. the normative evaluation. This question
explicitly extends to all kinds of data pools, even though the public
discussion is often focused on telecommunications traffic data re-
tention alone.® Especially with the rise of social media, data
collected by online platforms has grown to be more and more im-
portant to law enforcement authorities.’

In order to examine how a general surveillance account can ac-
count for private data pools, we will first examine the types of data
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the concept of “data retention” encompasses. Next, we take a crit-
ical look at whether it is justified not to treat private data pools as
data retention. Lastly, we analyse what needs to be done to enable
an effective general surveillance account, accounting for private
data pools.

It’s not just telecommunications data

In the German context, the term “data retention” or “Vorratsdaten-
speicherung” refers to the precautionary storage of personal data
concerning telecommunications traffic without a specific indica-
tion. If necessary, the stored data might be used at a later date for
purposes not yet foreseen. This is due to the fact that the German
constitutional court developed its jurisprudence on the matter in
its 2010 judgment mainly against the backdrop of telecommunica-
tions traffic data retained by service providers as required by the
law transposing the Data Retention Directive 2006/24/EC."°
However, even in this judgment, the court held that
telecommunications traffic data retention could pave the way for
further pre-emptive data collection,'’ thus recognising that data
retention in other fields is conceivable. Bearing this in mind, it is
not surprising that also the CJEU often refers to its own decisions
on PNR data in its rulings on data retention (see e.g. La Quadrature
Du Net I (C-511/18) paras. 115 seq., 130 seq.).

Indeed, in practice, data is also retained in other fields and by
other means. Examples include customer and usage data stored by
digital and postal services providers for operational purposes,
which can be requested by law enforcement authorities under cer-
tain circumstances (e.g. Sec. 40 para. 2 and Sec. 50 para. 2 of the
German Federal Criminal Office Act), as well as PNR data and fin-
ancial data, which are collected by airlines or banks respectively
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and transmitted to the designated national data processing author-
ity (e.g. Sec. 2 of the German Passenger Data Act and Sec. 24c of the
Banking Act). Therefore, a general surveillance account must also
consider those other kinds of privately gathered data.

Public and private data retention

The pivotal point of the debate around data retention is the obliga-
tion of private actors to store certain data. The mere storage
already constitutes an interference with fundamental rights, such
as Articles 7 and 8 CFR, Article 8 ECHR as well as Article 2 sec. 1
and Article 1 sec. 1 German Basic Law. Additionally, the funda-
mental rights of a person are also affected when data is retrieved by
law enforcement authorities.

Data retention obligations could therefore indeed increase the
intensity of surveillance on an individual. As a result, the laws gov-
erning the retrieval of data from data pools for which data reten-
tion obligations exist (e.g. telecommunication service providers, cf.
Sec. 172 (1), 176 German Telecommunications Act) could be con-
sidered more intense than those governing the retrieval of data
from services where there are no retention obligations, e.g. digital
services providers. The latter ones only store data for their own
purposes.

When data retention obligations exist, the state can assume
that the relevant data is stored, and it can reliably access the data
at any time. This differs from an — from the state’s point of view —
“arbitrary” retention of data by digital services providers for com-
mercial purposes.

However, taking big social media platforms and search engines
into account draws a different picture. Most of these services store
customer data in their own economic interest.'” In some cases, the
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data might be necessary to operate the company. For example, Net-
flix stores user data for billing purposes'® and Facebook stores it to
display it to other users and run advertisements.'* In others, the
data has an economic value, as it can be sold and data dominance
also means market power."’

In these cases, the state authorities can rely on the fact that the
providers store data on a large scale. Digital services providers are
also likely to store more data than telecommunications providers
and instead of a few months, as provided for in the time limits of
Sec. 172 of the German Telecommunications Act, the data is often
stored for several years.'®

This means that even when digital services store data only for
their own interest, law enforcement authorities can still access this
data at virtually any time. In the end, the retention of data by di-
gital services is just as intense for the individual as the retention of
data by telecommunications providers.

However, other digital services have made privacy their busi-
ness model (like Signal) and only store data which is absolutely ne-
cessary for the service. In these cases, law enforcement authorities
can only access little to no data without retention obligations.
Consequently, only when data retention obligations are in place
can law enforcement authorities expect a minimum amount of
data.

Assessing surveillance requires empirical data

Common to the different kinds of data retention is that access to
stored data by law enforcement authorities touches upon the fun-
damental rights of the data subjects. Be it as a retrieval of privately
stored data or as a change of purpose when accessing data stored
by state authorities, the access to data constitutes a new interfer-
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ence. Data retention in itself does not create additional knowledge
for law enforcement authorities, but data access does. It is there-
fore essential that a general surveillance account focuses on data
access. However, the (generally) increased quantity and quality of
data can be accounted for with a higher intensity scoring of the rel-
evant measures when performing the legal analysis of surveillance
powers.

Next to the normative analysis, the general surveillance ac-
count still requires — as explained above - empirical data on the
frequency of data access in order to provide a full understanding of
the total amount of surveillance in society.'” Quantitative data on
surveillance powers is quite scarce, however. While there are re-
porting obligations for certain forms of surveillance - e.g. Section
101b of the German Code of Criminal Procedure requires reporting
on telecommunication monitoring — there are significant gaps in
the reporting requirements for many other measures. Constitu-
tional jurisprudence by the German Federal Constitutional Court
explicitly requires reporting obligations only for specific measures
that interfere with fundamental rights in a particularly intense
manner. "

A call for more empirical data about surveillance measures

This line of jurisprudence requires some revision in light of the
general surveillance account. Without sufficient empirical data it is
impossible to create a meaningful image of the total amount of
surveillance within a society. The concept of measuring the extent
of surveillance is derived from the constitutional imperative of pre-
venting the total monitoring of society.'’ In a series of rulings, the
Federal Constitutional Court has held that surveillance powers
must be coordinated in a way that prevents one person from be-
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coming the subject of complete surveillance through the exercise
of powers by different law enforcement and intelligence
authorities.”’ This concept can be extended to the broader context
of the general surveillance account, which is also based on the idea
of preventing total surveillance. It is the responsibility of the state
to coordinate all surveillance powers in order not to exceed the
permittable level of surveillance in a society.”’ As previously
stated, this requires not only a normative analysis but also a
quantitative analysis of the exercise of surveillance powers. Cur-
rently, this coordinative duty cannot be fulfilled with the available
empirical data.

It is the shared responsibility of the legislator and law enforce-
ment authorities to ensure compliance with constitutional
requirements.’” Consequently, the legislator should introduce
more reporting obligations for the exercise of surveillance powers
and security authorities should - proactively — improve their in-
ternal monitoring of the exercise of competencies. Based on such a
solid empirical foundation, a complete general surveillance
account becomes possible.

163



Testing the Waters of Private Data Pools

References

1. See Directive (EU) 2016/681. On the Use of Passenger Name Record (PNR) Data for
the Prevention, Detection, Investigation and Prosecution of Terrorist Offences and
Serious Crime, 27 April 2016.

2. See the contribution by Joachim Herrmann in this book.

3. German Federal Constitutional Court, (1 BvR 256/08, 1 BvR 263/08, 1 BvR 586/08),
Judgment of 2 March 2010.

4. German Federal Constitutional Court, (1 BvR 256/08, 1 BvR 263/08, 1 BVvR 586/08),
Judgment of 2 March 2010, para. 211 et seq.

5. German Federal Constitutional Court, (1 BVR 256/08, 1 BVR 263/08, 1 BvR 586/08),
Judgment of 2 March 2010, para. 218.

6. Bundesministerium der Justiz, ‘Startschuss fiir die unabhingige wissenschaftliche
Untersuchung der Sicherheitsgesetze (Pressemitteilung Nr. 2/2024)’ (10 January
2024),
https://www.bmj.de/SharedDocs/Pressemitteilungen/DE/2024/0110_Ueberwachung
sgesamtrechnung.html.

7. Ralf Poscher and Lukas Landerer, ‘Uberwachungsbarometer fiir Deutschland - Ein
Modellkonzept’ Friedrich-Naumann-Stiftung fiir die Freiheit (26 January 2022),
https://shop.freiheit.org/#!/Publikation/1168.

o]

. As already observed by Ralf Poscher and Michael Kilchling, ‘Zwei Jahrzehnte nach
9/11 — Hochste Zeit fiir ein empirisch basiertes Monitoring staatlicher
UberwachungsmafRnahmen’ (2022) Verfassungsblog.

Ne)

. Matthias Becker, ‘Fundgrube fiir Fahndungsdaten: Wie die Polizei soziale
Netzwerke nutzt’ Deutschlandfunk (26 May 2018),
https://www.deutschlandfunk.de/fundgrube-fuer-fahndungsdaten-wie-die-polizei-
soziale-100.html.

10. Bundesgesetzblatt (Nr 70/2007), ‘Gesetz zur Neuregelung der
Telekommunikationsiiberwachung und anderer verdeckter Ermittlungsmafnahmen
sowie zur Umsetzung der Richtlinie 2006/24/EG’ (21 December 2007).

. German Federal Constitutional Court, (1 BvR 256/08, 1 BvR 263/08, 1 BVR 586/08),
Judgment of 2 March 2010, para. 218.

12. Meta, ‘Privacy Policy’ (14 November 2024),
https://www.facebook.com/privacy/policy/.

1

—_

13. Netflix Services Germany GmbH, ‘Privacy Statement’ (17 April 2024),
https://help.netflix.com/en/legal/privacy.

14. Meta, ‘Privacy Policy’ (14 November 2024),
https://www.facebook.com/privacy/policy/.

166


https://www.bmj.de/SharedDocs/Pressemitteilungen/DE/2024/0110_Ueberwachungsgesamtrechnung.html
https://www.bmj.de/SharedDocs/Pressemitteilungen/DE/2024/0110_Ueberwachungsgesamtrechnung.html
https://shop.freiheit.org/#!/Publikation/1168
https://www.deutschlandfunk.de/fundgrube-fuer-fahndungsdaten-wie-die-polizei-soziale-100.html
https://www.deutschlandfunk.de/fundgrube-fuer-fahndungsdaten-wie-die-polizei-soziale-100.html
https://www.facebook.com/privacy/policy/
https://help.netflix.com/en/legal/privacy
https://www.facebook.com/privacy/policy/

15.

16.

André Bartsch, Johanna Fink Jakob Mutter, Marc André Bovermann & Isabelle Weiss

Bennett Cyphers, ‘Google Says It Doesn’t “Sell” Your Data. Here’s How the
Company Shares, Monetizes, and Exploits It.” Electronic Frontier Foundation (19
March 2020), https://www.eff.org/de/deeplinks/2020/03/google-says-it-doesnt-sell-
your-data-heres-how-company-shares-monetizes-and.

Meta, ‘Privacy Policy’ (14 November 2024),
https://www.facebook.com/privacy/policy/.

17. Ralf Poscher and Michael Kilchling, ‘Zwei Jahrzehnte nach 9/11 — Hochste Zeit fiir

18.

19.

20.

2

—_

22.

ein empirisch basiertes Monitoring staatlicher UberwachungsmafRnahmen’ (2022)
Verfassungsblog.

German Federal Constitutional Court, Bestandsdatenauskunft II (1 BvR 1873/13, 1
BVR 2618/13), Order of 27 May 2020.

German Federal Constitutional Court, (1 BvR 966/09, 1 BvR 1140/09), Judgment of
20 April 2016.

German Federal Constitutional Court, (2 BvR 581/01), Judgment of 12 April 2005;
German Federal Constitutional Court, (2 BvR 543/06), Judgment of 11 May 2007;
German Federal Constitutional Court, (1 BvR 966/09, 1 BvR 1140/09), Judgment of
20 April 2016; German Federal Constitutional Court, (2 BVR 916/11, 2 BvR 636/12),
Judgment of 1 December 2020.

. German Federal Constitutional Court, (1 BvR 966/09, 1 BvR 1140/09), Judgment of

20 April 2016.

German Federal Constitutional Court, (1 BvR 966/09, 1 BvR 1140/09), Judgment of
20 April 2016.

167


https://www.eff.org/de/deeplinks/2020/03/google-says-it-doesnt-sell-your-data-heres-how-company-shares-monetizes-and
https://www.eff.org/de/deeplinks/2020/03/google-says-it-doesnt-sell-your-data-heres-how-company-shares-monetizes-and
https://www.facebook.com/privacy/policy/




Thomas Christian Béichle

New Media, New Data and a Dark Foreboding

Surveillance as Observation, Simulation, and Weapon



https://verfassungsblog.de/new-media-new-data-and-a-dark-foreboding/




Thomas Christian Bdchle

he last two decades have seen major changes in surveillance
T practices; there has been a shift in focus from state power and
control to big tech corporations and monetisation. What we are
currently witnessing is yet another shift, which is establishing sur-
veillance practices as a means of hybrid warfare. Surveillance can
be used as a weapon, and not just in military contexts. The Al-
driven vision of accessing what people think and feel might seem
harmless in comparison, but it may turn out to be a much more
powerful sword.

Surveillance practices old and new

From the 18th century, surveillance was a mainly a state-run
endeavour, utilised for administrative purposes, to exercise control
and power. Previous surveillance technologies were limited by
today’s standards, as not every action was photographed or filmed,
not every conversation recorded. Part of its efficiency was derived
from a nimbus of perceived pervasiveness, a variation of the pan-
opticon effect that today is framed as a “chilling effect” in legal dis-
cussions: you did not know if there was someone listening in on
your phone call, but the possibility that someone could potentially
be listening made you already change your behaviour.

With the astonishing rise of digital platforms, there has been a
considerable shift in surveillance practices: who does it, how do
they do it, and why?' Large corporations offer services that produce
data sets that are in turn used for monetisation. The power dynam-
ics heavily favor a form of surveillance-based capitalism. Search
engines, content-providing platforms and social media — each step
that is taken on there is constituted in data and leaves data behind.
As more and more parts of our lives are constituted by and lived
within data, this type of surveillance is almost all-encompassing.

m



New Media, New Data and a Dark Foreboding

Its main objective is not, in essence, political; the power exercised
over users lies in the extraction of data and the manipulation of be-
haviours with the ultimate goal of making money.” Despite being
aware that all communications are recorded and analysed, the ma-
jority of people accept it, ignore it or see a greater benefit in the
free services they consume.

Of course, states are keen on obtaining this data, as it is in-
formation that is so available and tempting. Proposals by EU
policy-makers to make providers automatically analyse messenger
data in order to scan for illegal content is one recent example of
this desire.” In light of more general drift towards democratic back-
sliding that can be observed in the US and EU member states, the
combination of universal datafication, the targeting of individuals
and the dissolution of the state/corporate boundary in times of
autocratic tendencies seems like quite the dark triad of surveillance
practices.

Weaponising surveillance

This dark triad points to yet another shift, the weaponisation of
surveillance. Pegasus, a spyware tool offer by the Israel-based NSO
Group, describes itself as offering cyberintelligence to help govern-
ments fight terrorism and crime. In practice, it works by infiltrating
an individual phone - for example, via messenger services —
enabling the spyware to harvest any data that is produced (con-
tacts, communications, contents). Even though it is marketed as a
tool to prevent or investigate terrorism and crime, this type of
intelligence gathering can be used for targeted attacks against in-
dividuals for political gain. Using knowledge about individuals —
such as journalists or political opponents — to threaten or black-
mail them is an effective and low-effort strategy for weaponising
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surveillance. Rather than running their own intelligence efforts,
state actors and agencies have found themselves in the role of
customers of private companies that offer their exclusive spying
services to them. Given that, in democratic systems, this is being
conducted under the label of fighting crime and countering terror-
ism, these highly invasive measures can happen largely outside of
legal oversight.

This is even more so the case when digital surveillance is used
in open conflicts for automated information gathering and target
selection, as it is reportedly being done in Russia’s aggression
against Ukraine as well as in the Israeli strikes against Gaza follow-
ing the Hamas attacks on October 7, 2023. According to journalistic
accounts, Israel’s Lavender system reportedly used surveillance
data to identify terrorists and Hamas operatives.” To take another
example, the Palantir system - as envisioned and promoted by the
company - promises a natural language interface that aggregates
all available data to boost situational awareness in conflicts, to
analyse the possible and most effective courses of action, and to
make corresponding recommendations. Some of this functionality
is being used and applied in Ukrainian efforts against the Russian
invaders.

In more abstract terms, these practices of weaponised
surveillance are also rooted in the platform-derived techniques of
datafication, profiling, targeting and recommending. The core dif-
ference, however, is that the probabilistic score does not denote po-
tential customers or users who are susceptible to ads, but enemy
combatants or terrorists. The data-rich networked and
platform-based type of warfare is reflective of what goes under the
label of hybrid warfare. What often gets overlooked is that this hy-
bridity also entails a dissolution of established conceptual bound-
aries: Are the actors state, private or corporate ones? Are they mil-
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itary or civilian? What about the use of technologies? And, above
all: At what point are nations at war with each other? How can we
still discern this most blurry line?

Expanding the purposes and objects of surveillance

These blurring boundaries also change the foundation of what sur-
veillance practices are or entail. Take, for example, the idea of
“autonomous weapons”, often simply envisioned as killer robots or,
in more nuanced approaches, as unmanned vehicles, equipped to
select and engage targets without human intervention. When the
conceptual basis for surveillance is conceived of as a combination
of data collection, automated data analysis, pattern recognition
and recommended actions as described above, yet another bound-
ary becomes blurry: Are we dealing with a relatively innocent prac-
tice of information gathering or intelligence, or should these types
of surveillance rather be understood as an “autonomous weapon”
in their own right, as the step from recommendation to actual
decision can be quite a small one?

The changing purposes of surveillance have been accompanied
by an increasing expansion of the objects of surveillance.

The first expansion is rooted in the belief that the future can be
observed in the present. Observation practices such as intercepting
phone conversations or video surveillance are based on the pretty
straightforward notion of seeing what people actually do. Tech-
niques such as profiling and probability-based extrapolations of
likely future behaviours create the idea of observing what has not
happened yet. In other words, surveillance becomes simulation. It no
longer just looks at simply the things that people do - their
actual movements, search queries, contacts and communications.
It is concerned with what people will, it is assumed, likely do in the
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future based on the statistical proximity to particular groups con-
veyed by certain markers, such as affiliation with the purely
mathematical-fictional unit of “persons who behaved similarly in
the past”. As a side effect, the individual is no longer the undivid-
able object of surveillance. What is under surveillance is an indi-
vidual’s complex entanglements with a profile: the in-dividual is
split into identity markers such as gender, race or age, group
affiliations of behavioural patterns.

The second expansion is based on developments in media and
interface technologies that sell the idea of accessing what people
think and how they feel. When using and navigating our smart
phones, smart speakers, smart homes or smart watches, we are no
longer limited to purely text-based interactions. We use our voices,
gestures and facial expressions — and in doing so we inadvertently
help produce unprecedented amounts and types of data. In allow-
ing more direct interactions, the new interfaces access knowledge
on social dynamics or emotional states by tracking natural lan-
guage, non-verbal interactions with the machine and with each
other while the device conveniently keeps on recording couple or
family dynamics. Applications such as avatar friends or bots
specifically target our social and emotional needs — and in doing so
elicit more and more data in these areas.

Besides the idea of observing future behaviours, the aggrega-
tion and analysis of data that seemingly captures the social and
emotional realities of those surveilled, promotes a fairly recent
technological imagination: observing the inside of people’s minds
- emotions, attitudes, beliefs — accurately (a recurring imagination
if you look at the historical example of the polygraph®). The con-
sequences of this development are becoming particularly note-
worthy and consequential in the field that brands itself as emotion
analytics.
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A dire premonition: The Surveillance of what people think and
feel

The premise of so-called affective computing and emotion
analytics is to make human affect and emotion machine-readable
in an effort to improve human-machine interactions by paying par-
ticular attention to those elements that also play a huge role in
communication and interactions between humans. Gestures and
movements of the body, facial expressions or speech patterns in
natural language use are converted into computable data sets. The
use of anthropomorphic design elements, interactive bots or
human-like social robots offer interfaces that cue humans to make
more use of non- and paraverbal modes of communication. While
these goals wunderline particular functional benefits in
human-machine interactions, emotion analytics and affective com-
puting - when combined with the shifting of the surveillance prac-
tices discussed above — also induce a sense of foreboding.

As we have seen, surveillance as simulation does no longer
limit itself to what people actually do but what they are virtually
about to do in a probabilistic future. Computing affect and emotion
creates a surveillance practice that expands to human thoughts and
feelings. At least, this is the promise of emotion analytics. In real-
ity, it further dissociates the object of surveillance, its referent,
from the surveillance technique that claims to make it visible. The
reason for this is that the epistemological foundations for the ana-
lysis of emotions are highly questionable. In many cases, they rely
on a particular dictionary of emotions that is able to translate what
can actually be observed into the corresponding mental states be-
hind this symbolic code. The notorious FACS model - facial action
coding systems — converts visible muscle movements in a human’s
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face into corresponding emotions. It still offers one of the most
popular taxonomies for the analysis of emotions based on visually
traceable data, not least because of its almost simplistic imple-
mentation of machine-readability. The foundations of this conver-
sion of facial expression into knowledge about a human’s emotions
are highly questionable: it neglects social and cultural contexts, as-
sumes the universality of emotional expression and is partly based
on a hyperbolic and almost comical system of representation.’

Despite the likelihood of creating a fair amount of empirical
artefacts, the analysis of emotions or affects within the power dy-
namics of current surveillance practices might develop a mighty
knowledge of its own: Surveillance as simulation and imputation. If
programmers of surveillance techniques define situations as real,
they become real in their consequences (here, I am corrupting the
Thomas theorem a little for the sake of argument). The emotion-
surveillance technique creates an affect-laden subject with
attendant simulation knowledge on thoughts and feelings. This is a
real risk, as the models even claim to detect emotions that the sub-
ject is trying to hide.

A Took ahead

If the current developments promoted by private companies are
any indicator of what state actors will soon be eager to trace, track
and potentially utilise for political reasons or policing in
authoritarian systems, the mere idea of affective computing and
emotion analytics is a dire premonition of what is to come. This
outlook is further substantiated by the mass implementation of
Al-based emotion recognition tools, which is already happening in
China.
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This type of surveillance produces knowledge that not only
claims to reveal what people are likely to do in the future but also
what they feel and think, paired with the promise of reading the ac-
tual truth behind the fake emotion — as one surely can always feign
the right attitude or required ethos. The consequences of this
epistemological bending are potentially grave. The Al-powered
machine reading tool can quite easily be framed as generating im-
partial and objective knowledge about disloyal mindsets and atti-
tudes that are in need of sanctioning or prosecution. This might
even mark the return to a form of criminal law that is
attitude-based rather than act-based. The mere thought of com-
mitting an illegal act might after all be something that violates the
law.
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Ithough digital anonymity is associated with a wide range of
Aopportunities and is important for natural persons, it also
harbors risks and can stand in the way of successful criminal pro-
secution - digital anonymity should therefore be granted within
limits.

The right to respect of private and family life (Article 7 of the
Charter of Fundamental Rights of the European Union (CFR)), as
well as the right to protection of personal data (Article 8 CFR) are
of fundamental importance for natural persons. This is not only a
subjective perception but is also reflected in an empirical study the
Fraunhofer Institute for Secure Information Technology
conducted.' This empirical study shows not only the importance
for the participants to decide for themselves (to the greatest pos-
sible extent) which pieces of personal information they disclose to
whom, but also the importance of anonymity to natural persons.
However, since life is increasingly taking place online, (supposed)
anonymity can also be exploited to spread hate, discriminatory
content, and fake news. Thus, in the digital age, anonymity also
harbors risks. Considering these risks, the European Court of
Justice (ECJ), has (contrary to its previous case law’) opened the
door to data retention in Europe and thereby restricted digital
anonymity with the decision La Quadrature Du Net II (C-470/21) in
focus here. This contribution therefore discusses whether and to
what extent individuals should be granted a right to anonymity in
the digital age.

Anonymity in the digital age
Recital 26 of the General Data Protection Regulation (GDPR, Regu-

lation (EU) 2016/679) states that anonymous data is “information
which does not [or no longer] relate to an identified or identifiable
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natural person”. Hence, according to the GDPR anonymous data is
the opposite of personal data and anonymity is given if no natural
person can be identified based on the processed
information.’ Taking into account the wording of recital 26 GDPR
as well as the case law of the ECJ in Mircom International v. Telenet
BVBA (C-597/19) a factual and (mostly) relative understanding of
the term anonymity must be assumed.” Whether data is
anonymous or not thus depends on whether the identification of
natural persons is de facto impossible, in particular due to excessive
effort required for identification. Since only the knowledge of those
parties who have lawful access to the (supposedly anonymous) data
is likely to be used in the sense of recital 26 GDPR - provided an
unlawful access to the data is made sufficiently unlikely by tech-
nical and organizational protective measures — their knowledge is
the decisive factor for whether the data can be considered
anonymous from a data protection point of view.

However, even if data are not considered generally anonymous
from a data protection point of view, they can still be anonymous
relatively to certain persons. On the internet, for instance, natural
persons can usually be identified by their IP address (even if they
do not actively disclose any personal information). Therefore, on
the internet, general anonymity does not exist from the
perspective of data protection law. However, identification by an IP
address is subject to certain legal requirements (e.g. suspicion of a
criminal offense committed in or with help of the internet), so that
identification by an IP address is neither always possible nor pos-
sible for everyone. Hence, anonymity on the internet still exists rel-
atively to certain persons. For example, a social media user who
only uses a pseudonym as well as non-identifying images and in-
formation may be anonymous in relation to other internet users,
while simultaneously, in the event of a criminal offense, can be
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identified by law enforcement authorities. In Germany, for ex-
ample, in the event of a criminal offense, law enforcement author-
ities can use the IP address (including time stamp) to request
information from the telecommunications provider as to whom the
relevant IP address was assigned to at the time in question (8§ 100j
(2) of the German Code of Criminal Procedure).

Opportunities of anonymity in the digital age

Even though anonymity on the internet usually only exists
relatively to certain persons, such relative (and subjectively per-
ceived) anonymity is important to natural persons. This is shown
by an empirical study the Fraunhofer Institute for Secure Informa-
tion Technology conducted with 100 individuals from Germany.’ In
this study, 83% of the participants stated that they would
(whenever possible) prefer the use of anonymized data originally
concerning them to the use of their personal data. Reasons for this
include, among others, the fact that anonymity makes some of the
participants feel less observed (stated by 77% of the participants
with at least “tend to agree”) and safer (stated by 71% of parti-
cipants with at least “tend to agree”).

On the internet, anonymity enables the construction and ex-
ploration of (online-)identities® and creates a space for expression
and (self-)representation.” Therefore, it bears the potential for in-
ternet users to exercise their rights and freedoms without restric-
tions. This is particularly important for vulnerable groups, such as
children or minorities, who are particularly affected by hate speech,
discrimination, and other offenses. Because of the anonymity they
enjoy online, they are less likely to experience hate, discrimination
or other abuse when expressing (political) opinions and views.®
Furthermore, anonymity can create an added value for society
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since it enables the discussion of social taboo topics (e.g. sexuality,
violence and abuse as well as issues of minorities), which can lead
to better education and interpersonal understanding.’

Risks of anonymity in the digital age - the other side of the
coin

On the other hand, due to the online disinhibition
effect,'’ anonymity on the internet can lead to persons losing ac-
countability for their own actions'' and adhering less to social
norms and rules or even to laws.'? In consequence, this can result
in persons using their (supposed) digital anonymity to say or do
things they would not say or do in the analogous world, in view of
(features of) their civil identity. These things can possibly include a
wide range of offenses, from hate speech to the dissemination of
discriminatory content and false information to stalking.'® Fur-
thermore, it can lead to serious crimes such as drug-, human- or
arms-trafficking.'* Thus, (supposed) anonymity can, on the
negative side, affect other persons and their rights and freedoms.

The right to digital anonymity: A right within limits

In view of the aforementioned opportunities and risks of digital
anonymity — the opportunity to protect rights and freedoms on the
one hand, and the risk of affecting rights and freedoms of others,
on the other - a right to digital anonymity should (as every right)
be granted within limits.

Nevertheless, it is questionable whether a right to digital
anonymity exists at all in the current legal situation and, if so, to
what extent there are limits to this. A right to anonymity is not
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directly provided for — neither in German law nor in European or
international law. However, it can be derived from other (funda-
mental) rights and freedoms."® In German law, for example, a right
to anonymity can be derived from the right to informational
self-determination in terms of Article 2 (1) in conjunction with
Article 1 (1) of the German Constitution.'® Also, it is related to
other fundamental rights, in particular the fundamental right to
freedom of expression, arts and sciences (Article 5 German Consti-
tution) as well as the right to privacy of correspondence, posts and
telecommunications (Article 10 German Constitution). Similarly,
at European level, a right to anonymity can be derived from the
Charter of Fundamental Rights of the European Union, in particu-
lar from the rights to respect for private and family life (Article 7
CFR), the right to protection of personal data (Article 8 CFR) as
well as the right to freedom of expression and information (Article
11 CFR). At the global level, a right to anonymity can be derived
from international conventions on human rights, among others,
from the European Convention on Human Rights (ECHR) and the
International Covenant on Civil and Political Rights (ICCPR)."’
These conventions include a right to respect for private and family
life (see Article 8 ECHR, Article 17 ICCPR) as well as a right to free-
dom of opinion and expression (see Article 10 ECHR, Article 19
ICCPR), both of which - like the aforementioned German and
European fundamental rights and freedoms — are closely linked to
(digital) anonymity and thus constitute the basis for a (derived)
right to anonymity.

However, none of the aforementioned rights and freedoms are
absolute. Rather, they can be restricted at the national, European
and global level respectively, especially when this is necessary to
protect the rights of others (see e.g. Article 5 (2) German Constitu-
tion, Article 10 (2) German Constitution, Article 52 (1) CFR, Article
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8 (2) ECHR, Article 10 (2) ECHR, Article 19 (2) ICCPR). Con-
sequently, like other fundamental rights and freedoms, the right to
anonymity is not an absolute right but a right within limits.'® This
is, as the presentation of the opportunities and risks of anonymity
in the digital age has shown, necessary to make use of the oppor-
tunities offered by the right to (digital) anonymity while at the
same time countering the risks that arise from anonymity in the di-
gital age.

The future of the right to digital anonymity

On April 30, 2024 the EC] ruled (La Quadrature Du Net
II (C-470/21)) that the general and indiscriminate retention of data
does not necessarily constitute a serious interference with
guaranteed rights (para. 79) but can be justified by the objective of
combating criminal offenses. However, this is only the case if it is
genuinely ruled out that the retention could give rise to serious in-
terferences with the private life of the person concerned (para. 82).
To rule out such a serious interference, several conditions must be
met. Amongst them, it must be ensured that each category of data,
including data relating to civil identities and IP addresses, is stored
under technical modalities in such a way that no precise conclu-
sion about the persons private life can be drawn. In particular, each
category of data must be completely separate from the other cat-
egories of data retained (paras. 86-87). As a result of the ruling, the
ECJ partially lowers the requirements for linking IP addresses to
identities, thereby shifting the limits of the right to digital
anonymity. This, however, does not undermine the rights of those
who merely take advantage of the opportunities of the right to di-
gital anonymity. Rather, it protects the victims of those who exploit
digital anonymity for offenses and serious crimes, thus affecting
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the rights of others. Since criminal offenses are increasingly shift-
ing to the digital space and,'” in consequence, the threat situation
is evolving, appropriate countermeasures are needed to enable
criminal prosecution and protect victims. This — and not the
general restriction of the right to digital anonymity — is what the
recent decision of the ECJ is about.”’ Hence, the right to digital an-
onymity remains untouched for those who act lawful. Those who
exploit anonymity for unlawful activities, on the other hand, can be
prosecuted more easily based on the EC]’s decision.

gonclusion

Digital anonymity is associated with a wide range of opportunities
for individuals and society, but it also harbors risks for other per-
sons. Like any (fundamental) right, the right to digital anonymity
must therefore always be balanced against the rights and freedoms
of others. As criminal offenses are increasingly shifting to the di-
gital space, the threat situation is changing and countermeasures
to enable successful prosecution in the digital age are required.
This is made possible by the ECJ decision of April 30, 2024.
However, it remains to be seen whether and to what extent the rul-
ing of the ECJ will affect the legal developments in Germany and
other EU member states.

This research work has been funded by the German Federal Ministry of
Education and Research and the Hessen State Ministry for Higher
Education, Research and the Arts within their joint support of the Na-
tional Research Center for Applied Cybersecurity ATHENE. This article
reflects the personal opinion of the author.
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he symposium Eyes Everywhere, which forms the basis of this
T edited volume, was concluded with an interview with former
Federal Minister of Justice Sabine Leutheusser-Schnarrenberger for
our weekly editorial format “Five Questions to...”.

Sabine Leutheusser-Schnarrenberger is one of the most prom-
inent voices in German data protection law; in this interview she
reflects on the means and ends and how they relate to each other
over time in the context of surveillance practices.

The interview was conducted by Isabella Risini and Erik Tuchtfeld.

1. In light of the ECJ case La Quadrature du Net II (C-470/21),
Joachim Herrmann, the Bavarian Minister of the Interior, em-
phasizes in his contribution to this book that “the level of
threat determines the proportionality of the means - both are
subject to the constant change over time”. Do you see such a
change, the increased threat level described by Herrmann, and
do you share his assessment that national security needs a
“Zeitenwende”?

Although there are always problematic developments in national
security, threat situations can also be overstated. Overall, Germany
is a safe country. There is no doubt that the internet has funda-
mentally changed crime, which has increasingly shifted to the di-
gital space. However, the call for new surveillance powers or even a
“Zeitenwende” ignores very important aspects. Firstly, most digital
threats must be addressed in a very real way — and crime solving
rates are stable in the digital world. Secondly, it is questionable
whether the demanded instruments actually provide more security.
There is a lack of sufficient evidence here, partly because there are
often no evaluation clauses. Instead of addressing these points and
arguing for an evidence-based, fundamental rights-oriented reform
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of the security architecture, Mr. Herrmann and others often provide
simplified answers. Of course, digital surveillance measures restrict
the freedoms of citizens. The fathers and mothers of our Basic Law
already saw this “certainty of the past”. Fundamental rights were
never intended to be “fair-weather institutions”. They are intended
to ensure the protection of the individual, especially in times of
uncertainty and threat, even if it seems appropriate for the major-
ity or the state to restrict them.

2. In last year's summer, the Federal Government seemed to
see a need for such changes and voted in favor of the possibil-
ity of Al-supported biometric analysis of the internet as part
of the “security package” (parts of the package were stopped
by the Bundesrat, however). Critics fear that this will only be
possible via extensive databases with all image material from
the internet in order to search for suspects in this stored ma-
terial. What do you think of these measures?

Biometric analysis of the internet opens up new surveillance pos-
sibilities that were unimaginable just a few years ago. Al techno-
logy is developing rapidly and without a foreseeable endpoint, so
the openness of the technology (to be implemented) was a central
problem of the security package. Due to the wide range of imple-
mentation options, it remained unclear to what extent funda-
mental rights would be curtailed. However, key decisions like this
should be made directly in the law, in the interests of fundamental
rights. There was a lively debate on the security package, during
which many problematic provisions were improved or equipped
with safeguards. The debate about which Al systems we no longer
consider tolerable in a democracy was conducted extensively at the
European level as part of the Al Act ((EU) 2024/1689). Al systems
that extract images from the internet in an untargeted manner in
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order to create or expand databases for biometric facial recognition
are prohibited under the AI Act. This clear line should also be
defined in national laws. The fact that parts of the security package
have now been stopped in the Bundesrat, because some states de-
manded more surveillance, suggests that some want to reopen this
debate in Germany. I warn against this being done with populist
slogans and within only a few weeks. This requires a broader and
less agitated debate.

3. The ECJ expressed, in April 2024, the fear that without IP
data retention there would be “a real risk of systemic impun-
ity”. This argument is repeatedly put forward in calls for data
retention. Do you have the impression that the extensive data
pools collected by private providers for commercial
purposes are sufficiently taken into account? Should these be
included in an “general surveillance account”?
The idea that only data retention can prevent impunity has been
disproved. There has been no data retention in Germany for more
than ten years and the security authorities still announce better
crime solving rates every year. When the data retention laws were
abolished, I commissioned a study in my role as Federal Minister of
Justice to identify possible gaps in protection. The result was clear:
there are no such gaps. In addition, the Quick Freeze model, an al-
ternative to indiscriminate data retention, has been an option for
years. Implementing this model and then evaluating it would be a
sensible way to provide the security authorities with a new, legally
secure instrument with which they can access IP address data,
among other things.

The idea behind the so-called “general surveillance account” is
that permanent surveillance fundamentally changes the nature of
society. It is part of the constitutional identity of the Federal
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Republic of Germany that the exercise of freedom may not be fully
recorded or monitored. Legislators must therefore take existing
surveillance powers into account when considering new instru-
ments. If the state wants to extend its surveillance reach by access-
ing private data collections, these must also be included in the
overall calculation, that is quite clear to me.

4. Do you think it is necessary for German or European
legislators to take stronger action against such private data
collection, for example by reforming the GDPR ((EU)
2016/679) or introducing the ePrivacy Regulation, which has
been on hold for a long time?

Extensive data collection makes us vulnerable, both individually
and as a society. One example is Meta’s data collection, which al-
most completely records users’ online activity inside and outside of
Facebook, which can create a feeling of constant surveillance. The
ECJ] emphasized this in Maximilian Schrems v. Meta (C-446/21) in
October and found, among other things, that Meta is not allowed to
use data indefinitely for targeted advertising, but on the contrary
violates the principle of data minimization. This underlines the im-
portance of the GDPR principles; however, it also shows that they
are often only enforced by data protection activists (such as Max
Schrems in this case). Not only because the practices are obscured,
but also because many perceive them as unavoidable or even nor-
mal. Better law enforcement is therefore needed at this point and
the resumption of negotiations on the ePrivacy Regulation could
also be useful.

5. Time and again, massive antisemitic insults and incitement

to hatred occur on the internet. You were the Anti-Semitism
Commissioner of the state of North Rhine-Westphalia until
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the end of October of this year and in this role you dealt pro-
fessionally with antisemitic crimes on the internet. Do you
have the impression that anonymity on the internet facilitates
such acts or represents a relevant obstacle to the prosecution
of such acts?

Anonymity protects freedom of expression and is essential for a
democracy — both offline and online. It enables people to talk about
highly personal, religious and political issues without having to
fear immediate ostracism and repression. The problem is not that
the internet offers room for anonymity, but the growing social ac-
ceptance of antisemitic statements. It has reached a level that must
wake us up. Increasingly, people are openly spreading antisemitic
hate speech under their real names - in social media, comments
and threat letters. But also on the street, as part of openly anti-
semitic demonstrations, often disguised as criticism of Israeli
policy. People who want to spread hatred are clearly no longer suf-
ficiently deterred by laws. The flip side of anonymity on the inter-
net would be the so-called “mandatory real name verification”,
which has been a subject of controversy since the beginning of the
internet. Even such a measure does not lead to success, as the ex-
ample of South Korea shows. Malicious comments such as defama-
tion and insults hardly decreased there — despite the fact that such
defamation is also punishable under Korean criminal law." A study
by the University of Zurich even shows that users are often more
aggressive under their real names than anonymous users.” We
therefore need truly effective methods to structurally and
consistently combat punishable forms of hate online. It is
unacceptable for prosecutable crimes to go unpunished for
organizational, financial or personnel reasons.
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standards for mass data retention under the EU Charter,
prioritizing security over privacy. This edited volume brings
together European and international scholars and practitioners
to explore how this shift may affect EU citizens’ protection of
fundamental rights and substantially redefine the surveillance
and data retention framework for public and private agents.
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