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ech bil lion aire Elon Musk did not only play a pivotal role in US
Pres id ent Trump’s re turn to the White House – he defined the

new ad min is tra tion’s first 100 days. After pump ing money into the
pres id en tial cam paign and weapon iz ing X as a mega phone for
MAGA hard liners, Musk got his re ward: the reins of power – at least
for some time. At Trump’s side from day one, he was handed
control of the newly min ted, hotly con tested De part ment of
Government Efficiency (DO GE), and closely as so ci ated with all ma -
jor de cisions taken and meet ings hos ted by Pres id ent Trump.  He
be came a shadow pres id ent in all but name.

 With this new found power, Musk turned his sights on Europe.
He has used his priv ileged po s i tion as pro pri etor of one of the
world’s most in flu en tial so cial me dia plat forms to meddle in the
in ternal af fairs of sov er eign demo cratic states out side the US. He
en dorsed the Ger man far-right party Al tern at ive für Deutsch land
(AfD),  con tested the Ro manian Con sti tu tional Court’s de cision to
an nul the out come of the first round of the Pres id en tial election  –
amid a for eign-led dis in form a tion cam paign – and raged against
the French judg ment bar ring Mar ine Le Pen from run ning for of fice
for the next 5 years (cur rently un der appeal).  For Musk, the EU is
not just a polit ical ir rit ant –  it’s a threat. As a bas tion of lib eral
demo cracy and mul ti lat er al ism, the EU stands dir ectly in the way
of both MAGA’s au thor it arian in stincts and Musk’s busi ness in -
terests through its de mand ing reg u lat ory frame works.

 At a time when calls for the EU to re spond to Elon Musk’s pro -
voca tions mul tiply, whether, why and how the EU may re act re main
largely un answered. Musk’s con duct spans sec tors as di verse as so -
cial me dia (X, formerly Twit ter), AI (xAI), satel lite tech no logy
(Starlink), space rock ets (SpaceX), and elec tric vehicles (Tesla). This
poses unique chal lenges to ex ist ing legal frame works, both at
home (where he re ceives bil lions of dol lars from the fed eral gov-
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ern ment) and in the EU (where all his com pan ies op er ate). His
multi-industry in flu ence gives rise to pro found ques tions about the
lim its of in di vidual in flu ence and power ac cu mu la tion in a com plex
geo pol it ical land scape. Amid the hy per -ac cel er ated polit ical news
cycle ac rit ic ally amp li fy ing Musk’s pub lic state ments, his stance
ap pears fur ther weapon ised by an un pre ced en ted mer ger of Sil icon
Val ley and an in creas ingly au thor it arian US state. This is the fo cus
of this ed ited volume whose con tri bu tions dis cuss the mul ti fa ceted
chal lenge posed by Musk’s un pre ced en ted role within the 47th
Pres id ency of the United States in re la tion to the European Uni on.

The legal and eth ical conun drum

What spe cific ally makes Musk’s con duct prob lem atic un der EU
law? Are we wit ness ing dis reg ard for is sues of dis in form a tion,
elect oral in teg rity, or un due for eign in flu ence? Do his in dus trial
ven tures rep res ent a trouble some con cen tra tion of mar ket power
that trig gers scru tiny for po ten tially ab us ive con duct? Or is it all of
the above, or per haps a com bin a tion of these factors – an in ter lock -
ing web of legal and eth ical chal lenges that defy straight for ward
cat egor isa tion?

The ex tent to which the EU is de pend ent on Musk should not
be un der es tim ated. Tens of thou sands of Europeans – es pe cially in
rural and re mote areas – are de pend ent on Starlink in ter net ser -
vices as crit ical infrastructure.  Moreover, the tech no logy is gain -
ing ground for in -fl ight con nectiv ity and  is – con tro ver sially –
being considered by the Italian gov ern ment to provide se cure
government communications, too.  This is even more dra mat ic ally
the case in Ukraine where the on go ing con flict’s dir ec tion for
Ukrainians is shaped by Starlink- powered In ter net ac cess as much
as by arma ments provided to their troops. In the space race, too,
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with SpaceX rock ets be ing used by the EU to launch satel lites and
tele scopes, the Union has also made it self de pend ent on Musk’s
dom in ance. Like wise, Tesla dom in ates the elec tric vehicle mar ket
and sets stand ards in terms of bat ter ies, char ging in fra struc ture,
and autonom ous driv ing. Fi nally, and as we are all too aware by
now, his own er ship of X provides Musk with a cru cial role in shap -
ing pub lic dis course and in flu en cing polit ical com mu nic a tions
across the globe, in clud ing in the EU. Musk’s de lib er ate laissez-faire
ap proach to deal ing with disinformation,  hate speech,  and elec -
tion interference  have all come un der scru tiny –  but no polit ical
European leader seems cap able or will ing to op pose his frontal at -
tack to the European con tin ent. While all of these ven tures are em -
blem atic of typ ical US tech no lo gical dom in ance, they re flect
broader vul ner ab il it ies in Europe’s stra tegic autonomy, which has
been a core aim of EU policy over the last dec ade.

Musk and the politi cisa tion of in flu ence

Dur ing Trump’s first 100 days in of fice, Musk’s in flu ence ex ten ded
fur ther, tran scend ing in dus trial bound ar ies into polit ical spheres.
Trump’s pledge to ap point Musk as head ad visor to the un of fi cial
DOGE has only val id ated and strengthened Musk’s polit ical stand -
ing. His in flu ence has already ex ten ded into European af fairs, as
evid enced by his par ti cip a tion in pres id en tial calls with for eign
lead ers, in clud ing Ukraine’s Pres id ent Volodymyr Zelensky, French
Pres id ent Mac ron and Saudi Crown Prince Mo hammed bin
Salman.

 His in flu ence has also stretched into far-right circles, with his
pub lic sup port for the Ger man far-right AfD noted via an op-ed
pub lished in a lead ing Ger man newspaper  and a pub lic in ter view
on X with the AfD leader Alice Weidel.   How this en dorse ment
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may con vert into elect oral sup port is dif fi cult to de term ine, but
could sig ni fic antly sway pub lic opin ion. Its con sid er able fin an cial
value (that is, the amount AfD would have to pay to at tain an equi -
val ent level of pub lic ex pos ure in Ger many) is not in sig ni fic ant
and, in any event, it es caped the ap plic able reg u lat ory frame work
for polit ical spend ing in the coun try. What can be said with greater
cer tainty is this: The in ter view was most defi n itely on the radar of
the EU,  with 150 Com mis sion of fi cials tun ing in to scru tin ise the
ex tent to which the con ver sa tion com plied with EU rules. And yet
no ac tion. After an ini tial an nounce ment was made that an on go -
ing in vest ig a tion into X could be dropped,  the EU is con sid er ing
fin ing X un der the Di gital Ser vices Act at last and mak ing de mands
for product changes,  after weigh ing the risks of fur ther ant ag on -
iz ing Mr. Musk and Pres id ent Trump. The EU lead er ship ap pears
chilled by the mere threat of retaliation – be it via tar iffs or other
threats to sus pend the se cur ity um brella in ex ist ence since the end
of WWII.

Musk’s ac tions are re flect ive of sim ilar trends seen among
other tech ty coons as of late, such as Meta’s Mark Zuck er berg.
While Zuck er berg is not, so far, us ing his plat forms to pro mote a
polit ical agenda, or his own or ex trem ist views, his latest busi ness
ac tions in dic ate a troub ling shift. He may, for in stance, have been
em boldened in his de cision to wa ter down con tent mod er a tion, as
seen in his move to pri or it ise “free speech” over rig or ous in de -
pend ent fact-check ing on his Face book and In s tagram plat forms,
which risks en abling the spread of mis in form a tion and di vis ive
rhet oric on Meta’s plat forms. This ap proach, pre ferred by the in -
com ing US pres id ent, may be a dir ect re sponse to threats made by
Trump – with Trump hav ing cer tainly in ter preted it that way.  He
might also be temp ted to em brace a Musk- style ap proach in hand -
ling his plat forms to the be ne fit of the US ad min is tra tion and ask
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in ex change for spe cial treat ment by the US gov ern ment (e.g. gov -
ern ment ex emp tions, tax breaks, etc). Also like Musk, who tirades
against the “woke mind virus”,   the Meta leader has sim il arly
jumped on board, re cently ax ing his diversity, equity and in clu sion
initiative  and call ing for com pan ies to have more “mas cu line
energy”.

Al though Elon Musk has not pub licly sup por ted Pres id ent
Trump's frontal at tacks on law firms, Ivy League uni ver sit ies and
com pan ies due to their  diversity, equity, and in clu sion (DEI) pro -
grammes, he ap pears to be ideo lo gic ally aligned with those moves.
The EU has not been af fected by those at tacks to the same ex tent as
the US, yet US law firms and com pan ies op er at ing in the EU have
still seen their pro bono and DEI pro grammes im pacted.

The EU’s legal ar senal

Does EU law pos sess the in stru ments de signed to re act to any of
the above con cerns? In the af firm at ive, how could these be mo bil -
ised without bring ing the EU at log ger heads with the in com ing US
ad min is tra tion or com prom ising the transat lantic al li ance? The
po ten tial for dis cord sheds light on the com plex ity of the EU’s po s i -
tion, which must nav ig ate not only legal ques tions but also the
stra tegic, largely geo pol it ical im plic a tions of re spond ing to a fig ure
whose en ter prises wield im mense eco nomic and geo pol it ical in flu -
ence.

From the Brus sels e� ect to the Brus sels de fect

 Paradoxically, after cel eb rat ing the EU’s soft power stem ming from
its “Brus sels ef fect” – dic tat ing its rules to other world re gions – we
now wit ness the EU’s in ab il ity to ap ply the very same rules on its
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own ter rit ory (the “Brus sels de fect”) when it comes to other coun -
tries’ com pan ies, be they US or other EU trade part ners. In that re -
gard, we may re call the news of Qatar threat en ing to stop gas sales
un less the EU sus pends its rules to its com pan ies op er at ing in its
market,   such as the Cor por ate Sus tain ab il ity Due Di li gence
Directive, the Cor por ate Sus tain ab il ity Re port ing Dir ect ive, etc. 

The above de vel op ments sug gest that we are now deal ing with
the threat of a full-blown plu to cracy in which eco nomic and fin an -
cial power merge with polit ical au thor ity. This is gov ern ment by
the wealthy, for the wealthy, whereby the lat ter shape policies to
serve their in terests at the ex pense of demo cratic prin ciples and
the broader pub lic good. In such a sys tem, demo cratic pro cesses
are eroded by the dis pro por tion ate in flu ence of the moneyed elite
in the law mak ing realm. In these new cir cum stances, the EU ap -
pears threatened to sus pend the ap plic a tion of its own reg u la tions
to busi nesses close to the US ad min is tra tion. Ul ti mately, no EU
leader wants to dis please Pres id ent Trump nor Musk. It seems that
the EU shifts from the Brus sels ef fect, which has his tor ic ally al -
lowed it to dic tate its own stand ards to other coun tries, to the
Brus sels de fect, a situ ation in which the EU is not even able to ap -
ply its rules on its own ter rit ory.

The aim of the book

This book ex plores these and fur ther ques tions through a series of
brief opin ion pieces au thored by schol ars who are ex perts in the
vari ous fields of law that ap pear rel ev ant to Musk’s con duct. They
un pack the broader ques tion of whether and how (EU) law may ef -
fect ively tackle the ex ist ence and the ex er cise of un pre ced en ted
plu to cratic power by one single in di vidual through his unique con -
trol of some of the most geo pol it ic ally sens it ive in dus tries at a
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time of re gional global com pet i tion. From free dom of speech to
com pet i tion law, tech no logy law, data pro tec tion to cor por ate tax a -
tion, a mul ti tude of legal av en ues are ex plored by the au thors.

Through this ex plor a tion, this volume lays down a re search
agenda aimed at un der stand ing the role of law in con front ing new
forms of powers, as em bod ied by in di vidu als wield ing ex traordin ary
in flu ence in a time of un pre ced en ted in equal it ies, heightened
global com pet i tion and geo pol it ical sens it iv ity.
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Dieter Zinnbauer

Plu to cracy 2025
Sun light as the Best In fect ant?

https://verfassungsblog.de/plutocracy-2025/




hen think ing about this cur rent mo ment in time when ma jor
cur rents of polit ical and eco nomic power seem to flow into

each other in ex cep tional and per haps un par alleled ways, it might
be use ful to tease out in some more de tail how ex actly Plu to cracy
2025 dif fers from the en tan gle ments of eco nomic and busi ness
power that have come be fore.

Here is one dif fer ence that seems par tic u larly strik ing. Plu to -
cracy in 2025, un like its typ ical predecessors,  is not really en gin -
eered in dis crete fash ion be hind the scenes by deep - rooted dyn -
asties of polit ical and eco nomic life. It is not about dark and grey
money flow ing into the polit ical sys tems to pur chase stealth power
bey ond pub lic scru tiny. It is not about the subtle ce ment ing of
specific cultural codes or care ful plant ing of eco nomic ideas that
fur thers spe cific in terests in think tank land and aca demia without
re veal ing the spon sors that be ne fit. Nor is it about the pa tient
groom ing and place ment of polit ical al lies in key posts of the gov -
ern ment ap par at us.

In stead, it is a full- front al, brash at tack ex ecuted right on the
pub lic stage. The emer gent plu to cracy is be ing broadcast (and nar -
row cast a mil lion times over).  Every re lated ac tion is boldly blared
out into the pub lic sphere with thun der ous bluster – and at times
ample bull-shit ting about how much more ex treme it will get.

A one- mil lion- dol lar lot tery a day to boost turnout for a spe -
cific pres id en tial candidate?  $100 mil lion al legedly on of fer for the
UK far right?  Crypto in vestors set ting up a very pub lic war fund to
take down an ti -crypto can did ates for congress?   All de lib er ate,
highly vis ible at tempts to stretch or break the rules, no pre tence to
re spect norms of fair ness or equal ity.

W

1

2

3

4

5

Dieter Zinnbauer

23



Vice-sig nalling

There is no pub lic denial and play ing down of dis pro por tion ate, po -
ten tially highly- cor rupt ing in flu ence – in stead, it is in open cel eb -
ra tion. Work ing through stealthy meet ings and back room deals has
been re placed by brag ging about hav ing an ac tual of fice in the
White House.   The be hind-the-s cenes em bed ding of al lies in side
gov ern ment has been sup planted by viral job ads on so cial me dia to
hire and dis patch loy al ists through out the ad min is trat ive state.
Massive con flicts of in terests are re framed as both sig nalling com -
pet ence and a le git im ate man date for tak ing con trol.

What are the dis tinct ive at trib utes and im plic a tions for this
qual it at ively very dif fer ent ex er cise of plu to cratic power?

Plaus ible con firm ab il ity

For a start, a large por tion of the power in this power grab dir ectly
de rives from the very brash open ness and pub lic ex ag ger a tion that
it is cel eb rated with. Only this gen er ates the out sized shock and
awe ef fect that has the out side world trem bling and boosts the bar -
gain ing po s i tion of its pro gen it ors.

For ex ample, a be hind-the-s cenes dress ing down of what are
con sidered “hos tile” law firms just would not have had the same
im pact on the legal in dustry. In stead a string of widely pub li cised
ex ec ut ive or ders and of fi cial threats to make life dif fi cult for some
of the most power ful and high- pro file law firms in the coun try has
led many in the in dustry to tear up long-held com pany val ues pre-
empt ively and “donate” as of April 2025 close to USD 1 bil lion in
pro bono work to causes that the pres id ent likes.

And the same pub lic in tim id a tion play re peats to di min ish al -
leged bas tions of lib eral val ues such as uni versit ies, the me dia and

6

7

Plu to cracy 2025

24



cul tural in sti tu tions, as well as to dis mantle what are framed as il li -
cit checks and bal ances on ex ec ut ive power from in spect ors
general  to in de pend ent agencies.

The sol emnly an nounced in vest ig a tions, cut ting of pub lic fund -
ing, sack ing of staff or with drawal of gov ern ment con tracts and co -
oper a tion has every one anxiously guess ing who will be next. Many
in law, aca demia, me dia and busi ness not only forgo a legal chal -
lenge but pro act ively and obed i ently align with an agenda and
pres id en tial de mands that most legal ob serv ers judge as pat ently
il leg al. The res ult is a vast space for per son al ist rule and con trol, an
un chal lenged/un chal lenge able trans ac tional in ter twin ing of busi -
ness and polit ical in terests in broad day light.

Out paced and out - worded

When open ness be comes a sword, the world be comes con fus ing for
good gov ernance and trans par ency ad voc ates. How to handle this
mo ment in time when pub li city is be ing weapon ized rather than
im posed on the re luct ant as a vehicle for hold ing power to ac -
count? All of a sud den sun light is no more the pro ver bial dis in fect -
ant but a cap tured spot light to en gin eer the at ten tion and fear that
un der pins this type of power. And the al most daily pub lic es cal a -
tion of ever more grave in frac tions of the norms of polit ical in teg -
rity traps good gov ern ment ad voc ates in a breath less, re act ive
catch-up mode on how to keep on rais ing the alarms and which
battles to pick. All of this may re quire some ser i ous in tro spec tion
on how to best do ac count ab il ity work in this new con text.

8 9

Dieter Zinnbauer

25



Layered op por tunism

Fi nally, a plaus ible ar gu ment can be made that cronyism and
shame less in ter fer ence on the front stage are more a com ple ment
to rather than a sub sti tute for the con ven tional type of back room
deal ing. There is no reason to be lieve that in a con text of a highly
trans ac tional polit ical cul ture and of soften ing legal
interpretations  of what con sti tutes cor rup tion the pulling of
strings in the back has just gone.  In fact, grey and dark money
flows into polit ical cam paigns have reached new re cord highs. And
back room in flu ence might even flour ish more since all at ten tion
has shif ted to what is hap pen ing in the lime light, which drowns out
more in -depth in vest ig at ive scru tiny of the back stage. So when fol -
low ing this ar gu ment even one slightly pos it ive spin on the situ -
ation is mis guided: The idea that plu to cracy 2025 at least lays bare
the polit ical and eco nomic power en tan gle ment and re lieves us
from a hy po crit ical sim u la tion of demo cratic ideas that have maybe
long been cor roded by what is go ing on be hind the scenes.

Quite plaus ibly it is a both / and. Back stage plu to cracy is alive –
com fort ably thriv ing in the shadow of and with even less scru tiny
than be fore – while front-stage plu to cracy thrives on its pub lic
notoriety. Sun light as a use ful in fect ant.
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Judit Bayer

What Big Tech Broth ers’ State Cap ture Means
for the European Union

https://verfassungsblog.de/zuckerbergs-strategy/




n 7 Janu ary 2025, and in the days fol low ing, the founder and
CEO of Meta, Mark Zuck er berg, made a series of state ments

that framed Meta’s pre vi ous and fu ture con tent policy with an
evid ently stra tegic in ten tion. The change of con tent mod er a tion
poli cy, as de scribed in three com pre hens ive points in his per sonal
an nounce ment on his own platforms,  may even sound reas on able.
However, the real plan of Meta was not just about op tim ising its
cur a tion of con tent on its plat forms. In stead, Meta meant to a) “get
rid of fact-check ers” and im ple ment a “Com munity Notes” mod el,
sim ilar to the one that ex ists on Elon Musk’s X; b) re move re stric -
tions on sub jects like im mig ra tion and gender to foster dis cus sion;
c) change the set tings of the auto matic fil ters so that they pro act -
ively block only il legal con tent and grave vi ol a tions of their terms,
and wait for the no tice in other cases, and d) bring back polit ical
con tent on its plat forms. In ad di tion, Zuck er berg de cided e) to re -
lo cate the con tent mod er a tion team from Cali for nia to Texas,
which may raise less con cern about ideo lo gical bias within the
team “at least in the US”, and f) to push back on gov ern ments that
re quire stronger re stric tions, as sert ing that “now we have the op -
por tun ity to re store free ex pres sion” with the help of the US gov -
ern ment.

The present a tion and the fram ing of these plans in cluded
biased and mis lead ing de tails, rais ing ques tions about the
strategy’s true ob ject ives.

Zuck er berg began his speech by say ing that he star ted to build
so cial me dia to give people a voice. In real ity, the ini tial idea was to
steal the ID pho tos of un der gradu ate col lege wo men without their
per mis sion or even know ledge, and have them ranked by users
based on their attractiveness.  The sub sequent Face book product
was also sub ject to ser i ous ac cus a tions by col lege mates  who
claimed the idea to be their own.
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Zuck er berg ad ded that Meta would now fo cus on “re du cing
mis takes, sim pli fy ing our policies and restor ing free ex pres sion on
our plat form s”, im ply ing that gov ern mental pres sure was the
primary cause of these mis takes.

How can Zuck er ber g’s state ments be in ter preted?

There are three primary in ter pret a tions of Zuck er ber g’s ac tions
and rhet or ic:

In ter pret a tion 1: Sub mis sion to Trump

Some ob serv ers ar gue that Zuck er ber g’s ac tions re flect
apprehension about Trump’s po ten tial influence.  This view gains
trac tion par tic u larly in light of the be ha viour of other prom in ent
fig ures who co sied up to Trump, like Jeff Bezos and Elon Musk.
Zuck er berg clashed with Trump in the past, most not ably by de -
plat form ing him for over two years fol low ing the Janu ary 6 in sur -
rec tion. Still, Zuck er ber g’s ap proach to lead ing Face book sug gests
bold ness rather than timid ity. Face book’s early mot to, “Move fast
and break thing s”, epi tom ises a dar ing, even reck less, ap proach to
growth and in nov a tion, which is now em braced by the MAGA
team.

In ter pret a tion 2: Genu ine Com mit ment to Free Speech

An other in ter pret a tion is that Zuck er berg sin cerely be lieves in the
prin ciples he es pouses. This ex plan a tion fal ters un der scru tiny as
well. His tor ical evid ence sug gests that Meta’s mod er a tion prac tices
are in con sist ent with a genu ine com mit ment to free ex pres sion.
Among oth ers, his de cisions re gard ing the in cit ing speech of
Trump clearly de pended on whether Trump was in or out of of fice.
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These and other in stances have been dis cussed in de tail
elsewhere.

Zuck er ber g’s lo gic shows flaws in other re spects, too. First, sim -
pli fy ing the con tent mod er a tion policies does not ne ces sar ily lead
to fewer re movals, on the con trary. The more com plex an al gorithm
is, the bet ter it can sep ar ate the wheat from the chaff. Second, what
Meta now pro claims per fectly aligns with European policy val ues,
cer tainly much bet ter than its “house rules” which al low for sig ni -
fic antly more re moval, without pro tec tion of speak ers' rights.
Blanket re stric tions on sub jects like im mig ra tion and gender, or
the use of simple auto matic con tent-b lock ing fil ters, have never
been re com men ded by any European policy.

Con sid er ing these facts, Zuck er ber g’s com plaints of European
“censor ship” may be dis missed as a stra tegic rhet oric to dis guise
the real reas ons. So let’s look at the third op tion.

In ter pret a tion 3: Stra tegic Plans Us ing Trump as a Pup pet

A third in ter pret a tion is that Zuck er berg is stra tegic ally lever aging
Trump’s in flu ence to chal lenge European reg u lat ory frame works
which im pose stricter ob lig a tions on plat forms to pro tect users’
rights dur ing mod er a tion and man date due di li gence in provid ing
safe ser vices. This tac tic aligns with Meta’s broader in terests, par -
tic u larly given on go ing in vest ig a tions by the European Com mis -
sion (EC) into ma jor plat forms, in clud ing Meta.  These in vest ig a -
tions ad dress is sues such as:

Flag ging il legal con tent (Article 14)
User re dress and in ternal com plaint mech an isms (Article
16, Art icle 20)
De cept ive ad vert ising (Article 26)
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The lack of ef fect ive third- party tools for mon it or ing civic
dis course and elec tions, es pe cially ahead of the European
Par lia ment elec tions (Article 34-35).

The stakes are high, as these in vest ig a tions could res ult in sub stan -
tial fines and stricter en force ment of the EU’s Di gital Ser vices Act
(D SA). The DSA’s due di li gence ob lig a tions for en sur ing safe ser -
vices sharply con trast with the US ap proach, which pri or it ises cor -
por ate free speech rights over user pro tec tions. The US legal frame -
work, shaped by Sec tion 230 of the Com mu nic a tions De cency Act,
grants plat forms broad im munity for user - gen er ated con tent while
al low ing dis cre tion ary mod er a tion.

To put this in con text, we need to un der stand how the Amer -
ican First Amend ment jur is pru dence ap plies to plat form pro viders.
Meta, after all, in vokes its own con sti tu tional right to free dom of
speech, a right re cog nised by the US Con sti tu tion and main stream
legal in ter pret a tion. However, an on line plat form is neither a press
nor a con tent pro vider. As an in ter me di ary, it has its own rights and
ob lig a tions, which are cur rently be ing formed. The US reg u lated
this in 1996 through Sec tion 230 of the CDA, es tab lish ing that ser -
vice pro viders are not li able for third- party con tent, whether mod -
er ated or not, thereby grant ing broader im munity than the
European reg u lat ory framework.  However, the CDA was passed in
an era be fore on line plat forms. It ap plies to host ing pro viders,
whereas plat forms do sig ni fic antly more: They al gorith mic ally gov -
ern and cur ate the speech that they trans mit. Ad dress ing this
change, the DSA out lines de tailed pro ced ural rules to pro tect user
rights dur ing con tent mod er a tion and im poses due di li gence ob lig -
a tions on plat forms to provide safe ser vices. The key dif fer ence
between the European and the US norm at ive ap proach lies in
whose rights are pri or it ised: The EU pro tects the rights of the up-
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loader while the US makes no clear dis tinc tion between the rights
of com pan ies and in di vidu als. This be ne fits com pan ies – in this
case, on line plat forms – by al low ing them to con trol users’ activ ity,
and as sert cor por ate free dom of ex pres sion at the ex pense of user
freedom.

Thus, the is sue is not about pro tect ing users from cen sor ship.
On the con trary: it is about free ing Meta from its ob lig a tions to
cur ate a safe en vir on ment in an ac count able and user - friendly way.

By in stru ment al ising Trump, Zuck er berg aims to el ev ate these
reg u lat ory dis putes into a geo pol it ical is sue, us ing US dip lo matic
pres sure to shield Meta. This aim is em phas ised by his state ments:
“We’re go ing to work with Pres id ent Trump to push back on gov -
ern ments around the world that are go ing after Amer ican com pan -
ies and push ing to cen sor more.”  He also stated that the US gov -
ern ment has not done enough to pro tect its tech no logy in dustry,
leav ing too much power in the hands of for eign regulators.  He
com plained that the European Union has fined tech no logy com -
pan ies more than $30 bil lion over the past 20 years.

An ever in creas ing cor por ate in flu ence

The United States has ex hib ited plu to cratic tend en cies through out
its his tory, as the con cen tra tion of wealth and power in the hands
of a small elite has shaped the polit ical and eco nomic land scape of
the nation.  The nov elty of the Trump up heaval is that he has now
el ev ated one of the most power ful eco nomic act ors of the time into
the polit ical power struc ture. The quid pro quo agree ment with the
wider circle of the “Big Tech Broth ers” in cludes a prom ise of de reg -
u la tion, its rep res ent a tion across the globe and pro tec tion ism,
whereas the Tech Bros pledged to make Amer ica the global leader
of AI. Trump per haps did n’t know that the US had best chances for
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this even without him giv ing away the US state for it. He was des -
per ately seek ing do mestic al lies to carry out his plans which he
could not ful fil in his pre vi ous term.

This move weak ens all states’ di gital sov er eignty across the in -
ter na tional or der. It weak ens the US, the EU, and other states’ ca pa -
city to im pose reg u la tions on AI and di gital ser vices, be cause it in -
creases the re l at ive power of the global Big Tech cor por a tions. They
func tion as lords or bar ons of the di gital age, sim ilar to feudal
lords. Feudal lords dis posed over land, vas sals, and provided mil it -
ary ser vices to the king. In stead of land, data is the main cur rency
of our age, and on line users are pro du cing the data, like vas sals
whose life was bound to the land. Sim il arly to feudal lords, the Di -
gital Lords provide key in fra struc ture for the people in their private
and pub lic roles, both as cit izens and as con sumers. The nobles’
pro vi sion of mil it ary is par al lel to provid ing the tech no logy for the
state. Quite a few con cord ats tried to cre ate sta bil ity between such
powers. One of the first, the Magna Carta Liber tatum (1215) im -
posed ob lig a tions on feudal lords: to grant fair treat ment and legal
pro tec tions to their own vas sals, the same liber ties gran ted by the
king (Clause 60).  This can be in ter preted as es tab lish ing dir ect
ho ri zontal ob lig a tions to re spect and en sure what we would today
call hu man rights.

Balkin com pares plat forms to the me di eval Cath olic Church,
and Zuck er berg him self to Pope In no cent III.  He was the pope
who al lied with King John and an nulled the Magna Carta in 1216
which led to a civil war and the death of King John. Plat forms’
power over pub lic opin ion makes the com par ison well foun ded. Re -
cog nising that the Big Tech Broth ers pos sess both the power to in -
flu ence opin ions as well as the data and tech no logy, as if com bin -
ing the powers of me di eval lords and of the me di eval Church,
provides con sid er able dis com fort.

15

16

What Big Tech Broth ers’ State Cap ture Means for the European Union

36



Fol low ing this meta phor, the cur rent al li ance between the US
state and the Big Tech Bros means that the Di gital Lords have
pledged their sup port to one sov er eign and deny com pli ance with
an other, while they want to ex ploit the re sources of user data glob -
ally. Their ser vices, and their cap ab il ity to in flu ence the hu man
opin ions and de cisions with it, reach across the globe as well.

Pit ting states against one an other, plat forms strengthen their
quasi- feud al, func tional sov er eignty of the di gital sphere.

For the EU, cit izens are not re sources, and hu man rights pro tect
primar ily people, not cor por a tions. Bey ond in vest ing in mil it ary,
in fra struc tural sov er eignty and shield ing against for eign data ex -
trac tion are cru cial.

Data is the new land  – it must not be handed over. However,
parts of it could be traded un der strict con di tions. Europe can of fer
cleansed, di verse, and high-qual ity data for AI train ing – un der
strict con di tions. The US cit izens’ data, however, cur rently seems to
be har ves ted through DOGE serv ers for free.  US’ pride in non-in -
ter fer ing with in di vidual freedoms be comes a myth when it shares
cit izens’ per sonal data with Big “Tech” Broth ers.

This shift of al li ances may also be due to a cer tain cul tural
back lash cher ished by the in cum bent middle gen er a tion against
pro gress ive cul tural val ues cham pioned by the emer ging Amer ican
young elite.  The EU em bod ies many of these val ues such as sus -
tain ab il ity, so cial justice, and glob al isa tion.

What should the EU do?

While the polit ical turn may have ini tially shaken the be lief in the
Brus sels ef fect, the con di tions as defined by Brad ford re main
intact.  By up hold ing its val ues, the EU would do a great ser vice to
global AI de vel op ment in the sense that a more hu man- centred,
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trust worthy and stand ard ised AI would en sure broader ad op tion of
AI ap plic a tions across com mer cial and pub lic sec tors. Ex perts pre -
dict a 25% chance of reach ing Ar ti fi cial Gen eral In tel li gence (A GI)
within years, and even scep tics es tim ate a few dec ades at most.
Qual ity of design and de vel op ment is cru cial – if AI des troys hu -
man civil isa tion, the race for global lead er ship be comes ir rel ev ant
any way.

When old al le gi ances are be ing re shaped, new al li ances should
be es tab lished. The EU should also re as sess its old feuds and
friends, fo cus ing on com mon in terests, and a reas on ably sim ilar
vis ion of the fu ture. State al li ances can weaken the power of Di gital
Lords, by cre at ing com mon reg u lat ory re quire ments in the ma jor
is sues. Rather than hop ing for the Brus sels ef fect or ex port ing EU
reg u la tion dir ectly, frame work con ven tions and in ter na tion al,
multistake holder over sight bod ies could be cre ated to reg u late
design, de vel op ment and mar ket de ploy ment of crit ical AI
technology.  Pub licly gov erned in vest ment into tech no logy de vel -
op ment is sim ilar to in vest ing in the mil it ary and can have ac tual
over laps. Al li ances with civil so ci ety, such as stand ard- set ting bod -
ies, and sci entific re search in sti tu tions may for ward the cre ation of
a multistake holder gov ernance. The fea tures of cur rent in ter na -
tional gov ernance bod ies, such as IC ANN, CERN, IAEA, etc. should
be com par at ively ana lysed and a novel design should be in ven ted
that suits the given conditions.

The al li ance of the Big Tech and Trump must not be un der es -
tim ated. The Big “Tech” Broth ers be ne fit from the data they re ceive
from the state through ac cess to gov ern mental servers, and en joy
legal pro tec tion both do mest ic ally and in ter na tion ally, while they
provide the gov ern ment with fron tier tech no logy. They are also
cap able of of fer ing ad vant ages in the opin ion mar ket. AI is likely to
en hance pro pa ganda and sur veil lance, key in stru ments of auto-
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cratic rule. In ter na tion ally, it is cru cial that demo cra cies should
lead in de vel op ing power ful AI. If they do, AI could struc tur ally re -
in force demo cratic gov ernance world wide. However, al li ances as
de scribed above could his tor ic ally provide long-last ing sta bil ity,
like the Tok ugawa Sho gun ate which las ted for more than 250 years.

This open state cap ture is drift ing ever farther from func tion -
ing as a demo cracy in which nor mally the in terests of the cit izens
are rep res en ted. Demo cra cies are neither too slow, nor too costly:
They play the long game.
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Viktoria H. S. E. Robertson

Pro tect ing Demo cracy in the Di gital Era
What Can Com pet i tion Law Con trib ute?

https://verfassungsblog.de/protecting-democracy-in-the-digital-era/




t the dawn of 2025, lib eral demo cracy is faced with a con sid er -
able chal lenge: Big Tech bosses ap pear to lever age their

market power for far-reach ing polit ical in flu ence, without any
demo cratic le git im isa tion to do so. As someone work ing on is sues
of market power in the di gital eco nomy, one can not help but won -
der: Should n’t com pet i tion law be able to con tain (some of) this
un seem ing wield ing of mar ket power? This has been a core ques -
tion in my re search in re cent years,   and that ques tion has never
seemed as rel ev ant as today. Be fore delving into com pet i tion law’s
pos sible con tri bu tion to tack ling the an ti - demo cratic wield ing of
Big Tech mar ket power, a caveat is in or der: Com pet i tion law can
cer tainly con trib ute to pro tect ing demo cracy in the di gital era, but
it can only do so in ad di tion to more tar geted laws and reg u la tions.

A little back ground

Let’s re wind to the out go ing 19th cen tury for a mo ment. Back then,
law makers in the US were faced with a sim ilar ques tion, as the big
trusts were us ing their eco nomic power for polit ical gain. Joseph
Kep pler fam ously cap tured the sen ti ment of that era in his car toon
“The Bosses of the Sen ate”, pub lished in Puck in 1889. 
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“The Bosses of the Senate”  by Joseph Kep pler. First pub lished
in Puck 1889.

At the same time, Sen ator John Sher man cau tioned: “If we would
not sub mit to an em peror we should not sub mit to an auto crat of
trade with power to pre vent com pet i tion and to fix the price of any
commodity.”  Ultimately, this led to the ad op tion of the Sher man
An ti -Trust Act of 1890 and marked the be gin ning of com pet i tion
law in the US.

Over the years, US com pet i tion law has of ten come to fo cus on
a nar row un der stand ing of con sumer wel fare, dressed in con sid er a -
tions of ef fi ciency. In the face of the chal lenges that Big Tech ap -
pears to be in creas ingly pos ing to lib eral demo cracy, some may find
that it is time to re con sider an ti trust’s ori ginal role: that of curb ing
the un due power of eco nomic play ers.

In the European Uni on, which in tro duced com pet i tion law in
the 1950s un der quite dif fer ent cir cum stances, the goals of com -
pet i tion law have re mained more di verse, not least be cause of the
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mar ket in teg ra tion im per at ive. The European com pet i tion law pro -
vi sions are con tained in one of the Found ing Treaties.  They stand
side-by-side with value as ser tions per tain ing to our European
demo cracy (in par tic u lar, Art icle 2 TEU) and the rights en shrined in
the Charter of Fun da mental Rights, which can have a bear ing on
their in ter pret a tion and ap plic a tion. Only re cently, in Google
Android  (T-604/18), the EU Gen eral Court made clear what can be
at stake in di gital com pet i tion cases. It found that Google’s ab us ive
con duct was harm ing users’ in terests in ac cess ing mul tiple sources
of in form a tion on line. These in terests, the Court re minded us, were
“not only con sist ent with com pet i tion on the mer its, [but] also ne -
ces sary in or der to en sure plur al ity in a demo cratic society”.

Ad dress ing demo cracy-re lated con cerns via com pet i tion law

Against this back ground, the ques tion looms as to how today’s
com pet i tion law could re spond to demo cracy-re lated con cerns that
stem from Big Tech com pan ies and their lead ers. We can dis cern a
meta level ap proach and a more tar geted ap proach.

On a meta level ap proach, com pet i tion law can en sure that an ti -
trust pro ced ure is strongly rooted in demo cratic prin ciples. This in -
cludes due pro cess, a re gard for fun da mental rights, and the in de -
pend ence of com pet i tion au thor it ies. Im port antly, it also in cludes
en sur ing that com pet i tion au thor it ies, when in ter act ing with
stake hold ers and ex perts, are given full dis clos ures of pos sible
capture – a game that Big Tech has been play ing very
effectively.  By fo cus ing on demo cratic an ti trust pro ced ure, the in -
sti tu tions en for cing com pet i tion law are strengthened, which will
even tu ally be ne fit the cases they are hand ling.
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Competition law’s re sponse to demo cracy-re lated con cerns. Based on
Robertson .

Still on a meta level, but per haps more to the point, com pet i tion
law can re- fo cus on one of its core mis sions: the dis per sion of eco -
nomic power. Much of the cur rent de bate on Big Tech circles
around is sues of over whelm ing mar ket power that is con cen trated
in the hands of a few per sons that are in no way demo crat ic ally ac -
count able. Cur tail ing eco nomic power can there fore be ef fect ive to
get to the root of the prob lem. Mer ger con trol has an im port ant
role to play here. Mul tiple di gital mer gers that were given the
green light in the past have con trib uted to the cur rent con cen tra -
tion of mar ket power, mean ing that a more cau tious ap proach may
be in or der go ing for ward. Rules on uni lat eral con duct could also be
a use ful tool, as they po lice the ex er cise of mar ket power. Their ef -
fect ive ness de pends on the the or ies of harm that are ap plied, which
brings us to a more tar geted ap proach.
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The or ies of harm that spe cific ally take demo cracy-re lated con -
cerns into ac count, be it in mer ger con trol or in uni lat eral con duct,
may al low com pet i tion au thor it ies to more closely con sider in -
stances in which power ful com pan ies enter the polit ical ter rain
without any demo cratic le git im isa tion. Me dia plur al ism as a cri -
terion is already con sidered by mul tiple com pet i tion au thor it ies
when as sess ing mer gers, in clud ing in Austria.   Another pos sible
av enue was shown in the European Court of Justice’s Meta v
Bundes kar tellamt case  of July 2023. There, the Court agreed that an
ex ternal bench mark – in the case at hand: an in fringe ment of the
Gen eral Data Pro tec tion Reg u la tion (Reg u la tion (EU) 2016/679) –
could be in form at ive when a com pet i tion au thor ity as sesses
whether a dom in ant com pany was act ing in line with com pet i tion
on the mer its. Why not use bench marks that spe cific ally serve to
pro tect (di git al) demo cracy as well? Pos sible can did ates in clude the
Di gital Ser vices Act (Reg u la tion (EU) 2022/2065),  the Tar geted
Polit ical Ad vert ising Reg u la tion (Reg u la tion (EU) 2024/900),  and
the European Me dia Free dom Act (Reg u la tion (EU)
2024/1083), amongst oth ers. While some might ar gue that it con -
tra dicts com pet i tion law’s true goals when com pet i tion the or ies of
harm are in fused with demo cratic val ues, oth ers might see this as a
re turn to the his toric roots of an ti trust law. Either way, this ap -
proach re quires a more de tailed ana lysis to en sure its work ab il ity.

A fur ther pos sib il ity for com pet i tion law is to en sure that an ti -
trust rem ed ies – be it in mer gers or in con duct cases – are
pro-democratic. This cri terion could be taken into ac count
whenever a di gital case in volves a rem edy and there is a choice to
be made between dif fer ent types of rem ed ies.
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Con clu sions

As com pet i tion au thor it ies are grap pling with their pos sible role in
sup port ing the pro tec tion of demo cracy in the di gital era, the four
ap proaches out lined above may show ways in which this is feas ible
and in line with the cur rent legal frame work. To con clude, three is -
sues stand out:

First of all, demo cracy is mul ti- fa ceted. In or der to con sider the
type of re sponse com pet i tion law should re sort to in more prac tical
terms, it is use ful to think of par tic u lar demo cratic val ues, in clud -
ing a free vote, free de bate and me dia plur al ism. Then, one should
con sider how value chains in di gital mar kets and the way in which
com pet i tion op er ates in these mar kets re late to these val ues, par -
tic u larly as re gards net work ef fects and tar geted ad vert ising. In do -
ing so, com pet i tion au thor it ies may see how in di vidual as pects of
demo cracy can eas ily fit into a com pet i tion law ana lys is.

Second, com pet i tion au thor it ies must pur sue cases in which
demo cracy is at stake. In Decem ber 2024, a Roundtable at the
OECD discussed the in ter face between demo cracy and com pet i tion
law.  One del eg a tion high lighted the im port ance of case se lec tion
and pri or it isa tion in this re spect, and I could n’t agree more: Com -
pet i tion au thor it ies need to take on the hard cases in which dif fer -
ent as pects of lib eral demo cracy are be ing hampered by mar ket
par ti cipants. They should not shy away from these cases. Re cent re -
ports in the Fin an cial Times suggested that the European Com mis -
sion may con sider bow ing to the polit ical pres sure from over seas
and re think ing the en force ment of its di gital reg u la tion – in clud ing
com pet i tion law, the Di gital Mar kets Act and the Di gital Ser vices
Act.  If this were true, it would not bode well for our European
demo cracy and for the di gital reg u la tion that is pro tect ing our
European val ues. It would not bode well at all.
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Third, com pet i tion law can only act as a com ple ment. More tar -
geted laws and reg u la tions are ur gently needed – and where they
ex ist, they need to be vig or ously en forced.
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Demo cracy or Dom in a tion
The Role of Com pet i tion Law in the Face of Ol ig archy
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om pet i tion law, given its his tory and po ten tial as a tool of
anti-domination, is a nat ural fit to pro tect and re vital ise

European demo cra cies from the threats posed by ex cess ive con cen -
tra tions of private power. Yet, com pet i tion law is of ten seen as a
lim ited tool, cap able of play ing only a mar ginal role in Europe’s re -
sponse to the emer ging plutocracy.  His tor ic ally, com pet i tion has
al ways been fun da mental to lib eral demo cracy. Law, in turn, is
cent ral to main tain ing com pet i tion be cause it pro tects against the
win ners lock ing-in their gains by sub vert ing the com pet it ive pro -
cess and sav ing them selves from hav ing to com pete in the
future.   Just as free speech law pro tects cul tural com pet i tion and
elect oral law pro tects polit ical com pet i tion, com pet i tion law pro -
tects eco nomic com pet i tion.

However, the pro tec tion of demo cracy is ha bitu ally said to fall
out side the proper scope of com pet i tion en force ment, which has
been placed on a “thin diet of con sumer wel fare” since its “e co -
nomic turn” two dec ades ago.   Since then, com pet i tion law has
been dis em powered and un der -en forced. Its nar row im ple ment a -
tion has con trib uted to wide spread eco nomic inequality,  the rise
of ul tra- dom in ant Tech ol ig archs, and the de cline of eco nomic
demo cracy in Europe.

This ver sion of com pet i tion law has proven es pe cially power -
less in the face of a new gen er a tion of ol ig archs who pur sue value
cap ture over value cre ation in the be lief that “com pet i tion is for
losers” , seek ing to op t-out of com pet it ive con straint wherever
pos sible. Hav ing amassed huge amounts of wealth by pla cing
them selves at stra tegic choke points in the eco nomy, they have
shown them selves to be ad ept at con vert ing eco nomic power into
political  and cultural  power, and then back again.

Today’s nar row ap proach to com pet i tion law and its en force -
ment has helped lay the ground work for the emer gence of plu to-
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cracy. Now, however, com pet i tion law must also be part of any at -
tempt to re verse the trend, and should look to pro tect and re in vig -
or ate demo cracy in Europe go ing for ward. As we ar gue in a re cent
paper,   the dis cip line must re dis cover a con cep tion of demo cracy
that ex tends bey ond the thin ner ob ject ives which cur rently dom in -
ate the com pet i tion- demo cracy land scape. Any at tempt to ar rest
the cur rent vi cious circle of private power ac cu mu la tion will re -
quire a hol ist ic, sys temic ap proach to un der stand ing ex actly what
“demo cracy” com pet i tion law can pro tect, and how.

The com pet i tion- demo cracy nexus

As Elias Deutscher shows in his re cent book,  democracy has been
a core value un der pin ning com pet i tion law from its very in cep tion,
through Ordolib eral thought in Europe and the an ti mono poly tra -
di tion in the United States. This demo cratic func tion, known as the
com pet i tion- demo cracy nexus,  has waxed and waned over the
his tory of com pet i tion law. In re cent dec ades, a broad neo lib eral
con sensus and the sup posed end of an ti trust history  has re duced
com pet i tion law to a pre dom in antly tech no cratic in stru ment, con -
sti tut ing a low wa ter - mark for the nexus.

 In this con text, courts and schol ars have de veloped a min im al -
ist con cep tion of the com pet i tion- demo cracy nex us. This view
gives demo cracy an ad hoc role in com pet i tion en force ment, op er -
at ive in only cer tain in di vidual and of ten polit ic ally sa li ent cases.
But this piece meal ap proach over looks the struc tural role that
com pet i tion law can play in en abling either the con di tions for eco -
nomic and polit ical demo cracy, or as it cur rently does, the found a -
tions of plu to cracy. Al though we agree with Vikt oria H. S. E.
Robertson’s con tri bu tion on many points, we see as pects of the
min im al ist ap proach in her writing.
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Our view is that com pet i tion law has a deep er, quasi-
constitutional role in the EU’s lib eral demo cratic or-
der.  Competition law struc tures the polit ical eco nomy of Europe,
both in ob vi ous ways, like through its mar ket in teg ra tion
imperative,  but also more subtly by de fin ing which forms of eco -
nomic re la tions are per miss ible and which are not.   Countering
the cur rent threat of ol ig archy – rooted first and fore most in
drastic ally un equal eco nomic re la tions – there fore en tails an un -
der stand ing of com pet i tion law’s sys temic role. Such a view fo cuses
not on the im me di ate im pact of legal rul ings, but rather on the
higher or der ef fects they have on the struc ture of the European
polit ical economy.  While com pet i tion law can not, alone, ad dress
ex cess ive ac cu mu la tions of private power, it must be a core pil lar of
any ef fect ive and in teg rated ap proach to tack ling the found a tions
of ol ig archic power through law.

This ef fort should be sus tained through the no tion of “re pub -
lican liber ty”, a con cep tion of liberty where free dom is un der stood
as the state of non- dom in a tion; not be ing sub ject to the “ar bit rary
power of someone else”.  The main way in which com pet i tion law
can foster re pub lican liberty on mar kets is by cul tiv at ing their con -
test abil ity; un der writ ing the free dom of busi nesses to com pete
with in cum bents, and thereby en sur ing that con sumer - cit izens
have a mean ing ful choice of which mar ket par ti cipants to trans act
with. By do ing so, power ful eco nomic en tit ies are pre ven ted from
dom in at ing smal ler trad ing part ners or co er cing them into un -
desir able busi ness ar range ments. In stead, in a com pet it ive mar ket,
these smal ler part ners can freely choose to do busi ness with a com -
pet it or. By pre vent ing dom in a tion in this way, mar kets can serve as
in sti tu tions of antipower.
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A sys temic ap proach to eco nomic demo cracy

In a re cent paper,  we show how these ideas, which have lain
dormant in com pet i tion poli cy, can be op er a tion al ised into legal
doc trine. We put for ward three ways in which com pet i tion law and
sec tor-spe cific com pet i tion reg u la tion – which to gether make up
the com pet i tion re gime – can fur ther demo cratic val ues.

  First, we ar gue that the bar for com pet i tion in ter ven tion
should be lowered. Cur rently, strict legal tests must be met for
com pet i tion in ter ven tion to pass muster un der the courts. Yet such
tests were craf ted us ing a time of heady op tim ism about the func -
tion ing of mar kets which has shown it self to be ill- foun ded. Un for -
tu nately, where mar kets did not “nat ur ally” func tion well, and
failed to self- cor rect, com pet i tion law has struggled to at tend to
the con sequent ab uses of eco nomic power,   which should un der
the lo gic of re pub lican liber ty, not have ac cu mu lated in the first
place.

  Second, we stress the crit ical im port ance of fos ter ing choice
and con test abil ity in mar kets. Where eco nomic demo cracy is con -
cerned, choice is a key source of le git im acy in mar kets, since con -
sumers are free to switch to a com pet itor when dis sat is fied. It also
en sures that mar kets are dir ec ted by the needs of con sumers from
the bot tom-up, rather than by the whims of ol ig archs from the
top- down. As Cory Doc torow has emphasised, where con sumers are
denied choice, firms are able to slowly “en shit ti fy” their products to
ex tract more value from consumers.

  Third, we em phas ise the po ten tial to “shape” mar kets us ing
com pet i tion tools. This per spect ive is not new. Karel van Miert,
Com pet i tion Com mis sioner from 1993 to 1999 elo quently wrote on
how un der his lead er ship, the Com mis sion took an “en gin eer ing”
ap proach to mar ket competition.   This ap proach should be re-
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vived, not least as a way to en sure that mar kets are in line with the
val ues ex pressed in the European Treat ies. Com pet i tion law is con -
cep tu ally agile enough to do so.

The stakes

The de bate over how, and wheth er, Big Tech firms should be reg u -
lated is not merely an aca demic ex er cise. The in creas ing di git isa -
tion of so ci ety, com bined with the mar ket dom in ance of Big Tech
firms – both in terms of their mar ket po s i tion, the per cep tion of
their tech nical expertise,  and their cent ral ity to many as pects of
mod ern life  – has led to some schol ars re mark ing that the con -
tem por ary polit ical eco nomy might be char ac ter ised as “the Big
Tech i fic a tion of Everything” . The grav ity of Big Tech’s cent ral ity
to mod ern life is com poun ded by their abil ity to ex er cise power not
only through “tra di tion al” means, such as by vir tue of a dom in ant
mar ket po s i tion or through in dustry lob bies, but also as a res ult of
the rule- mak ing power of soft ware and its abil ity to func tion as an
in fra struc ture of con trol, first em bod ied in Lessig’s as ser tion that
“Code is Law”.

At the same time, Big Tech firms them selves are con trolled by a
tiny elite, in the words of Ju lie Co hen, “a small group of very
power ful and ex tremely wealthy men” who “wield un pre ced en ted
in form a tion al, so ci o tech nic al, and polit ical power”.  A sig ni fic ant
minor ity of this group works to undermine  the in sti tu tions of lib -
eral democracy,  in stead seek ing to re place it with a form of au -
thor it arian techno-solutionism.   Historically, such pro jects have
not fared well.

In this light, the goals of the New Plat form Regulations – fair -
ness, con test abil ity, and the free dom to compete  – be come ever
more sa li ent to lib eral demo cracy. These new reg u la tions serve to
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limit the ways in which Big Tech firms can use soft ware as an in fra -
struc ture of con trol with which to co ordin ate whether act ors are
able to par ti cip ate in the chain of eco nomic production.  In ef fect,
the New Plat form Reg u la tions con sti tute “rules about the rules”,
which seek to pre vent Big Tech firms from us ing their ar chi tec tural
power to ex clude com pet it ors. In do ing so, tools like the DMA un -
der write the abil ity of mar kets, by means of entry and mer it- based
com pet i tion, to check the abil ity of Big Tech firms to ex tract wealth
from con sumers and com pet it ors without mean ing ful con straints.

Go ing for ward

The ur gency of Europe’s creep to wards plu to cracy calls for a sim il -
arly ur gent re sponse. Com pet i tion law, given its his tory and po ten -
tial as a tool of an ti - dom in a tion, is a nat ural fit to pro tect and re -
vital ise demo cracy in Europe from the threats posed by ex cess ive
con cen tra tions of private power. For it to be ef fect ive for that pur -
pose, com pet i tion schol ars must clearly ar tic u late which demo -
cratic val ues, like non- dom in a tion, com pet i tion law should seek to
pur sue, and clear- mindedly design mech an isms through which to
chan nel them.

Today, the com pet i tion re gime is un der go ing trans form a tional
change. It is be ing aug men ted by new reg u lat ory tools which are
an im ated by an ex pan ded set of val ues and ob ject ives. As the ex -
tract ive dy nam ics and wide harms of con cen trated di gital mar kets
be come clearer,  we think that these new tools present reg u lat ors
with an op por tun ity to ex per i ment, and in cor por ate demo cratic
con cerns – from the pro tec tion of con sumer choice to non- dom in a -
tion – as part of a stra tegic set of com pet i tion in ter ven tions. In this
man ner, com pet i tion law can con trib ute to a whole-of-law
approach to ad dress ing the struc tural found a tions of ol ig arch ical
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power, and shore up the found a tions of European lib eral
democracy.
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lon Musk’s cor por ate em pire spans an im press ive ar ray of mar -
kets and in dus tries. As high lighted by Ale manno and Veraldi,

this em pire in cludes SpaceX (and its sub si di ary Starlink), Tesla,
Neur alink, The Bor ing Com pany, X, xAI, and the Musk Found a tion.
These cor por a tions are con nec ted and in ter linked, cre at ing a
cross- cor por ate power struc ture. The in clu sion of the so cial me dia
plat form X seems to func tion as a power boost er, at the very least
for Musk him self. Musk’s role (and own er ship) in each of these cor -
por a tions vary: He is some times the CEO, the founder, or the pres -
id ent (in this case, of the Found a tion). On a hy po thet ical scale of a
CEO’s power over mul tiple com pan ies, Musk’s po s i tion clearly
stands out. However, as European com pet i tion law usu ally starts
from the premise of an un der tak ing’s mar ket power on a spe cific
rel ev ant mar ket – the rel ev ant mar ket con cep tu ally tied to the
harm that is to be ad dressed – this kind of power is not really cap -
tured by its pro vi sions.

The plat form isa tion of the eco nomy and the rise of big tech no -
logy cor por a tions have given rise to new con cepts of power (in clud -
ing in non-legal lit er at ure: Van Dijck, Nieborg and Poell ; also:
Seipp ). Link ing this lit er at ure to com pet i tion law, we pro pose a
concept that is bet ter suited to cap ture the com plex ity of the power
of these cor por a tions than the nar row concept of mar ket power
(Ger brandy and Phoa ). Our no tion of Mod ern Big ness en com -
passes mar ket power, data power and tech no lo gical cap ab il it ies, a
com bin a tion of which lead to the ex er cise of that power in their in -
stru ment al, struc tural and dis curs ive di men sions (see Fuchs ). The
in ten tion of this concept is to cap ture bet ter the real ity of the mul -
ti fa ceted power of big tech no logy cor por a tions. Fo cus ing on the
topic at hand: Musk’s grand vis ion ties his com pan ies to geth er; his
whims have dir ect im pacts bey ond the in di vidual com pan ies (Tesla
work ers were shif ted to X after Musk bought X),  but also seem to
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in flu ence strategies of other tech gi ants (Meta an noun cing a
change to their con tent mod er a tion policies in fa vor of X’s “com -
munity notes” is a not able example).  This in flu ence ex tends bey -
ond the con glom er ate struc ture it self (for ex ample, Musk’s state -
ments can in stantly im pact the value of crypto cur ren cies like
Doge coin and crypto mar kets as such).

The geo pol it ical im plic a tions of Musk’s in flu ence fur ther com -
plic ate the pic ture. For ex ample, Starlink has be come es sen tial to
Ukraine’s war efforts,  while SpaceX re mains crit ical for ac cess to
the In ter na tional Space Sta tion (ISS).

Com pet i tion law, which fo cuses on mar ket power in nar rowly
defined rel ev ant mar kets – say, a mar ket for booster rock ets – has
very lim ited reach to guard against the pos sible det ri mental ef fects
of such mul ti fa ceted con cen trated power in the hands of a few on
open demo cratic societies.

Tech-bro power in polit ics

The Sil icon Val ley tech-bros’ turn to polit ics adds an other layer to
con cen trated power.  This in cludes the ap par ently per sonal links
that ce ment the con nec tion between mar ket power and polit ical
power: Musk’s polit ical ties and friend li ness with the US President,
his (and other tech CEO’s) polit ical donations,   and Musk’s in -
volve ment in the DOGE-“department”.   More im port antly, Musk
and his team have at the time of writ ing ac cess to the US Treas ury’s
Pay ment System.  More is prob ably to fol low.

Such con nec tions evoke his tor ical par al lels to a troub ling
period in European his tory lead ing up to WW-II. Pre vent ing ac cu -
mu la tion of polit ical and mar ket power has had an in flu en tial role
in shap ing post WW-II European com pet i tion law (see Deutscher
and Makris ; Küsters ): A strong set of rules pro tect ing the ac-
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crual of power in the polit ical realm was seen as in sep ar able from
rules safe guard ing com pet i tion in the mar ket realm, pre cisely to
avoid a tox ic- for- demo cracy cock tail of both realms.

From a com pet i tion law per spect ive, when us ing a mul ti fa ceted
concept of cor por ate power, polit ical power (we have ar gued) comes
into its reg u lat ory scope when tied to the un der ly ing eco nom ics of
cor por ate con glom er ates. As we dis cuss else where, for ex ample,
polit ical mi crotar get ing im pacts the autonomy of cit izens but also
lim its choice and lowers qual ity for con sumers of so cial me dia
content.  Wield ing dis curs ive power by (al gorith mic ally) pro mot -
ing cer tain con tent (as seen with X fa vor ing far-right
narratives,  also globally ) may lead to less plur al ism of voices in
me dia mar kets and a lower qual ity of the Haber masian
digital public sphere (Ger brandy, Moro zovaite, Phoa ). Any dis cus -
sion on these more novel the or ies of harm that stem from mul ti fa -
ceted power, however, starts from the premise of cor por ate struc -
tures. It does not fo cus on the per sonal links between Musk and
polit ics. However, the ap par ent en tan gle ment of cor por ate and
polit ical power at the CEO- level, coupled with the need to pro tect
the struc tures of demo cracy, strengthens the ar gu ment for a more
pro act ive role for European com pet i tion law.

The fu ture polit ical eco nomy of space

There is also power bey ond the Earth. Starlink is im port ant in seed -
ing low earth or bit with its satel lites, while SpaceX rock ets and
launch ca pa city are es sen tial for de ploy ing these satel lites. In any
in ter pret a tion of EU com pet i tion law, this might im ply con trol over
what is labeled an “es sen tial fa cil ity” – a pivotal in fra struc ture –
which, in this case, is used for launch ing satel lites that com pete
with other pro viders. (This, to be clear, is not in it self pro hib ited,

18

19

20

Anna Gerbrandy & Viktorija Morozovaite

69



but it does in dic ate power; also: Bezos’ Blue Ori gin might be come a
cred ible competitor ).

Let us now zoom out to outer space. Here, Musk, as CEO/owner/
pres id ent of his many com pan ies, has a clear vis ion for space ex -
plor a tion and col on iz a tion. He has ac cess to his own so cial me dia
plat form, owns com pan ies that are im port ant play ers, and more
gen er ally has a strong voice in shap ing the dis course around “go ing
to space”. It is a vis ion, shared with other voices, of col on iz ing Mars
and pro tect ing hu man ity in the face of Earth’s fra gil ity, and of
dream ing big. It has also been la belled a deeply flawed, ex ploit a -
tion- based, self-serving vision,  and as Van Eijk ar gues, goes
against the des ig na tion of space as “g lobal com mons” in 1967.
There are of course other ima gin ar ies of space (say: Star Trek ),
but while space-re lated en deavors are still strongly linked to the
polit ical will of na tion-states, it is not only rel ev ant that Musk’s
com pan ies have strong links to NASA, but also that Musk him self
does (cur rently) have ac cess to polit ical will, in clud ing when it
comes to shap ing polit ical de cisions around in vest ments that may
be of be ne fit to these same (space-go ing) com pan ies. There are un -
cer tain ties here, de pend ing on what hap pens in the space race of
the next dec ade, but at the very least, this com bin a tion has the po -
ten tial to play an im port ant role in shap ing the polit ical eco nomy
of space.

Lim it a tions

We seem, however, to hit a wall at this point be cause the rel ev ance
of com pet i tion law to an in di vidu al’s power is not a giv en. The doc -
trine is clear: Com pet i tion law does not ap ply to in di vidu als but to
“un der tak ing s”, and that means an en tity be ing en gaged in “e co -
nomic activ ity”. While in di vidu als can con sti tute an un der tak ing
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(self-em ployed per sons might be an un der tak ing in the com pet i -
tion law sense), CEO’s – even those with power ful voices shap ing
both cur rent polit ical de bates and the fu ture polit ical eco nomy in
space – do not. This is be cause polit ical in volve ment, in it self, is
not eas ily re garded as an “e co nomic activ ity”.

One might ar gue that a CEO pur chas ing ac cess to polit ical
power to se cure fa vor able out comes for their com pan ies does con -
sti tute an eco nomic activ ity. But per haps other legal and non-legal
in stru ments – as also covered in this ed ited volume – might be bet -
ter suited here. Nev er the less, as Cseres ar gues, strong and in de -
pend ent en force ment of com pet i tion law is al ways rel ev ant to fight
corruption.

Bey ond the legal lim it a tions on ap ply ing European com pet i tion
law to an in di vidu al’s power, there are also con straints rooted in
geo pol it ical realities.

Ad di tion ally, lim it a tions stem from prin ciples un der ly ing sep -
ar a tion of powers and the le git im acy of (inde pend ent) reg u lat ory
agen cies. These are in her ent in the polit ical eco nomy and basis of
the European Union in con sti tu tional demo cracy, re flec ted also in
European com pet i tion law (see Bernatt ). We do ad voc ate for a
stronger role for com pet i tion law in pro tect ing these un der ly ing
demo cratic struc tures, in clud ing con sid er ing (really) “break ing-up”
big tech com pan ies as a com pet i tion law re sponse (D’Amico and
Gerbrandy ). However, cre at ing un ac count able or un lim ited reg u -
lat ory power is not the an swer. A fiercely in de pend ent ju di ciary
plays a cru cial role here, though this has per haps been taken for
gran ted – more so in some EU Mem ber States than in others.  As
the ordolib er als rightly em phas ized, there has to be a bal ance of
power not only between private, pub lic and polit ical act ors but also
across dif fer ent pub lic val ues. The ques tion is then, where in the
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cur rent rap idly chan ging power struc tures, es pe cially in the US, but
equally in the EU, the bal ance will and should be struck.

To sup port and strengthen the struc ture and fab ric of con sti tu -
tional demo cra cies, European com pet i tion law can in deed step up.
At the same time – and we echo here the sen ti ment ex pressed by
oth ers in this ed ited volume   – pro tect ing con sti tu tional demo -
cracy re quires more than the ap plic a tion of a single legal in stru -
ment – it de mands a sus tained, con cer ted ef fort.
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urope is be ing as sailed by an un holy al li ance between tech plu -
to crats and the US state, united by their shared in terest in un -

der min ing European demo cracy and sov er eignty. Elon Musk, the
owner of Tesla, SpaceX, X and xAI, and the pub lic face of the de reg -
u lat ory “a gency” DOGE, is the most blatant ex ample of this fu sion
of state and cor por ate power and the threat it poses to Europe.
Musk has used his con trol of X to in ter fere in nu mer ous European
elections  and polit ical debates , and has re portedly threatened to
switch off Ukraine’s ac cess to his Starlink satel lite network.

But Musk’s out rageous antics should not dis tract us from the
wider threat he rep res ents: Europe’s dan ger ous de pend ence on a
hand ful of US tech gi ants for crit ical di gital in fra struc ture and
com mu nic a tions plat forms. The threat is of course not new;
Europe’s de pend ence on Big Tech mono pol ies has already in flic ted
ser i ous dam age to its eco nomic com pet it ive ness and demo cratic
in sti tu tions. But Trump’s re turn has dra mat ic ally raised the stakes.

Un der stand ing the nature of the threat

These de pend en cies are man i fold, and in clude Europe’s re li ance on
Amazon, Mi crosoft and Google for cloud com put ing in fra struc ture,
on Nvidia for cut ting-edge semi con duct ors, on Google for search
and di gital ad vert ising ser vices, and on Meta for the so cial me dia
ser vices What s App, In s tagram and Face book. All these plat forms
and ser vices are cap able of be ing – if they aren’t already – weapon -
ized by their own ers either in de pend ently or at the be hest of the US
gov ern ment. This situ ation risks be com ing even worse if, as ap -
pears likely, Tik Tok is sold to a grate ful Amer ican buyer with the
sup port and bless ing of the Trump ad min is tra tion. The pop u lar so -
cial me dia plat form has already been ex ploited by ma li cious for eign
act ors to dis rupt re cent elec tions in Romania,  and if US-owned
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could be a power ful tool for MAGA in ter fer ence in European
politics.

The grow ing med dling by Musk and Meta owner Mark Zuck er -
berg in European elec tions, law mak ing and pub lic de bate is blatant
and well-documented.  But one can eas ily ima gine such in ter fer -
ence tak ing other forms, from Google dis tort ing what Europeans
see in their search res ults (build ing on the no tori ous “Gulf of
Amer ica” example ), to the Trump ad min is tra tion lever aging ac cess
to cloud com put ing and chips as a bar gain ing token in ne go ti ations
over trade, tax a tion, reg u la tion and se cur ity. Such re stric tions
would be far from un pre ced en ted; the US has already used ag gress -
ive sanc tions to suf foc ate Chin a’s ac cess to semiconductors,  while
the Biden ad min is tra tion’s “dif fu sion rule” already lim its cer tain
European Union (EU) Mem ber States’ abil ity to pur chase US-made
chips.

Fi nally, the US tech plat forms and their own ers are in creas ingly
will ing to lever age both their own power,  and that of the US state,
to un der mine Europe’s sov er eignty abil ity to pass and im ple ment
laws tar get ing di gital gate keep ers. Not only are these cor por a tions
flag rantly vi ol at ing the EU’s com pet i tion and di gital
rulebook,  but they are also seek ing to pre vent en force ment it self
by with hold ing their products from the European market  and us -
ing the Trump ad min is tra tion as a bat ter ing ram to clear away in -
con veni ent rules and regulations.  While Big Tech’s long stand ing
and sys temic non- com pli ance with EU law is one thing, its ef forts
to des troy these laws them selves is a dir ect chal lenge to the fun da -
mental sov er eignty of the EU and its Mem ber States which can not
go un chal lenged.
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The roots of the present crisis

Be fore dis cuss ing how Europe should re spond to this ex ist en tial
threat to its sov er eignty, se cur ity and demo cracy, it is worth briefly
ex plor ing how we got to where we are, as this will point the way to -
wards the right solu tions.

When it comes to the ex treme con cen tra tion of wealth and
power in the hands of a small num ber of Amer ican ol ig archs and
cor por a tions, the US gov ern ment it self nat ur ally bears most of the
blame. By slash ing taxes on high in comes and wealth, weak en ing
la bour uni ons and crip pling com pet i tion en force ment un der Pres -
id ent Re agan on wards, the US gov ern ment de nuded it self of some
of its most power ful tools for tack ling plu to cracy and monopoly.
In deed, the two is sues are fun da ment ally in ter linked: Mono pol istic
con trol of mar kets gen er ates rents that are siphoned off by a small
num ber of cor por ate ex ec ut ives and own ers, which those in di vidu -
als and cor por a tions sub sequently re deploy to pro tect and fur ther
en trench their mono pol ies, in clud ing by lob by ing for tax cuts, reg -
u lat ory ex emp tions and other forms of cor por ate wel fare.

While Europe can not be blamed for the fail ures of Amer ican
poli cy makers, it is still re spons ible for al low ing it self to be come so
de pend ent on Amer ican tech mono pol ies, just as it in cau tiously al -
lowed it self to be come dan ger ously de pend ent on Rus sian fossil
fuels, Chinese raw ma ter i als, and Taiwanese semi con duct ors.

This com pla cency has sev eral causes. Most im port antly, Europe
im por ted neo lib eral think ing from the US which placed mar ket ef fi -
ciency above all other policy con sid er a tions – in clud ing demo cratic
and so ci etal re si li ence – and stig mat ised the idea of state in ter ven -
tion in the eco nomy. This in tel lec tual as well as eco nomic de pend -
ency on the US had a num ber of prac tical con sequences for law and
policy in Europe, in clud ing the ad op tion of the “con sumer wel fare”
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stand ard in com pet i tion enforcement,  the re jec tion of in dus trial
policy as a tool of statecraft,  and an em phasis on ef fi ciency in -
stead of re si li ence in trade policy.  Com bined, these con cep tual
blinkers blinded Europeans to grow ing con sol id a tion of power and
con trol in key mar kets and sup ply chains, par tic u larly in the tech -
no logy sec tor, while ham per ing their abil ity to do any thing about
it.

Other factors more spe cific to the tech sec tor also con trib uted
to the present crisis. For many years, poli cy makers in the US,
Europe and many other parts of the world were un able to ad dress
or even see the dangers of tech mono pol ies as a res ult of what Ev -
geny Moro zov has aptly de scribed as the “in nov a tion fetish”.  Des -
pite the fact that dis rupt ive in nov a tion is far more likely to come
from dy namic new entrants than incumbents,  Big Tech cor por a -
tions were largely suc cess ful (through ex tens ive lob by ing) at de -
pict ing them selves as the well spring of in nov a tion, and in us ing
this as a pre text for block ing or weak en ing ef forts to rein in their
dom in ance. While gov ern ments, par tic u larly in Europe, began to
see through this façade in the mid-to-late 2010s, the cur rent hype
around gen er at ive AI – and Big Tech’s role in it – has un for tu nately
re versed some of this pro gress.

Not with stand ing this un fa vour able ter rain, there were still
many op por tun it ies to pre vent or at least slow Big Tech’s rise
which Europe failed to take. Des pite be ing first out of the blocks to
in vest ig ate Google’s mono pol istic ab uses start ing in 2010, the
European Com mis sion failed to take the meas ures – such as struc -
tural sep ar a tion – needed to fix the prob lem, in stead opt ing for
fines and weak be ha vi oural rem ed ies that did little to dent Google’s
dominance.  Other US tech gi ants that were also con sol id at ing
their power in those years, in clud ing Amazon, Face book and Ap ple,
faced even less scru tiny. Sim il arly, un til very re cently the Com mis-
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sion and Mem ber States re fused to block even a single ac quis i tion
by a Big Tech cor por a tion, des pite the cent ral role of these
takeovers in con sol id at ing the gi ants’ power and elim in at ing po -
ten tial rivals.

The pic ture has im proved some what in re cent years. In re -
sponse to the fail ures of com pet i tion law to pro tect con test abil ity
and fair ness in di gital mar kets, the EU has passed and be gun im -
ple ment ing the Di gital Mar kets Act (D MA, Reg u la tion (EU)
2022/1925), which im poses a set of ex ante rules on di gital gate -
keep ers de signed to curb their anti-competitive con duct and cre ate
new op por tun it ies for star tups and chal lengers. The Di gital Ser -
vices Act (D SA, Reg u la tion (EU) 2022/2065) is an other im port ant
step in es tab lish ing ba sic rules and re spons ib il it ies with re gards to
how on line plat forms mod er ate con tent. The GDPR (Reg u la tion
(EU) 2016/679), while in force since 2018 and weakly en forced since
then, still has the po ten tial to tackle Big Tech’s harm ful sur veil -
lance prac tices if if en forced more ambitiously.  And mer ger con -
trol has fi nally be gun to show some teeth, with sev eral tech mer -
gers in clud ing Arm/N vidia, Amazon/iRo bot, Adobe/Figma and
Book ing/eTrav eli be ing either blocked or aban doned since 2022.

How should Europe re spond?

While im port ant pro gress has been made, none of this is nearly
enough to deal with the ex ist en tial crisis fa cing Europe today. To
sur vive the frontal as sault by the US gov ern ment and its Big Tech
al lies, Europe must hold the line in en for cing its ex ist ing laws
while mov ing quickly to up grade its toolkit and the stra tegic vis ion
un der pin ning them.

First, when it comes to tech reg u la tion, Europe must un der -
stand – if it does n’t already – that it is not deal ing with reg u lar
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private busi nesses which aim to com ply with the law in good faith,
but hos tile act ors that are able and will ing to mo bil ise the full force
of the US gov ern ment against reg u la tions and other state policies
that chal lenge their in terests. This re quires the EU and its Mem ber
States to as sume non- com pli ance as the de fault out come, and to
hold firm on ro bust law en force ment in the face of co er cion and in -
ter fer ence. Wa ter ing down en force ment in re sponse to bul ly ing will
only weaken Europe’s bar gain ing po s i tion and en cour age fur ther
at tacks on European sovereignty.

Second, Europe must re cog nise that no one tool will be suf fi -
cient in re spond ing to the mul tiple and over lap ping threats posed
by the tech plu to crats. In stead of en for cing its vari ous tech laws –
from the DMA and the DSA to the GDPR and the AI Act – in silos,
the EU must ad opt a whole-of-gov ern ment ap proach that sub -
sumes these tools un der the over arch ing ob ject ives of coun ter ing
mono poly power and re du cing de pend en cies. This need not en tail
chan ging the laws them selves, but it will re quire the Com mis sion
to change its ways of work ing and to es tab lish new struc tures to fa -
cil it ate this, whether a ded ic ated taskforce or an en tirely new di -
gital regulator.  The Com mis sion should also deepen its col lab or a -
tion with Mem ber States, many of which have led the way when it
comes to tack ling con cen trated tech power.

Third, where the US does take steps to pun ish the EU for en for -
cing its laws, the Com mis sion should re tali ate not by politi cising
en force ment of tech reg u la tion, which would only play into
Trump’s hands, but by us ing a law de signed pre cisely for this situ -
ation – the An ti - Co er cion In stru ment (ACI).  The ACI ap plies
where:

“A third coun try ap plies or threatens to ap ply a third- coun try
meas ure af fect ing trade or in vest ment in or der to pre vent or ob-
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tain the ces sa tion, modi fic a tion or ad op tion of a par tic u lar act by
the Union or a mem ber state, thereby in ter fer ing in the le git im ate
sov er eign choices of the Union or a mem ber state”.

This ap pears to per fectly de scribe the Trump ad min is tra tion’s
threats to ap ply tar iffs and other coun ter meas ures in re sponse to
EU reg u la tion of US tech gi ants. In re sponse to such co er cion, the
ACI en ables the Com mis sion to de ploy a broad set of re tali at ory
meas ures, in clud ing du ties and re stric tions on goods and ser vices
ex por ted into the EU, ex clu sion from pub lic pro cure ment tenders,
re stric tions on in vest ments, and the re voc a tion of in tel lec tual
prop erty rights.

One can eas ily see such meas ures be ing used to tar get Big Tech
cor por a tions, which would be wholly jus ti fied given their act ive
role in shap ing Pres id ent Trump’s bel li ger ent posture.  Firm re -
tali ation un der the ACI would achieve two pur poses: It would sig -
nal to the US gov ern ment Europe’s re fusal to be co erced by threats,
and it would im pose sig ni fic ant costs on the tech gi ants for their
at tacks on EU laws, costs which they might de cide are not worth
the be ne fits of weaker reg u la tion.

Con clu sion

The discussion above out lines a strategy for re spond ing to the in -
tense pres sures cur rently be ing ex er ted on Europe by US cor por a -
tions and the US state, but it does not ex plore how Europe can
build an al tern at ive to tech plu to cracy in the longer -term. While
this would re quire more space than is avail able here, what is clear
is that Europe must find the con fid ence to set out its own vis ion for
a fair, open and de cent ral ised di gital eco nomy, and to act ively pro -
mote this as an al tern at ive to today’s mono pol istic status quo.
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EU law, in clud ing com pet i tion policy and tech reg u la tion, has a
cent ral role to play in both break ing up con cen trated tech power
and steer ing so ci ety away from ex tract ive, toxic and en vir on ment -
ally harm ful busi ness mod els to wards tech no logy that pro motes
the pub lic interest.  This means res ist ing in flu en tial but mis -
guided nar rat ives which identify “over reg u la tion” as the reason for
Europe’s lack of tech sovereignty,  and which are eas ily ex ploited
by tech gi ants which stand to gain from de reg u la tion and un der en -
force ment.

Ul ti mately, this will re quire mov ing away from an atom istic
con cep tion of the law which en vi sions it as a tool for pro tect ing the
in terests of spe cific groups, be this con sumers or busi nesses, to -
wards see ing it as so ci ety’s primary means of en sur ing that private
power does not threaten – and ul ti mately serves – the pub lic good.
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n a pre vi ous blo g post I con tem plated what it would mean for
(then) Twit ter (now X) if Elon Musk bought it and turned it into

a free speech utopia.  A sim pler time, in which I feared the cre ation
of a “Two Twit ter ”-solu tion where the newly-ac quired plat form
would look sig ni fic antly dif fer ent in the US than it would in the EU.
Un der this scen ario, I also ar gued that Twit ter could not simply
with draw from co-reg u lat ory in stru ments such as the Code of Prac -
tice on Dis in form a tion, be cause “con sumers have an in terest in a
well- mod er ated platform”.  Al most three years and a bot-rid den
cess pool- plat form later, I was proven wrong. In fact, Al pha bet and
Meta soon fol lowed suit. The fi nal point I raised still stands: Should
we re con sider the free speech im pacts one bil lion aire so cial me dia
plat form owner can have in a volat ile polit ical land scape?

In this con tri bu tion I situ ate and ad dress Musk’s po s i tion
within the broader EU de bate on free dom of ex pres sion. The pur -
pose of this ed ited volume is to elu cid ate as pects that make Musk,
his in flu ence, and his pro voca tions to the EU legal or der, prob lem -
atic un der EU law, and, if we con sider his in flu ence as un wanted,
harm ful or il leg al, whether EU law can provide an swers to it. This
chapter centres on three points: (i) Musk’s changes to X’s con tent
mod er a tion pro cess, em power ing other tech-bros to fol low the
same course; (ii) Musk’s us age of X to amp lify cer tain polit ical can -
did ates; and (iii) Musk’s own er ship of Starlink. It ends with a note
on how this fits in a grander theme which has been dubbed by com -
ment at ors such as Paul Bernal as the “techbrocracy”.

Musk’s mod er a tion with drawal

The first as pect of Musk’s role in shap ing free speech in the
European Union is vis ible through X’s mod er a tion policies and
prac tices. X has, un der Musk’s aus pices, made severe cuts in its
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mod er a tion teams,  dis ban ded trust and safety initiatives,  with -
drawn from EU co-reg u lat ory documents,  and taken an over all
more per missive style to con tent mod er a tion. This has severe im -
plic a tions for the dis course on X.  Em pir ical stud ies show that dis -
course has roughened,  host ing more harmful  but also il legal
content , go ing against Musk’s ori ginal prom ise to align X’s
policies with EU law.  X’s mod er a tion against il legal con tent is ar -
gu ably lim ited. Ana lysis of the DSA Trans par ency Data base shows
that it per forms little mod er a tion com pared to other so cial me dia
platforms.  EU law of fers tools to com bat this: The Di gital Ser vices
Act (here in after DSA) provides clear av en ues for au thor it ies to
com bat il legal con tent in, for ex ample, Art icle 9, and it also
provides in cent ives to plat forms to com bat “law ful but aw ful” con -
tent in Art icle 7,   through sys temic risk mit ig a tion in Art icle 35
that can cover law ful but aw ful con tent, and through its use of
Codes of Con duct (Articles 45-47). X is cur rently un der in vest ig a -
tion by the EU Com mis sion for its con tent mod er a tion prac tices
and trans par ency ob lig a tions, and pre lim in ary find ings in dic ate
that it was in breach of a num ber of DSA provisions.  Al legedly,
the EU bloc is pre par ing a 1 bil lion dol lar fine for its “hand s-off
approach” to mod er at ing il legal content.

Il legal speech has the po ten tial to limit free speech: For ex -
ample, in a hate speech rid den en vir on ment, it is un likely that af -
fected minor it ies will be able to ef fect ively ex press them selves.
They will be more likely to leave the plat form, or ab stain from shar -
ing their opin ion – the mar ket place of ideas has its lim it a tions.
Dis in form a tion forms a sim ilar risk, af fect ing people’s right to be
in formed. Com bat ing such il legal con tent does not scale to the en -
force ment ca pa cit ies of re spons ible au thor it ies, un der lin ing our re -
li ance on so cial me dia plat forms to “do the right thing”. Of ten
scholars,   including myself,   have the or ised that plat forms will
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likely try to abide by reg u lat ors’ wishes to avoid fur ther reg u la tion
or li ab il ity, and that do ing so can lead to over -re moval of con tent
since plat forms will err on the side of caution.  In the case of X in
the EU, the op pos ite has oc curred. Musk boasts his dis reg ard of the
DSA in – ad mit tedly en ter tain ing – X-ex changes with former EU
Com mis sioner Thi erry Breton,  whilst also sham ing other plat -
forms for show ing de fer ence to regulators.  The DSA provides
tools to com bat free dom of ex pres sion vi ol a tions by X, both on an
in di vidual and a sys temic level, but so far these have not led to a
change in X’s land scape, rais ing the deeper and more in con veni ent
ques tion of whether Musk has out grown the force of the reg u lat or,
or simply whether that DSA is not fit for pur pose. This ques tion is
ad dressed in the fi nal sec tion.

Musk’s amp li fic a tion of polit ical can did ates

Musk has de livered on the prom ise of free speech ab so lut ism, and
has in deed cre ated a vir tu ally law less pub lic square. In that prom -
ise, he down plays his role in amp li fy ing cer tain voices on that town
square. Free speech does not mean free reach, as Musk him self
acknowledges.  Al though X has down scaled con tent mod er a tion
ef forts, X amp li fies voices that align with Musk’s polit ical stand -
points. While em pir ical stud ies so far (such as
Ye/Luceri/Ferrara   and  Graham/Andrejevic ) have their lim it a -
tions since X is not an ac cur ate rep res ent a tion of the elect oral
land scape, they hint to the fact that right-wing can did ates are fa -
voured by the plat form’s al gorithm. If noth ing else, Musk’s in ter -
views of then pres id en tial can did ate Trump  and more re cently
Ger man chan cel lor’s can did ate Alice Weidel,  are an in dic a tion of
the same trend, hav ing both been pushed through the plat form’s
no ti fic a tion struc ture. The amp li fic a tion of cer tain voices is by de-
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fault the de mo tion of oth ers: the at ten tion of so cial me dia users is
lim ited. The amp li fic a tion of politi cians re duces the ex pos ure of
other politi cians who do not align with Musk’s vis ion, mean ing
that al though their speech is not lim ited, less people will see it.
This cre ates a scen ario in which the pub lic town square of free
speech is still the pub lic town square, only Elon is cre at ing mar ket
stalls for far-right politi cians across Europe to op er ate on that
town square. In prin ciple, this does not ne ces sar ily de part from ex -
ist ing prac tices of news pa pers in ter view ing polit ical can did ates, for
ex ample. However, in an age where people rely on so cial me dia net -
works for in form a tion, a vari ety of view points can be a con cern
when the own ers of plat forms flock to ward a lim ited num ber of
polit ical act ors.

As an ti cip ated, un der EU law, these con cerns re lat ing to plat -
form prac tices can be ad dressed un der the DSA’s sys temic risk as -
sess ment and mit ig a tion ob lig a tions in Art icles 34 and 35, and can
also be tar geted through Art icle 27 on re com mender sys tem trans -
par ency. Yet the stand ards set in these pro vi sions are some what
vague and multi-interpretable.  This leaves room for in ter pret ing
them as ne ces sary by plat forms and en force ment au thor it ies.
However, it also means that en for cing them in prac tice re quires
sig ni fic ant in vest ig a tions and data ac cess for en force ment au thor -
it ies, and ac tual sanc tion ing will take time to mani fest, es pe cially
in today’s polit ical con text in which an in creas ingly uni fy ing EU
is still vul ner able in chal len ging the EU administration.

Free dom of speech and (satel lite- based) in ter net ac cess

An other point re lat ing to free speech can be raised in the con text
of Musk’s Starlink en ter prise, which is part of SpaceX. Starlink
provides in ter net con nec tion, which is of vi tal im port ance in re-
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gions where other in ter net in fra struc tures are des troyed. This ser -
vice has made head lines be cause of its role in provid ing not only
Ukrain ian cit izens but also the Ukrain ian army with in ter net
connection.  Musk has been cri ti cised for not ex tend ing Starlink
cov er age to Rus sian oc cu pied territory,  and de fends this by claim -
ing the Starlink ser vice was not meant for war and that he was
seek ing to avoid con flict ing with US sanc tions on Crimea.
Whatever the truth in this is, it raises con cerns about the im pact
Starlink has. This is ex acer bated since it is ap par ent that Ukrain ian
armed forces also rely on SpaceX for in ter net access.  Starlinks’
value to the Ukrain ian pop u la tion was un der scored when it was al -
legedly used as a bar gain ing chip in ne go ti ations about a min eral
deal.  It is bey ond the scope of this chapter to con sider the geo -
pol it ical im plic a tions of a polit ic ally op por tun istic owner con -
trolling in ter net ac cess in com bat areas, but one can pon der the
free speech im plic a tions. In ter net ac cess is clearly linked to free -
dom of ex pres sion in European Court of Hu man Rights case law:
Free speech in volves the right to ex press, but also the right to be
informed.  De priving people of in ter net ac cess can in ter fere with
their right to free dom of ex pres sion. This means that the im plic a -
tions of SpaceX be ing used as a polit ical pres sure point, e.g. de -
priving vul ner able re gions of the world of their in ter net con nec -
tion, can be enorm ous, not only from a geo pol it ical stand point, but
also from the per spect ive of cit izens that can not be in formed or
show the world what is hap pen ing in their coun try. So far, SpaceX
has been a sig ni fic ant con trib utor to the Ukrain ian cause, but this
again raises the ques tion of whether the po ten tial pres sure ex ert -
ing from con trolling these crit ical in ter net con nec tions that vul -
ner able people rely upon for ex pres sion and in form a tion should be
placed in the hands of one man.

29

30

31

32

33

34

Jacob van de Kerkhof

97



The era of tech bro cracy

This leads us to the fi nal point: the tech bro cracy. The ex amples
above have in dic ated how power with tre mend ous free speech im -
plic a tions centres around Elon Musk. Whilst cer tainly an en ig ma,
he is not the only per son with such power: Jeff Bezos, Mark Zuck er -
berg, and Sam Alt man, to name a few, are all im mensely power ful
in di vidu als who, al beit to a dif fer ent ex tent, hold power that may
po ten tially af fect the ex er cise of free dom of ex pres sion in the EU.
These stal warts of the tech bro cracy have re cently aligned them -
selves with the cur rent dom in ant polit ical pref er ence, with Musk
even ac quir ing an un pre ced en ted in flu ence in Trump’s gov ern -
ment. Fol low ing X’s ex ample, Meta  and Google  are re vis it ing
their con tent mod er a tion policies and prac tices. They have res cin -
ded co oper a tion with fact-check ers and re vised com munity
guidelines in fa vour of a more per missive policy on top ics such as
hate speech. On an in di vidual level you can make a case against the
use of fact-check ers in fa vour of “com munity notes”, and have
doubts on the align ment of some com munity guidelines and codes
of con duct with European free speech val ues. However, the
collective departure from these mod er a tion tra di tions in fa vour of
polit ical align ment leads to the ana lysis that, in spite of all EU reg -
u la tion, and all prin cipled opin ions on free speech in con tent mod -
er a tion, the tech bro cracy still fa vours op por tun istic polit ical gain.

The first signs of tech bro cratic rulers turn ing from EU rule are
showing.  The dis dain of the tech bro cracy for EU rules is backed
up by the White House. Vice Pres id ent J.D. Vance is cri ti cising the
EU di gital acquis as un duly re strict ing free speech.  He even
threatened to pull the US’ sup port for NATO over this matter.
Vance’s stance is backed up in the White House’s “Fact Sheet”, stat -
ing that the ad min is tra tion will re view any policy in the EU that
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“un der mine[s] free speech or foster [s] cen sor ship”, and will raise
tar iffs accordingly.  The an ti -DSA sen ti ment is based on an un der -
stand ing of the DSA as an ex tor tion ist reg u la tion cre ated with the
pur pose of ex tract ing bil lions from Amer ican tech companies.
While the DSA (or al most any other plat form reg u la tion, for that
matter ) cer tainly has its flaws, the tech bro cratic no tion that it is
an ti - free speech dis misses the fun da ment ally dif fer ent stances
across the At lantic on free dom of ex pres sion and tech reg u la tion,
and im pedes on EU sov er eignty to reg u late its own di gital realm.

As well-mean ing as European in ten tions are in this de bate, the
cyn ical con clu sion is that European free speech is hos ted primar ily
on Amer ican plat forms, cre at ing a de pend ency on the tech bro -
cracy. Those same tech-bros are now align ing with an ad min is tra -
tion that is will ing to sup port a (biased)  First Amend ment ab so -
lut ism with polit ical pres sure, cre at ing an un com fort able real ity for
the EU. As a res ult, even within the EU reg u lat ory ef forts are fal ter -
ing. EU reg u lat ors are re peal ing ef forts to reg u late the Di gital
Realm: The AI-li ab il ity Dir ect ive is withdrawn,   and the Draghi-
re port calls for a sig ni fic ant sim pli fic a tion of EU reg u la tion, in clud -
ing the di gital acquis.  The ques tion is whether this is the cor rect
re sponse to the threats to free dom of ex pres sion that the tech bro -
cracy poses. A sim pli fic a tion of the di gital acquis could ad dress
some fea tures in the DSA that are con ten tious from a free dom of
ex pres sion per spect ive, which could lead to greater ac cept ance of
the reg u la tion from the Trump ad min is tra tion. The cur rent lack of
that ac cept ance is per haps also af fected by the EU be ing too for -
ward about the DSA’s im plic a tions – Thi erry Bre ton may not have
been the best PR per son for the DSA.

Sim pli fic a tion for ac cept ance is a gamble, however, and dis -
counts the deep - rooted liber tarian an ti -reg u la tion sen ti ment that
can be part of any de bate on reg u lat ing the internet.  Sim pli fic a-
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tion runs the risk of re du cing the en force ment power the EU is
build ing in the di gital sphere. Since DSA en force ment is still ef fect -
ively in de vel op ment, it may be es pe cially coun ter pro duct ive to the
ori ginal goals of the reg u lat ory pack age to re visit the di gital acquis.
Cur rent DSA en force ment is pre dom in antly aimed at in vest ig a -
tions. Al though those in vest ig a tions suf fer from opacity,  they are
a ne ces sary step to close the cur rent know ledge-gap reg u lat ors
have re gard ing the work ings of on line plat forms. Build ing on that
know ledge, DSA en force ment may in the fu ture be tar geted spe -
cific ally at as pects of the tech bro cracy that en danger the free dom
of ex pres sion of European cit izens. Of course, this means en for cing
an un pop u lar reg u la tion based on European fun da mental rights
val ues, which may be geo pol it ic ally con ten tious. Con tinu ing to
build a right s- based en force ment seems, however, the best course
to en sure pro tect ing European speech val ues in the age of the tech -
bror acy, and may pre vent the DSA from be ing politi cised in a trade
war.

Al tern at ively, some have ar gued for the cre ation of European
so cial me dia platforms.  Al though this is a vir tu ous sug ges tion, I
fear that the bar ri ers of con nectiv ity and plat form buy-in may pre -
vent users from switch ing plat forms; as an example  – al though
they were ini tially presen ted as vi able al tern at ives to X – Mas to don
or Bluesky are yet to hit user counts re motely com par able to
Musk’s platform.  Ad di tion ally, con sumers are not al ways mo tiv -
ated by what plat form is the most “right s- con scious”; after the US
Tik Tok ban, close to a mil lion US users flocked to Red Note, which
al legedly poses greater se cur ity risks than TikTok.  This could im -
ply that even if the EU de veloped com pli ant so cial me dia plat forms,
and sus pen ded ac cess to US plat forms, users may still choose based
on fa mil iar af ford ances, not based on what is best for their data or
free dom of ex pres sion.
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Musk has shown that, in the ab sence of strin gent en force ment
of EU law, it is pos sible to run a plat form in the EU that does not
mod er ate con tent. It does not come as a sur prise that both Meta
and Google are ready to fol low in Elon’s steps. The ques tion is
whether they will sac ri fice EU free speech val ues in the pro cess.
The in con veni ent real ity is that, if the EU does not unite on DSA
en force ment, they sure can.
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Two Ma jor Le gis lat ive Op por tun it ies
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it izens glob ally are fa cing un pre ced en ted asym met ries vis-à-
vis tech no lo gical gi ants such as Al pha bet, Microsoft, Meta,

and Apple. In light of the re cent polit ical de vel op ments in the US,
the need to pro tect fun da mental rights against the power of Big
Tech cor por a tions is more im port ant than ever. As high lighted by
this ed ited volume, there is a strik ing yet neg lected in ter play
between im mense eco nomic power and high- level politics.

The so-c alled big-five,  Alphabet, Amazon, Ap ple, Meta, and
Microsoft, have a cent ral role in the col lec tion of data from their
users and in the de vel op ment of new di gital tools. Legal schol ars
have for a long time re cog nised the risks de riv ing from the tech -
nical cap ab il ity of pro cessing large amounts of data and com bin ing
in form a tion from mul tiple sources.  This cap ab il ity renders the
pro spect of the cre ation of di gital files about vir tu ally al most every
in di vidual plausible.  More re cently, the fast pace in the growth of
ar ti fi cial in tel li gence (AI) high lights the need for ad di tional safe -
guards for pro tect ing EU cit izens from the risks of di gital
innovation.  Yet, des pite the evid ent need for meas ures against the
risks of tech no lo gical in nov a tion, we con tinue wit ness ing a fa vour -
able de reg u lat ory agenda of tech giants.

In deed, many as pects of the cur rent EU tech no logy reg u la tion
frame work seek to em power people with re gard to the Big Tech in -
dustry. In re sponse to the chal lenges posed by tech no lo gical
innovation, EU law has two ma jor stat utory texts that pro tect fun -
da mental rights against the threats stem ming from di gital tech no -
lo gies: the Gen eral Data Pro tec tion Reg u la tion (G DPR) and the AI
Act.  While both legal in stru ments have short com ings, an on go ing
le gis lat ive pro cess poses the op por tun ity to ad dress these draw -
backs and to thereby em power cit izens against Big Tech cor por a -
tions.
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Short com ings in the cur rent sys tem

The GDPR

The GDPR pro tects nat ural per sons from the risks de riv ing from
the pro cessing of per sonal data. The Reg u la tion builds upon the
EU’s earlier pi on eer ing frame work on data pro tec tion, which was
first es tab lished at the EU level in the 1990s.  Spe cific ally, the
GDPR ap plies with re spect to the pro cessing of in form a tion that
relates to nat ural per sons, the data sub jects (G DPR, Art icles 2(1)
and 4(1)). Given that per sonal data are the “oil” of the tech no lo -
gical evol u tion in this day and age,  a wide spec trum of the activ it -
ies of the Big Tech com pan ies is sub ject to GDPR com pli ance.
Hence, the GDPR is not per se a form of tech reg u la tion nor an in -
stru ment of cor por ate con trol. However, due to the cent ral role of
per sonal data in today’s eco nomic life, the Reg u la tion is a means of
pro tect ing EU cit izens against the un fettered power of tech no lo -
gical cor por a tions.

The in tro duc tion of the GDPR was a sig ni fic ant con tri bu tion
to wards em power ing the data sub jects in re la tion to the Big Data
industry,   but also has cer tain im port ant short com ings. Spe cific -
ally, the ap plic a tion of the GDPR re lies pre dom in antly upon the
work of the Data Pro tec tion Au thor it ies (DPAs), which are en trus -
ted with the en force ment of the Reg u la tion and hand ling of data
sub ject re quests (G DPR, Art icles 51-59). The GDPR reg u lates a wide
ar ray of op er a tions, which ap pear in very dif fer ent con texts, as for
ex ample, Big Tech cor por a tions, pub lic ad min is tra tion, health care,
the bank ing sec tor, and in small and me dium en ter prises (SMEs).
Hence, the DPAs deal with a huge num ber of cases with very dif fer -
ent char ac ter ist ics. As some schol ars sug gest, the GDPR’s broad
scope of ap plic a tion raises con cerns about the en force ab il ity of the
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Reg u la tion due to the in suf fi ciency of re sources al loc ated to
DPAs.

Ad di tion ally, the GDPR’s sys tem re lies on self-re port ing
processes by data con trol lers, who are the en tit ies in charge of the
pro cessing op er a tions (G DPR, Art icle 4(7)). In prac tice, power ful
data con trol lers, such as the Big Tech com pan ies have enorm ous
leverage in draw ing up best prac tices of com pli ance with data pro -
tec tion law.   That is to say that, in the cur rent re gime, Big Tech
com pan ies of ten ful fil their self-re port ing ob lig a tions by cre at ing
com pli ance policies them selves. Hence, data sub jects can not par ti -
cip ate in de vel op ing these policies. In re sponse to this short com ing
in the GDPR, sup port ing the in clu sion of the data sub jects in the
pro ceed ings be fore DPAs with re spect to the en force ment of their
rights would be a ma jor step to wards fos ter ing the en force ment of
EU data pro tec tion law.

Cur rently, a Draft Reg u la tion pro poses a new frame work for the
en force ment of the GDPR in situ ations where the DPAs handle
cross-bor der cases.  Within the dis course con cern ing the Draft
Reg u la tion, Hoff mann and Mustert sup port the in clu sion of the
data sub jects as parties in the pro ceed ings be fore DPAs.  The non-
gov ern mental or gan isa tion NOYB also wel comes this ap proach and
re com mends the ad op tion of clear pro ced ural min imum stand ards
in fa vour of the data sub jects, which would also in clude the right of
ac cess to (a non- con fid en tial ver sion) of all doc u ments of the pro -
ced ure and the right to ap peal the decision.

The le gis lat ive frame work of AI

Moreover, EU law provides a frame work to mit ig ate the threats to
fun da mental rights posed by the rapid de vel op ment of AI. The reg -
u la tion of AI de vel op ment is in ter twined with the activ it ies of the
Big Tech en ter prises, given their cent ral role in this field.
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The AI Act es tab lishes a mar ket sur veil lance sys tem for AI,
which re lies com pletely upon en force ment by pub lic au thor it ies (AI
Act, Art icles 3(26), 70). Much like the GDPR, the AI Act re lies upon
the func tion of pub lic bod ies, but, un like the GDPR, it does not
con tain any pro vi sions reg u lat ing civil li ab il ity claims re gard ing AI
products.  There fore, the cur rent EU re gime on AI leaves in di -
vidual ac tion en tirely out side its scope.

In re sponse to this chal lenge, the pro posed AI Li ab il ity Dir ect -
ive (AILD) is a Draft Dir ect ive de signed to com ple ment the AI
Act.  In brief, the pro posed dir ect ive har mon ises the rules in
Mem ber States’ le gis la tion re gard ing:

“(a) the dis clos ure of evid ence on high-risk [AI] sys tems to en able
a claimant to sub stan ti ate a non- con trac tual fault- based civil law
claim for damages;
(b) the bur den of proof in the case of non- con trac tual fault- based
civil law claims brought be fore na tional courts for dam ages
caused by an AI sys tem.”
Art 1 (1) AILD.

The ad op tion of a com mon frame work on civil li ab il ity rules in
cases of harm caused by AI will only be ne fit con sumers: Ac cord ing
to Art icle 1(4) of the pro posed AILD, na tional le gis la tion can be
more fa vour able for claimants to sub stan ti ate a non- con trac tual
civil law claim for dam ages caused by an AI sys tem. There fore, the
ad op tion of the AILD would be a step to wards em power ing in di -
vidu als in civil lit ig a tion pro ceed ings against tech no lo gical ti tans.

Des pite this out look, the le gis lat ive pro cess has reached a
stand still; the Com mis sion with drew its pro posal due to “no fore -
see able agreement”.   Journalistic re ports have sug ges ted that it
was rather a polit ical de cision to “show good will” to the new US
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ad min is tra tion’s calls for less reg u la tion of the di gital industry.
Not ably, the with drawal of the Com mis sion’s pro posal came after
JD Vance’s cri ti cism of the EU’s choice to reg u late Amer ican tech -
no lo gical com pan ies dur ing the AI Ac tion Sum mit in Paris.

In re sponse to on go ing calls for de reg u lat ing the tech no lo gical
in dustry, the draft AILD could rem edy cer tain asym met ries in the
re la tion ship between EU cit izens and tech no lo gical gi ants. As re -
cent de vel op ments show, the ad op tion of the Dir ect ive is a polit ic -
ally sens it ive is sue. Nev er the less, politi cians at the EU level should
show the ne ces sary de term in a tion to strengthen their cit izens.

Con clu sion and the road ahead

The EU le gis lator has a unique op por tun ity to em power EU cit izens
in ad min is trat ive and ju di cial pro ceed ings in cases con cern ing Big
Tech cor por a tions.

The ex ist ing case law in the field in dic ates that in di vidual ac -
tions brought by cit izens and the civil so ci ety con trib ute to the un -
der stand ing and en force ment of EU fun da mental rights.  Thus,
these civil so ci ety-led cases set im port ant pre ced ents of in di vidual
ac tion bring ing ma jor changes af fect ing gov ern ments and large
cor por a tions. This prac tice shows that the em power ment of in di -
vidu als in cases against tech no lo gical gi ants can be a key mile stone
in the pro tec tion of hu man rights at the EU level.

Yet, amid Trump’s re turn to the White House, a lack of polit ical
will for em power ing in di vidu als vis-à-vis Big Tech cor por a tions
might have emerged. The with drawal of the draft AILD shows how
EU politi cians seek to avoid dir ect con front a tion with their US
coun ter parts in or der to min im ise the im pact of Trump’s policies
on the EU.
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In more re cent de vel op ments, the Com mis sion has ad op ted an
as sert ive stance against the lead ing tech com pan ies, fin ing Apple
and Meta for vi ol a tions of the Di gital Mar kets Act.   These de -
cisions are en cour aging as they sug gest that the Com mis sion is
over com ing its earlier polit ical hes it a tion. In this spir it, the EU le -
gis lat ors have the op por tun ity to ad opt le gis lat ive acts in the fields
of data pro tec tion and AI reg u la tion. To that pur pose, it is up to
politi cians (at both the EU and the na tional level), aca dem ics, and
the civil so ci ety to cre ate the ne ces sary polit ical mo mentum for
reforms that en hance the pro tec tion of EU fun da mental val ues in
times of rapid tech no lo gical pro gress.
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The Art of (Ru in ing) the Deal
In ter na tional Tax a tion & Di gital Ser vices Taxes

https://intrechtdok.de/receive/mir_mods_00019994




mong Pres id ent Trump’s first ac tions of his second term in of -
fice was to with draw from, per the rel ev ant Ex ec ut ive Or der,

the Or gan isa tion for Eco nomic Co- op er a tion and De vel op ment
(OECD) “G lobal Tax Deal”.  While no in ter na tional agree ment car -
ry ing that ex act name ex ists, the US Pres id ent was re fer ring to a
dec ade-long ini ti at ive which has (or had) res ul ted in par tial agree -
ment to re form in ter na tional tax rules, es pe cially for mul tina tional
en ter prises (M NEs). This ini ti at ive, the cur rent it er a tion of which is
re ferred to as the In clus ive Frame work on Base Erosion and Profit
Shift ing (IF BEPS), aims at tack ling or at least min im ising tax
avoid ance and eva sion by MNEs.

The IF BEPS has been an ex tremely in flu en tial and im port ant
policy and re form ini ti at ive. In the same way, so-c alled Di gital
Services Taxes (DSTs) - which were grosso modo pro hib ited un der
the IF BEPS – can also be of great im port ance, es pe cially for the EU.
DSTs have already been dis cussed in Europe, either at the Union or
at the Mem ber State level, but not en forced yet. However, an EU
DST which would primar ily tar get US- based MNEs in the tech
sector,  could sig ni fic antly im pact the in terests of US tech plu to -
crats by en sur ing their en tit ies are taxed on profits gen er ated in
the EU, and thus limit their eco nomic power by real loc at ing some
of their profits to European cof fers. The pro ceeds from an EU DST
could also be used to bol ster the Uni on's own re sources, al low ing it
to pur sue its am bi tions – part of which is an over all re sponse to US
uni lat er al ism and plu to cracy. As such, the time is ripe for the
European Uni on, or at the very least its Mem ber States, to add DSTs
to their ar sen al, or re-activ ate those already on the books –
especially in light of the (likely) col lapse of the OECD “g lobal tax
deal” caused by Pres id ent Trump.
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On the IF BEPS

The IF BEPS con sists of two sep ar ate but in her ently in ter linked
Pillars.   The part of the IF BEPS Pres id ent Trump and his in ner
circle find of fens ive is Pil lar Two, the only one on which a fi nal
agree ment had been reached. Pil lar One is, broadly speak ing, fo -
cused on re form ing profit al loc a tion and nexus rules in in ter na -
tional tax a tion, while Pil lar Two con tains the “G lobal An ti - Base
Erosion” (GloBE) rules, which ef fect ively cre ate a global min imum
tax of 15% for MNEs, by im pos ing a top-up tax on low-taxed or
non-taxed in come of in - scope en tit ies. Both Pil lars deal (primar ily)
with MNEs. In other words, Pil lar One is fo cused on where MNEs
are to be taxed, while Pil lar Two es tab lishes a global minimum tax.
Both, however, ad dressed the prob lem of MNEs not pay ing their fair
share – at least in the di gital economy.  The com bined ef fect of the
Two Pil lars would be that part of the profits of MNE A (provided it
is in scope) which ac crue to jur is dic tion X would be al loc ated to
jur is dic tions Y and Z where A is present; and that the over all
profits of A would be sub ject to an ef fect ive global tax rate of 15%.

The – ad mit tedly com plex – tax con struct of Pil lar Two al lows
the jur is dic tions in which MNEs op er ate to levy a min imum level of
tax on the in come de rived in that jur is dic tion. Ef fect ively, it en -
sures that globe-trot ting MNEs have to pay a min imum 15% tax on
their profits, ir re spect ive of the tax “op tim isa tion” meas ures they
have taken. In short, this part of the IF BEPS would have given
(lim ited) tax ing powers over the global in come of some US- based
MNEs to states other than the US. However, by with draw ing from
this deal, the deal maker -in-chief may be ex pos ing those very MNEs
to far less pre dict able and more ag gress ive taxes im posed both by
foe and (former) friend alike.
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This is largely be cause a key part of the over all (and now likely
moribund) OECD ini ti at ive un der Pil lar One was to put a halt to the
pro lif er a tion of uni lat eral taxes, in clud ing of DSTs, and to re place
them with a con sensus- based (re)al loc a tion of tax ing rights. With
the suc cess ful com ple tion of the IF BEPS frame work now be ing ex -
tremely un likely, and with the over all pro lif er a tion of uni lat eral
trade (and oth er) meas ures, I ar gue that now is the time for the
European Uni on, or at the very least its Mem ber States, to add DSTs
to their ar sen al, or re-activ ate those already on the books.

In ter na tional tax a tion and di git al isa tion

The in ter na tional tax sys tem was never per fect – far from it.
However, the emer gence of the “di gital eco nomy” turned a prob -
lem atic sys tem into a bor der line un work able one, as some of its
mal ad ies, such as the dif fi culties in her ent in trans fer pricing,  were
ex acer bated, ul ti mately prompt ing the launch of the ori ginal BEPS
project.  The ori ginal pro ject did not seem to go any where, lead ing
even tu ally to the launch of the IF BEPS. The re vamped pro ject fo -
cused on cre at ing wide con sensus and was largely suc cess ful in this
re gard. By May 2024, 147 jur is dic tions, in clud ing the US and China,
had signed up to the Two Pil lar solution.

A core ele ment of the IF BEPS deal – and a key reason for the
wide, global buy-in – has been its fo cus on ad dress ing some long-
stand ing is sues with global tax a tion, primar ily fo cus ing on the
real loc a tion of tax ing rights, and with it, on the re dis tri bu tion of
tax in come to a wider num ber of jur is dic tions, in clud ing to a num -
ber of low-and-middle-in come coun tries. The pro posed frame work
– while not per fect – has sought to en sure that (at least some)
MNEs pay their fair share of taxes where their profits are ac tu ally
gen er ated, as op posed to where they are shif ted and booked. The
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com bined Two Pil lar Solu tion would also have the ef fect of com -
bat ing tax eva sion and avoid ance and, as a res ult, would not only
re dis trib ute parts of the global tax take but likely in crease it over -
all. While the fiscal im pacts would dif fer from one jur is dic tion to
an other, most jur is dic tions would be net be ne fi ciar ies – provided,
of course, the Two Pil lar solu tion were ap plied and im ple men ted
prop erly.

Given its his tory, the IF BEPS has nat ur ally been fo cused on the
im pacts of the di git al isa tion of the eco nomy. The two pil lars –
while sep ar ate – are com ple ment ary. For ex ample, for uni lat eral
levies such as DSTs to be ef fect ively pro hib ited, both new rules on
the al loc a tion of tax ing powers (Pil lar One) and an abil ity to tax
(M NE) in come (Pil lar Two) are ne ces sary. Thus, Pil lar One would,
inter alia, cre ate and al loc ate tax ing rights over a por tion of MNE
profits to mar ket jur is dic tions, while Pil lar Two in tro duces a min -
imum global tax rate and sets out the mod al it ies for its ap plic a tion.
Pil lar One also calls for the freez ing or re moval of ex ist ing DSTs
and re moves the be ne fits of Pil lar One from states that in tro duce
or ap ply DSTs.

DSTs gained trac tion as the first phase of BEPS seemed to fal -
ter, with some EU Mem ber States in tro du cing such charges.  In
2018, there was even a pro posal for an EU DST.  Non ethe less, with
the launch of the IF BEPS, those plans were put on ice and com mit -
ments were made for their re moval, in line with and in an ti cip a tion
of Pil lar One.  Now, however, with the fu ture of the IF BEPS in
ques tion, DSTs seem to be back on the menu.

The reason for the pop ular ity of DSTs is quite easy to un der -
stand, es pe cially in the con text of the rise of plat forms and the di -
gital eco nomy. While DSTs can take many forms and can be rather
com plex, they can be simply de scribed as a means of tax ing cer tain
sec tors and activ it ies within the di gital eco nomy where value is
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gen er ated through non-tra di tional (and thus not eas ily tax able)
means. In simple terms, DSTs can help rem edy the is sues arising
from the al loc a tion of tax ing rights and the abil ity of cer tain MNEs
to ex pertly shift their profits to the op timal jur is dic tion for them.
There are, of course, po ten tial down sides to DSTs,  as is the case
with all uni lat eral levies. Non ethe less, while DSTs can not – in and
of them selves – fix all the is sues of in ter na tional tax a tion, they can
help states mit ig ate the ef fects of tax avoid ance, and en sure that
di gital MNEs con trib ute their fair share to the pub lic fin ances of
the jur is dic tions where they op er ate. DSTs are also rather prac tical
as a solution.  From the EU’s per spect ive, the fact that DSTs
would, primar ily, tar get MNEs not based in the Union,  only in -
creases their ap peal. In the con text of the tar iffs in tro duced by the
cur rent US ad min is tra tion, as well as the un cer tainty such tar iffs
au gur, DSTs be come an even more at tract ive proposition.  This is
be cause DSTs are, ef fect ively, uni lat eral charges – akin to tar iffs –
and can thus pro voke re tali at ory uni lat eral meas ures. And tar iffs
are, after all, a form of tax a tion. However, as such meas ures have
already been put in place on the other side of the pond, DSTs in the
EU – or, bet ter yet, an EU DST – would con sti tute (part of) the EU’s
re sponse to those meas ures, and a highly tar geted one at that,
aimed squarely at the US tech sec tor.

To wards an EU DST?

The EU has been act ive against “ag gress ive tax plan ning” for years,
with nu mer ous pro pos als be ing tabled. Some of them have been
successful.  Even State aid law has been de ployed – with mod er ate
suc cess – to com bat “sweet heart” tax deals.  Pil lar Two was in tro -
duced in the EU with Coun cil Dir ect ive 2022/2523,  while a pro -
posal for a trans fer pri cing Dir ect ive has also been tabled.
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However, in tro du cing new tax rules – let alone new taxes – at
the EU level can be tricky. Tax ing powers are his tor ic ally seen as a
core vestige of sov er eignty, and, thus, al most all (dir ect) tax ing
powers re main with the Mem ber States and not with the Uni on;
des pite the formers’ ob lig a tion to ap ply their tax laws in line with
and in light of  EU law.   This ele ment of the EU’s con sti tu tional
set tle ment can po ten tially cause is sues in the design and sub -
sequent im ple ment a tion of an EU DST. Fur ther com plic a tions may
po ten tially arise from the fact that some Mem ber States already
have their own DSTs, with dif fer ent tax bases, tax ing events, or
rates.

Non ethe less, Art icle 57 of Dir ect ive 2022/2523 con tains a “trig -
ger” pro vi sion, re quir ing the Com mis sion to re port to the Coun cil
on the pro gress of the im ple ment a tion of Pil lar One,  and em -
power ing it to “sub mit a le gis lat ive pro posal to ad dress those tax
chal lenges in the ab sence of the im ple ment a tion of the Pil lar One
solu tion”. So, if Pil lar One is not im ple men ted (an out come which
seems in creas ingly likely),  a Union DST can in deed be es tab -
lished. Equally, Mem ber States can in tro duce and im ple ment such
taxes them selves.

An ar gu ment against DSTs is the pos sib il ity of re tali at ory
tariffs. However, in the cur rent global cli mate – with ex tens ive
tariffs announced by the US – this point loses its sa li ence. Fur ther,
des pite the fact that Pil lar One could be more fisc ally “profi t able”
than a DST for EU Member States,  an EU DST should be what the
Union aims for. For one, there is the ob vi ous ele ment of re spond ing
to the US’ own uni lat eral moves, and a DST could be part of a “bas -
ket” of re sponses. Ad di tion ally, an EU - level DST could min im ise
any neg at ive ef fects to the European single mar ket by cre at ing a
uni fied DST with the same scope of ap plic a tion, tax base, tax able
event(s), and rate(s). Such a uni fied DST would also be far less
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likely to cre ate is sues between Mem ber States, both polit ic ally and
leg ally. This is be cause cer tain na tional DSTs – if they catch
EU-based en tit ies – could be prima facie il leg al, either un der in -
ternal mar ket law if they cre ate discriminatory outcomes,  or un -
der State aid law.   A web of dif fer ent Mem ber State DSTs would
also be dif fi cult to ad min ister, and could lead to DST- com pet i tion
between Mem ber States, in turn caus ing more frag ment a tion in the
in ternal mar ket and more tax plan ning on the part of MNEs.

A fur ther ad vant age of a Uni on- level DST relates to who re -
ceives the mon ies raised. The Com mis sion had sig nalled that part
(15%) of the re sid ual profits to be taxed in the EU un der Pil lar One
could be ad ded to the “next gen er a tion” of the Union’s  own
resources.   With a Pil lar One agree ment seem ing un likely – at
least in the short-to-me dium term – Mem ber State DSTs would add
the mon ies raised to their own budget, whereas a Union DST could
re dir ect them to the EU budget. In the con text of the pre vail ing un -
cer tainty and the con stant crises Europe, and the world, are fa cing,
it is clear that the cur rent Com mis sion has am bi tious and  wide-
ranging plans.  It is, however, equally clear that the Union lacks
the re sources it needs to pur sue its agenda, and to re in vig or ate the
European economy.  An EU DST could help bridge that gap. And
an EU DST could be part of a strong re sponse to the US and the
second Trump ad min is tra tion – not only by ad dress ing
long-standing tax avoid ance is sues, but also by fin an cing parts of
the EU’s in dus trial strategies, thereby strength en ing the EU’s own
(open) stra tegic autonomy. If the Union were to keep the re sources
raised, this could also re duce ten sions between Mem ber States as
to the ef fect ive place of tax a tion, as all the rev en ues would, in ef -
fect, end up in the same “pot”.

While the ex act design and im ple ment a tion of an EU DST
would re quire un an im ity and thus be sub ject to (some)
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horse-trading, the 2018 pro posal can be used as a basis, at least in
terms of scope and defin i tions. Ad di tion ally, the 2018 pro posal was
ac com pan ied by a de tailed im pact as sess ment, which – while per -
haps out dated in parts – sets out the avail able op tions, as well as
the ne ces sity of EU ac tion and the ob ject ives of such
action  convincingly.  The 2018 pack age could also simply be
brought for ward again.  In other words, some of the “ground work”
has already been done, po ten tially ex ped it ing the ad op tion of an
EU DST. Fi nally, as Pil lar One is far from be ing im ple men ted, the
trig ger pro vi sion in Art icle 57 of Dir ect ive 2022/2523 could be in -
voked by the Com mis sion.

Con clu sion

In brief, this con tri bu tion has ar gued for the in tro duc tion of an EU
DST, in light of the (likely) col lapse of the OECD “g lobal tax deal”
caused by the Trump ad min is tra tion. The tax prob lems stem ming
from di git al isa tion and those re lated to the ag gress ive tax prac tices
of (mainly) US- based MNEs more broadly, will not be solved
without pos it ive ac tion. While DSTs are not a pan acea and have
draw backs, they can be a step in the right dir ec tion. This is re in -
forced by the de teri or a tion of the con sensus-driven in ter na tional
or der, il lus trated in our con text by the massive dif fi culties the
OECD has faced in re la tion to the en tirety of the BEPS pro ject, in -
clud ing the IF BEPS. After more than a dec ade, a full agree ment
seemed un likely – and with Pres id ent Trump’s Ex ec ut ive Or der it
seems even less likely now. 

Against this back drop, a DST should – ideally – be ad op ted at
the Union level. The Union has the com pet ence to do so, and has
both en ter tained and worked on such plans in the past.
A Union-level DST would also be less leg ally risky, and could al lay
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some polit ical con cerns. Fi nally, and – I be lieve – most im port antly,
it could be used to (re)al loc ate re sources to the EU’s budget, al low -
ing the Union to pur sue its broader ob ject ives. An EU DST could
thus sim ul tan eously en sure that “di git al” MNEs meet their fiscal
re spons ib il it ies – curb ing their eco nomic power – and re dir ect
much needed re sources to the Uni on’s budget, but tress ing its eco -
nomy and fin an cing part of its ad just ment to a new real ity. An EU
DST would there fore con sti tute part of the EU’s re sponse to the
cur rent US ad min is tra tion’s ac tions, while also ad dress ing the –
often unchecked – power of the plu to crats “be hind the throne”. As
Churchill (a po cryphally) urged “never let a good crisis go to waste”.
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n re cent times, the demo cratic found a tions of European so ci et -
ies have been ser i ously tested by for eign in ter fer ence of dif fer -

ent types and scale. One can cite here Elon Musk’s for ays into
(elect or al) polit ics in Europe along side Krem lin-steered hy brid
cam paigns. Re gard less of their dif fer ences in facts and fig ures,
these in cid ents are a mani fest a tion of the same prob lem: A for eign
actor – be it a tech no logy ty coon turned pres id en tial ad viser or a
war crim inal at the head of an in creas ingly bru tal auto cratic
regime – is try ing to in flu ence European voters us ing mod ern com -
mu nic a tion chan nels which, partly, es cape European con trol.

Against this back drop, our ana lysis fo cuses on the prom ise and
re l at ive weak nesses of law and policy solu tions as well as in sti tu -
tional ar range ments the EU has put in place to pro tect European
demo cra cies from for eign in ter fer ence in a tense geo pol it ical cli -
mate. The key is sues in this con text is how the Union can en sure
the ef fect ive im ple ment a tion of its laws and policies while sim ul -
tan eously safe guard ing a high stand ard of fun da mental rights pro -
tec tion.

New geo pol it ical real it ies threat en ing demo cratic found a tions

As a mat ter of fact, the EU’s demo cratic found a tions are be ing put
to the test by dif fer ent play ers in vari ous con texts. The list of in cid -
ents is long and, for the sake of brev ity, we will only refer to a few
ma jor ones to il lus trate our point. There were the con tro ver sial
Musk moves on so cial me dia in re spect of the 2025 fed eral elec -
tions in Ger many – in clud ing of fens ive mes sages on the so cial me -
dia plat form X on Ger many’s chan cel lor and fed eral pres id ent, or
the in fam ous Musk- Weidel in ter view on X back ing the AfD, Ger -
many’s far-right party. There’s also the Ro manian case, where
the  previously little-known  far-right can did ate Călin Georgescu
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made it to the second round of the pres id en tial elec tion and even
came first in the vote.   Declassified information  shows that his
2024 elec tion cam paign had ap par ently be ne fit ted from Rus sian
interference.  The al leged in ter fer ence, which came in the form of a
state- sponsored cov ert ac tion, in cluded the cre ation of a large net -
work of bots on Tik Tok, co ordin ated cy ber -at tacks, and cov ert cam -
paign fin an cing (Georgescu him self had  declared zero cam paign
expenses ). And let’s not for get Rus si a’s dis in form a tion and (war)
pro pa ganda cam paigns via state- con trolled me dia out lets which
led to the banning of sev eral Krem lin- con trolled me dia in the EU
such as “Rus sia Today” chan nels (Coun cil De cision (CF SP)
2022/351).

The peril of for eign in ter fer ence has already been re cog nised in
case law handed down by the EU ju dicature re lated to pre cisely
these broad cast ing bans im posed by EU sanc tions. In its 2022 judg -
ment in RT France v Council, the Gen eral Court had to pon der in di -
vidual rights lim it a tions – among oth ers the free dom of ex pres sion
– with the col lect ive good of European democracy.  And so, when
asked to judge whether the lim it a tion im posed on the free dom of
ex pres sion (of RT) was leg al, the Court answered in the af firm at ive.
It reasoned inter alia that hy brid cam paigns were hence forth part of
mod ern war fare and that spread ing mis in form a tion and (war) pro -
pa ganda posed a ser i ous threat to the very found a tions of
European demo cratic so ci et ies (para. 162). For de cision- makers,
the chal lenge is hence two fold: to de vise a re sponse that does not
un fairly or dis pro por tion ately re strict fun da mental rights but that
is ef fect ive in safe guard ing demo cratic pro cesses and struc tures.
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The end of the Brus sels e� ect?

Ef fect ive ness is in deed a key is sue. The ban on broad cast ing RT and
other Rus sian me dia out lets spread ing mis in form a tion and war
pro pa ganda un der the EU sanc tions re gime is said to  lack
effectiveness and to be too easy to circumvent.  Similarly, the Ro -
manian case shows that the cur rent le gis la tion reg u lat ing ma jor
plat forms – not ably the Digital Ser vices Act (D SA) – has short com -
ings, one of which is that it priv ileges a posteriori meas ures against
on line plat forms hav ing ac ted in vi ol a tion of the DSA and might be
un able to ef fect ively prevent for eign elec tion in ter fer ence. Also,
many European stand ards in the area of so cial me dia as sume that
rel ev ant companies  act in good faith and co oper ate will ingly, in -
clud ing on the basis of vol un tary code of conducts.   Yet, many
US-based technology com pan ies seem to have less ap pet ite for
abid ing by EU policies on con tent mod er a tion in the new Trump
era,  which could ser i ously put at risk the EU’s di gital gov ernance
framework   and  therefore war rants a ser i ous EU law and policy
response.

In deed, not least since the in aug ur a tion of Don ald Trump in
Janu ary 2025, the in ter na tional (leg al) or der has been chan ging at a
rad ical pace, leav ing the EU in an in creas ingly dif fi cult situ ation. As
many ana lysts and prac ti tion ers have been warn ing for years, the
Union risks be ing weakened by a new mul ti polar power con stel la -
tion in which it mainly has ob server status. The ex perts’ warn ing
cov ers a range of is sues, from in dus trial policies to trade mod els
and de fence agree ments, and comes in vari ous forms: Some
advocate supply chain security,  others write about the ne ces sity
of  (strategic) autonomy,   still oth ers urge for  greater
competitiveness,  and fi nally, there are those who call for digital
sovereignty.
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 So the EU’s re l at ively suc cess ful reg u lat ory model – de scribed
in the lit er at ure as the Brussels effect  – ap pears weakened un der
cur rent geo pol it ical con di tions and  in the face of new actors.   It
re mains to be seen whether this weak en ing is par tic u larly pro -
nounced in the di gital do main, where the EU had been lauded for
its norm at ive clout in the past.   Yet, if the EU and its Mem ber
States do not want to be norm- takers rather than norm-shapers on
ma jor in ter na tional dossiers,  they ought to ad apt their legal and
le gis lat ive toolkit quickly to get to grips with the new geo pol it ical
real it ies.

In the wake of the Rus sian ag gres sion against Ukraine, the EU
has been re mark ably re act ive on  security and defence   as well
as justice issues  – sim il arly to its dy nam ism dur ing the COV ID-19
pan demic when the EU -wide bor row ing through the one- time
NextGenerationEU scheme was triggered. However, at a time when
the rules and cards of the in ter na tional game are be ing re shuffled,
the bloc is some what at a loss as to the ef fect ive long-term strategy
it should pur sue to pro tect not only prosper ity but also the sys tem
of rights and val ues that the Union has cre ated over the past dec -
ades. In deed, Mem ber States lack a shared vis ion on how to pro ceed
– be it in polit ic al, leg al, in dus tri al, or fin an cial terms.

At this junc tion, it is in ter est ing to note that the European
Commission seemed reluctant to trig ger pro ced ures un der the DSA
fol low ing Musk’s overt AfD sup port via X.  The res ults of the in -
vest ig a tion are still pending.  The Com mis sion’s prudent re sponse
says a lot about the EU’s cur rent geo pol it ical situ ation: It finds it -
self between a rock – risk ing open con flict with one of the world’s
most in flu en tial tech act ors and chief ad viser of the US pres id ent –
and a hard place – re main ing si lent when European demo cratic
pro cesses are po ten tially un der mined by for eign (private) act ors.
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The in ter weav ing of the in ternal and ex ternal di men sion

Be that as it may, there is a trend at the EU level to in ter weave dif -
fer ent strands of in ternal and ex ternal law and policy to get to
grips with the com plex phe nomenon of for eign in ter fer ence. This
in ter twin ing can be seen in policy strategies and in sti tu tional ar -
range ments.

When it comes to policy strategies, two doc u ments are par tic u -
larly note worthy. First, the 2022  Strategic Compass  called for the
cre ation of an EU Hy brid Tool box as a frame work for a co ordin ated
re sponse to hy brid campaigns.   As dis cussed in schol arly
literature,  the main ob ject ive of these hy brid cam paigns is to ex -
ploit the weak nesses of the in ten ded tar get via co er cive and sub -
vers ive means, while cre at ing am bi gu ity. Within this frame work,
the EU laid last year the ground work for the es tab lish ment of  EU
Hy brid Rapid Re sponse Teams.

Second, in 2024, the Com mis sion pro posed the  European
Demo cracy Shield (EDS).   Inspired by the  French Viginum  and
the Swedish Psy cho lo gical De fence Agency, the EDS is de signed to
de fend European demo cracy in con junc tion with a raft of EU le gis -
lat ive acts and pro pos als – namely the DSA, the AI Act, the Demo -
cracy Ac tion Plan, and the De fence of Demo cracy Pack age. While
its them atic con tours are  still unclear,   the EDS’ in ten ded core
func tion is to serve as a com pre hens ive EU frame work to com bat
for eign in form a tion ma nip u la tion and in ter fer ence.

Re gard ing in sti tu tional (re-)ar range ments, sev eral EU in sti tu -
tions have re shuffled their in ternal struc tures, mir ror ing the
complex phenomenon of hy brid threats. On 18 Decem ber 2024, the
European Par lia ment set up a spe cial com mit tee on the EDS,
building on the work of the Special Com mit tee on for eign in ter fer -
ence in all demo cratic pro cesses in the European Uni on, in clud ing
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dis in form a tion (INGE 1 and 2), which had fo cused on com batting
for eign in ter fer ence respectively.  The decision set ting up the new
committee emphasises that the po ten tial ef fects very large on line
platforms can have on demo cratic pro cesses in the Union shall be
eval u ated and also repeatedly stresses the ex ternal di men sion of
the issue.   Remarkably, and in con trast to the man date of its
predecessor committees, the com pet ence of the new spe cial
committee explicitly com prises cy ber at tacks on military
targets,  underpinning our in ter lace ment ar gu ment that the EU is
in ter weav ing dif fer ent strands of in ternal and ex ternal law and
policy to re spond to in ter fer ence.

Sim il arly, the European Com mis sion es tab lished a Com mis -
sion ers’ Pro ject Group on Democracy on 7 Janu ary 2025 to counter
both the in ternal and ex ternal di men sions of for eign
interference.

Who calls the shots?

While it is prob ably a wise strategy to tackle the com plex mat ter of
for eign in ter fer ence from dif fer ent though com ple ment ary angles,
it also presents in tric a cies. In EU gov ernance, in ternal and ex ternal
ac tion do not ne ces sar ily fol low the same lo gic or pat terns in terms
of act ors, in stru ments, pro ced ures, and com pet ences. This is not an
in sur mount able obstacle, but rather a chal lenge as it (po ten tially)
raises com pet ence is sues, both ho ri zont ally and ver tic ally.

The RT France case, in which the EU banned a state- con trolled
Rus sian me dia out let from broad cast ing in EU ter rit ory, ex em pli -
fied the com pet ence is sue. While the Council based the ban on RT
France (and other me dia out lets) on Art icle 29 TEU, a legal basis of
the Com mon For eign and Se cur ity Policy (CF SP), the ap plic ants ar -
gued that it was merely a mat ter of me dia reg u la tion and hence
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bey ond the Coun cil’s com pet ence. In its de cision, the Court showed
sens it iv ity to the ex ternal fa cet of for eign in ter fer ence and dis in -
form a tion, stat ing that the CFSP di men sion of the ban on the me -
dia out let pre vailed. The Court pointed to the Coun cil’s broad dis -
cre tion and em phas ised the com ple ment ary Union com pet ences in
that area (para. 61). Pos sibly, a sim ilar line of reas on ing could be
ap plied in the fu ture to meas ures ad op ted to counter hy brid
threats.

Legal chal lenges (a head)

This brings us to the legal chal lenges of coun ter ing for eign in ter -
fer ence, which the Ro manian case en cap su lates. Es sen tially, deal -
ing with hy brid threats is a cross-cut ting legal is sue in which con -
sti tu tional law, EU law, and in ter na tional law in ter act. For in stance,
the Ro manian Con sti tu tional Court  annulled the elec tion
results  after the de clas si fied in form a tion notes be came
known.  Importantly, the Court did not solely base its de cision on
Ro manian con sti tu tional and na tional elec tion law but made ref er -
ence to EU sec ond ary law (the Political Ad vert ising Reg u la tion) and
soft law doc u ments of the Venice Com mis sion to bol ster its an nul -
ment de cision on the grounds of the non-trans par ent use of di gital
tech no lo gies and ar ti fi cial in tel li gence in the elect oral cam paign
and the fin an cing of the elect oral cam paign from un declared
sources.  As a fur ther con sequence, Georges cu’s re gis tra tion for
the re pe ti tion of the elec tion was re fused, which the Con sti tu tional
Court de clared to be con sti tu tional on 11 March 2025.  After the
an nul ment de cision, Georgescu had also lodged a complaint to the
European Court of Hu man Rights (EC tHR), try ing to in tro duce an -
other legal layer to the mat ter, namely in ter na tional hu man rights
law. However, the ECtHR  rejected the request  for in terim
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measures   and de clared the ap plic a tion in ad miss ible, as the
powers of the Pres id ent of Ro mania are not part of the “le gis lature”
within the mean ing of Art. 3 of Pro tocol No. 1 to the ECHR.  This
not with stand ing, the ques tion of (States’) pos it ive ob lig a tions to
com bat elec tion ir reg u lar it ies will likely be dis cussed by the EC tHR
in fu ture cases.  Also, at the EU level, the European Com mis sion
took measures in line with the DSA in re la tion to Tik Tok, in clud ing
the open ing of formal pro ceed ings, which is likely to res ult in fur -
ther legal developments.

Fi nally, the Ro manian case ex em pli fies the cru cial fun da mental
rights ques tions that arise in coun ter ing for eign in ter fer ence. The
core ques tion is to what ex tent the EU’s re sponse to for eign in ter -
fer ence needs to be – and is al lowed to be – more as sert ive. The re -
stric tion of fun da mental rights of some in di vidu als or en tit ies (e.g.,
on line plat forms or act ors deemed an ti - demo crat ic) may be ne ces -
sary to pro tect the demo cratic pro cess and up hold the fun da mental
rights of oth ers, such as the right to vote. Hence, there is an in her -
ent ten sion between sys temic and in di vidual in terests and rights,
which was also ad dressed in the RT France decision: said de cision
em phas ised the im port ance of up hold ing demo cratic de bate, peace,
and in ter na tional se cur ity in or der to jus tify re stric tions on fun da -
mental rights of cer tain en tit ies (para. 193). The ex act lim its for the
re stric tion of fun da mental rights in spe cific cases to counter hy brid
threats will likely be come a hotly de bated topic in the fu ture as rel -
ev ant le gis la tion and case law de vel ops.

For schol ars, this – ad mit tedly wor ry ing – de vel op ment of in -
creas ingly in tric ate for eign in ter fer ence prom ises to provide much
more food for thought and ana lys is. Once again, the key ques tion
will be how the EU can guar an tee the ef fect ive ness of its laws and
policies while main tain ing a high level of pro tec tion for fun da -
mental rights in the fight against for eign in ter fer ence.
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ince the 2024 in aug ur a tion of Don ald Trump, the new ad min is -
tra tion has been marked by nu mer ous and un pre ced en ted at -

tacks on the European Uni on. Amid a flurry of an nounce ments
chal len ging the status quo – of ten with bru tal dis reg ard, even
against tra di tional al lies – the European Uni on, what it is, what it
rep res ents along with the way it ex er cises power, sud denly ap pears
as the an ti thesis of the new America.

These at tacks are not merely rhet or ical or dip lo matic pos tur -
ing. They are em bed ded in a broader re con fig ur a tion of US global
strategy, where eco nom ic, tech no lo gic al, and cul tural tools are in -
creas ingly lever aged to re shape al li ances, mar kets, and norms in
line with the in terests of a con sol id ated elite. In this con text, the
EU finds it self not only pub licly and privately hu mi li ated, but act -
ively un der mined – in sti tu tion ally, eco nom ic ally, and ideo lo gic ally
– by a plu to cratic and mer cant il ist world view.

Yet does the EU and its 27 mem ber states have what it takes to
res ist such an ex pan sion ist and plu to cratic pro jec tion of power,
which now threatens Europe’s se cur ity, life style and over all ex ist -
ence?

This is the ques tion ex amined by the con tri bu tions to this
volume, for which there is no single an swer.

If one has to find a com mon mes sage across the vari ous re -
sponses provided in the book, this seems to tilt to ward scepticism. 

At present, the EU does not seem well- posi tioned to deal with
this un pre ced en ted and mul ti fa ceted form of state power weapon -
ised by cor por ate power and epi tom ised by the “Muski fic a tion” of
gov ern ment. This refers to the en trench ment of ul tra-wealthy tech
mag nates not just as eco nomic act ors but as polit ical ar chi tects,
whose plat forms and in vest ments are in creas ingly in dis tin guish -
able from the for eign policy ob ject ives of the US state. Ad dress ing
this chal lenge would re quire pro gress ive, some times cre at ive, in-
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ter pret a tions and bold en force ment of ex ist ing legal frame works,
ran ging from di gital rights to com pet i tion law, and  pub lic in teg rity
frame works that were not de signed to ad dress what Anna Ger -
brandy and Pau line Phoa de scribe as “Mod ern Big ness” – a com bin -
a tion of mar ket power, data power, and tech no lo gical capabilities.

More crit ic ally, this new form of power ne ces sit ates the re pur -
pos ing of mech an isms – from sanc tions to for eign in ter fer ence
meas ures – or ad opt ing com ple ment ary in stru ments, such as
anti-coercion tools spe cific ally de signed to tackle these threats. For
in stance, neither the DSA nor the EU Trans par ency Re gister have
been de signed to ad dress and tame the un pre ced en ted plu to cratic
force stem ming from the promis cu ous mer ger between the US ad -
min is tra tion and its eco nomic cham pi ons and polit ical donors, as
sym bol ised by the cur rent Muski fied White House. In ef fect, tra di -
tional reg u lat ory tools are be ing out paced by the speed and scale of
private-pub lic con ver gence in the US.

This con clud ing con tri bu tion to the ed ited volume aims to
identify fur ther av en ues for EU ac tion and lay down a pre lim in ary
re search agenda for those in ter ested in how the Union can ad dress
novel forms of ex pan sion ist and plu to cratic power across the At -
lantic and bey ond.

Blind spots and fur ther areas for re search

Cor rup tion and lob by ing: Wad ing into broader demo cratic is sues

If the re la tion ship between cor rup tion and lob by ing has al ways
been com plex, there is gen eral agree ment that while lob by ing is a
le git im ate part of the demo cratic pro cess, it can lead to cor rup tion
if not prop erly reg u lated and mon itored. Yet today, when fa cing the
ex er cise of in flu ence over EU au thor it ies by busi ness en tit ies such
as Musk’s suite of com pan ies, it ap pears im possible to de lin eate
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where le git im ate busi ness rep res ent a tion ends and cor rupt prac -
tices may be gin, due to the un qual i fied po s i tion he cov ers within
the US ad min is tra tion. Zin nbauer char ac ter ised this as a
“full-frontal brash at tack right on the pub lic stage”, high light ing
how Plu to cracy 2025 is dif fer ent from any of its pre vi ous
manifestations.  This has given rise to ques tions and con sid er a -
tions about whether not only EU com pet i tion law and in par tic u lar
the new plat form reg u la tions ad op ted in that con text – the DSA
and DMA – but also ex ist ing EU pub lic in teg rity law (as em bod ied
by the EU Trans par ency Re gistry) are suf fi cient to ad dress demo -
cratic is sues that arise in re la tion to ac tions by the ex er cise of plu -
to cratic power.

The role of civil so ci ety in hold ing tech gi ants ac count able

While con tri bu tions to this ed ited volume largely fo cused on the
role of law makers and reg u lat ors in this up hill battle, we should
not un der es tim ate the role that civil so ci ety or gan isa tions,
business competitors, and other stake hold ers may have to play in
hold ing these new forms of plu to cratic power to ac count. In deed,
in de pend ent watch dogs, ad vocacy groups, journ al ists, and whis -
tleblowers have his tor ic ally played an im port ant role in ex pos ing
harm ful prac tices of di gital plat forms and their own ers, as well as
ma jor pub lic in teg rity breaches, such as the Uber Files.  

When it comes to di gital plat forms, for ex ample, a former Face -
book em ployee leaked files to the me dia re veal ing that Meta was
aware of the harm ful ef fects of its platforms,  prompt ing con gres -
sional hear ings and in creas ing de mands for reg u la tion. In the EU,
the Schrems cases forced com pan ies to re as sess their data trans fer
prac tices and high lighted the need for stronger safe guards in the
pro tec tion of EU cit izens’ data. Like wise, as al luded to in some con -
tri bu tions to this ed ited volume, private en force ment of rules –
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par tic u larly com pet i tion law – may have an im port ant role to play
in pro tect ing EU democracy.  

However, for civil so ci ety to play a fully-fledged role in coun ter -
ing plu to cratic forces, it re quires an at tent ive and re spons ive pub lic
opin ion. Yet, as re cently noted by Anne Ap ple baum, “The court of
pub lic opin ion, which over the past dec ade has seen and heard
everything, no longer cares. US elec tions are now a polit ical Las Ve -
gas: Any thing goes”.  Un for tu nately, this ob ser va tion ap pears to
hold true in the EU as well. Des pite the ini tial pub lic re ac tion to the
Qatargate scandal, the over all re sponse has re mained lim ited and
did not lead to ma jor struc tural re forms aimed at en sur ing the pro -
tec tion of pub lic in teg rity in the long term,  hence the emer gence
of the latest Hua wei scandal.

Can EU sanc tions tar get di gital ol ig archs?

An other pos sib il ity not ex plored in this ed ited volume relates to EU
sanc tions. Un der the Com mon For eign and Se cur ity Policy (CF SP),
sanc tions can be in tro duced via Art icle 29 TEU and Art icle 215
TFEU, in clud ing meas ures “a gainst nat ural or legal per sons and
groups or non-State en tit ies” (Article 215 (2) TFEU). In fact, “most
sanc tions ad op ted by the EU are tar geted at in di vidu als and en tit -
ies, and con sist of as set freezes, travel bans, and the pro hib i tion to
make funds and eco nomic re sources avail able to lis ted en tit ies or
individuals” , as seen in the case of the Rus si a-re lated sanc tions.
Hence, un der the Coun cil de cision con cern ing re strict ive meas ures
in view of Rus si a’s destabil ising activities,  Mem ber States must
take meas ures ne ces sary to pre vent entry or transit by lis ted nat -
ural per sons “re spons ible for, im ple ment ing, sup port ing, or be ne -
fit ting from ac tions or policies by the Gov ern ment of the Rus sian
Fed er a tion which un der mine or threaten demo cracy, the rule of
law, sta bil ity or se cur ity in the Uni on” (Article 1). Per sons en gaged
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in such un der min ing or threats shall also have their funds frozen
(Article 2).

Of par tic u lar rel ev ance might be the re cently
adopted Anti-Coercion In stru ment (A CI, Reg u la tion (EU)
2023/2675) which could serve as a tool to “Trump- and
China-proof” the EU’s trade policy frame work.

While this mech an ism has not yet been used (and what qual i -
fies as “co er cion” re mains to be defined), a Par lia ment study
presen ted it as “a tool to counter trade con flicts rather than for eign
and se cur ity policy conflicts”.  What renders this in stru ment par -
tic u larly prom ising in the cur rent geo pol it ical scen ario – char ac ter -
ised by an ex pan sion ist and ant ag on ist US ad min is tra tion – is the
pro vi sion in Art icle 7 of the ACI Reg u la tion al low ing the EU to co -
oper ate with third coun tries sim il arly af fected by eco nomic co er -
cion, in clud ing through co ordin ated re sponses. Un like re strict ive
meas ures un der the CF SP, which re quire Coun cil un an im ity, the
Com mis sion plays a ma jor role, as poin ted out by Verellen.  In any
event, re li ance on such an in stru ment re quires a qual i fied ma jor ity
vote, a rather high threshold to at tain among EU Mem ber States
given their di ver ging stance vis-à-vis the new US ad min is tra tion.
Moreover, there is mount ing agree ment that the ACI can not be de -
ployed if the aim of Trump’s tar iffs is not pun it ive or if their
adoption is made con di tional on policy changes by the EU and its
Mem ber States.

One of the most in ter est ing ques tions is there fore to identify
which type of meas ure – con ven tional sanc tions or the ACI – may
be more ap pro pri ate to counter demo cratic threats posed by nat -
ural per sons and their busi nesses from third coun tries. While un der
the tra di tional CFSP sanc tions re gime, third- coun try ac tions that
threaten demo cracy and the rule of law (Art 21 TEU) may give rise
to sanc tions, demo cracy is not men tioned in the ACI Reg u la tion.
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Nev er the less, ac tions with demo cratic im plic a tions – such as
Meta’s lob by ing of the US gov ern ment to pres sure EU law makers to
re vise their newly ad op ted rules on di gital platforms  – may fall
un der the ACI, not to men tion the re peated threat to re tali ate
against EU in terests should the EU ap ply its laws, such as the DSA,
to US com pan ies close to the cur rent US ad min is tra tion.

Hence, the EU an nounced po ten tial plans to tar get US
industries,  including di gital plat forms, through the ACI. The ACI
Reg u la tion in cludes re stric tions on the right to par ti cip ate in pub -
lic pro cure ment tender pro ced ure, re stric tions on li cences, as well
as re stric tions on trade in ser vices and trade-re lated as pects of in -
tel lec tual prop erty rights.

A com bin a tion of sanc tions could there fore be ad op ted un der
both the con ven tional sanc tion rules and the ACI when trade is sues
come into play, thus by passing the many un in ten ded con sequences
promp ted by a rise in tar iffs. Yet this begs the ques tion of how the
EU would re spond to non- co er cive trade meas ures such as an un -
con di tion al, across-the- board tar iff on all or a sig ni fic ant share of
EU im ports into the US, as threatened by Pres id ent Trump.

The il lu sion of free speech in the di gital age

As di gital plat forms and their prin cipals po s i tion them selves as
cham pi ons of free dom of speech – while sim ul tan eously ad van cing
Amer ican in terests – this volume em phas ised the sub stan tial risks
they pose to the ex er cise of that very free dom.

Mod ern tech ol ig archs con trol the primary chan nels of polit ical
en gage ment in the di gital age by de term in ing which voices are
amp li fied and which are si lenced via opaque, com mer cially-driven
and largely un ac count able al gorithms. This set them apart from
older forms of plu to cratic power such as that of Rock e feller or even
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the more re cent Mur doch’s News Cor por a tion, and can be seen in
Elon Musk’s re in state ment of banned ac counts and the
de-prioritisation of crit ical voices, rais ing alarms about the role of
per sonal bias in shap ing global polit ical nar rat ives. The dom in ance
of bil lion aires over di gital com mu nic a tion plat forms is already be -
com ing a destabil ising for ce, in clud ing in the EU and in di vidual
Mem ber States such as Ger many ahead of its na tional elec tions,
un less – as ar gued by van de Kerkhof  – the former finds the polit -
ical cour age to ap ply its ex ist ing ar senal after over five years spent
build ing it.

Con clu sion: A call for vi gil ance and in nov a tion

While the di gital age has given rise to op por tun it ies for un pre ced -
en ted levels of bot tom-up com mu nic a tion and polit ical en gage -
ment, it has also in tro duced sig ni fic ant threats to demo cratic val -
ues. This ap pears par tic u larly true within the EU. As shown by this
volume, the con cen tra tion of power and wealth in the hands of a
few di gital plat form own ers poses a pro found threat to demo cratic
in teg rity. These act ors are not only eco nomic be hemoths but also
wield dis pro por tion ate in flu ence over the in form a tion eco sys tem,
civic dis course, and now the shap ing of policy agen das, blur ring the
lines between private in terest and pub lic au thor ity.

Gen er a tions be fore us have long been con cerned by the polit -
ical med dling of the wealthy. In a trans la tion and ad apt a tion of Ar -
is totle’s Polit ics, late XIVth- cen tury philo sopher Nicole Oresme
wro te:

“The su per -rich are so un equal and ex ceed and over come the oth -
ers re gard ing their polit ical power so much that it is reas on able to
think that they are among the oth ers as God is among men… The
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cit ies which are gov erned demo crat ic ally, should re leg ate these
people, i.e. they should send them into ex ile or ban ish them…”

While such meas ures may sound ex treme today, Ores me’s in sight
re flects a long stand ing aware ness that un checked con cen tra tions
of wealth in ev it ably dis tort polit ical life, es pe cially when eco nomic
elites be come in dis tin guish able from polit ical de cision- makers.

Des pite the EU tak ing pro gress ive steps to tame the un due in -
flu ence ex er cised by di gital plat forms and for eign in flu ence, the
meas ures out lined in this volume alone may not be suf fi cient. The
chilling ef fect ex er ted by the Trump ad min is tra tion – threat en ing
re tali ation against EU au thor it ies should their laws be en forced
against its closest cor por ate al lies, whose plat forms con tinue to
sup port and ad vance US in terests in the world – re mains a very ser -
i ous, largely un pre ced en ted, chal lenge.

For the EU legal frame work to make a dif fer ence, not only pro -
gress ive in ter pret a tion and bold en force ment but also a de gree of
polit ical cour age is re quired. Yet this is pre cisely what EU lead ers
seem to lack these days, all the more so when it comes to the en -
act ment of power -shift ing re forms. Once again, as dur ing the first
Trump ad min is tra tion, the EU – as well as other former US al lies –
has been caught off guard by the flurry of an nounce ments and
threats com ing from the White House.

Ul ti mately, one of the most neg lected levers of res ist ance to the
new plu to cratic power lies in civil so ci ety. The role of non-pub lic
act ors in pro tect ing demo cracy – in clud ing EU demo cracy and that
of its Mem ber States – can not be over stated, as they have proven
es sen tial in hold ing tech gi ants ac count able, ex pos ing harm ful
prac tices, and   up hold ing the rule of law. They also play a cru cial
role in the private en force ment of com pet i tion laws and other reg -
u lat ory meas ures and will re main crit ical in safe guard ing demo-
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cratic prin ciples. By mon it or ing ab uses, ini ti at ing legal ac tion, and
sus tain ing pub lic pres sure, civil so ci ety act ors em body a form of
dis trib uted re si li ence that com pensates for in sti tu tional in er tia or
polit ical compromise. 

And yet, des pite be ing in creas ingly en trus ted by sev eral EU
legislative frameworks to mon itor and en force reg u la tions – from
digital rights to en vir on mental le gis la tion – civil so ci ety or gan isa -
tions face un pre ced en ted pushback.   Their fund ing is be ing cur -
tailed and their role com pressed, not only in the US but also within
the EU, where a ma jor an ti -N GOs cam paign con tin ues to un fold.
This is a para dox ical situ ation in so far as the EU en trusts civil so ci -
ety with a watch dog role es sen tial for the proper func tion ing of its
reg u lat ory re gimes while weak en ing and del e git im iz ing it on a
daily basis, which must be ex posed and con fron ted.  

Last but not least, the use of EU sanc tions and the
anti-coercion in stru ment ap pears as one of the most prom ising av -
en ues for ad dress ing the ac tions of prob lem atic private act ors.
These tools, tra di tion ally aimed at states, must evolve to ad dress
hy brid threats where cor por a tions act as prox ies of for eign in flu -
ence. De vel op ing a doc trine for sanc tion ing private en tit ies whose
ac tions threaten EU sov er eignty and demo cratic or der is an ur gent
task. With the EU’s demo cratic found a tions “be ing put to the
test”,  ultimately, the fight to pre serve EU demo cracy in the di gital
age de mands a mul ti fa ceted ap proach, as called for by Vikt oria
Robertson.   Ultimately, this re quires both strong pub lic en force -
ment and com ple ment ary ac tion by non-pub lic act ors, as well as
fur ther tar geted meas ures.

Will the EU “ac cept be ing stuck between ol ig arch ies and auto -
cra cies?” asked Italian Pres id ent Ser gio Mat tarella (translated)  –
or will it act?
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A Muski fied US ad min is tra tion is likely to ac cel er ate the on go -
ing de bate within the EU about whether and how to turn the Union
from a com munity of val ues to a geo stra tegic player – without
abandon ing what the Union stands for and is built upon: the rule of
law.  Compromising on the rule of law in pur suit of geo stra tegic
goals would be not only lethal but also self-de feat ing to the
European Uni on.
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